OmniVista 3.5 Topology Help

Getting Started with Topology

The Topology application enables you to manage the physical devices in the network and view
the topology of the network. All physical devices in the network are listed in the Topology
application's list of All Discovered Devices and in the Topology Tree. Popup menus in the list of
All Discovered Devices and the Tree provide the functionality needed to manage and configure
devices. Clicking on an individual device in the Topology Tree connects you to the device.

The Topology application enables you to view the devices and links in the network in various
ways. You can display the overall physical network to view its subnets and the links between
them. You can display individual subnets and the individual devices therein. You can create
maps of "logical™ regions that enable you to group and display devices in a way that is
meaningful for your individual network configuration.

Nodes in the Topology Tree enable you to view tables listing all network links, manage the
logical and physical regions in the network, create user-defined subnets in the Physical Network,
view the list of All Discovered Devices, and view graphical maps of the subnets in the Physical
Network and the regions in the Logical Network. Each node in the Topology Tree is described
below.

Nodes in the Topology Tree
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Manual Subnets

OmniVista now provides the ability to create manual (i.e., user-defined) subnets. In previous
releases of OmniVista, subnets were automatically created by default. The new Subnets node in
the Topology Tree enables you to override OmniVista's default subnet creation and manually
define the subnets that OmniVista displays in the Tree. If manual subnets exist when a discovery
is performed, OmniVista will place the discovered switches into the manual subnets upon their
discovery. If manual subnets are created after discovery, OmniVista will place known switches
into the manual subnets when they are created.
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Subnet Labels

In the Tree, subnets are labeled in the form ipaddress/n. The /n indicates the number of bits in
ipaddress, starting from the left, that identify the network (i.e., the subnet). These bits will have
the same value in all addresses that belong to the subnet. The literal value of these bits displays
in ipaddress. Any bits in ipaddress that do not identify the subnet are represented by zeros.

For example, the screen above shows a subnet named 10.255.11.0/24. The /24 means that the
first 24 bits of the address, starting from the left, identify the subnet and will be common to all
address in the subnet. The literal value of these 24 bits, 10.255.11, displays in the subnet name.
The last bits are represented by a 0, as these bits do not identify the subnet. (They identify
devices.) This subnet could also be represented as 10.255.11.*, where the * character represents
any value. This subnet will include all devices with an IP address in the range 10.255.11.0 -
10.255.11.255.

As a second example, consider a subnet named 10.0.0.0/8. The /8 means that the first eight bits
of the address identify the subnet and will be common to all address in the subnet. The literal
value of these eight bits, 10, displays in the subnet name. All other bits are represented by zeros.
This subnet could also be represented as 10.*.*.*, where the * character represents any value.
This subnet will include all devices with an IP address in the range 10.0.0.0 - 10.255.255.255.

The List of All Discovered Devices and the Tree

All devices discovered display in the list of All Discovered Devices. Select Switches in the Tree
to view the list of All Discovered Devices, as shown below. Each discovered device also
displays in the Tree. Click Switches and Physical Network open in the Tree, as shown below, to
display the individual subnets in the Physical Network. Click a subnet open to view the
individual devices on the subnet. Color coding in the Tree and in the list of All Discovered
Devices provides information on the state of each device.

Select Switches in the Tree to display the list of All Discovered Devices

Discovered devices display in the
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Adding Devices Manually

It is possible to add devices manually to the list of All Discovered Devices using the New
Discovery Manager Entry window. It is also possible to import a list of devices from a .csv file
to the list of All Discovered Devices. You can also export the list of All Discovered Devices to a
.csv file (where it can be edited).

Connecting to a Switch

You can connect to a switch merely by selecting it in the Tree. When the connection is
established, tabs of information on the switch display, as shown below. Note that the information
displayed is somewhat different for AOS devices (the OmniSwitch 6000/7000/8000/9000
Product Series), various XOS devices (early generation OmniSwitch, OmniStack, OmniAccess
512, and OmniSwitch/Router devices), and third-party devices. Click the Help button at the
bottom of any tab for specific information on the fields in each tab.

To connect to a switch, select it in the Tree.

When the connection is established,
switch information displays.
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Popup Menu Functionality

You can click right on one or more devices in the list of All Discovered Devices to display a
popup menu. Somewhat different versions of the popup menu display for AOS devices, XOS
devices, and third-party devices. The popup menu for AOS devices is shown below. Note that
several menu items on the popup menu are active when multiple switches are selected. This
enables you to perform the respective function on multiple switches simultaneously.
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Popup Menu for AOS Devices
(Right-click on any AOS Device in the list to display the menu)
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You can also click right on any device listed in the Tree to display a popup menu. Somewhat
different versions of the Tree popup menu display for AOS devices, XOS devices, and third-
party devices. The Tree popup menu for AOS devices is shown below. All menu items on the
Tree popup menu also appear on the popup menu in the list of All Discovered Devices
(described above).

Tree Popup Menu for AOS Devices
{Right-click on any AQS Device in the tree to display the menu)
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The Topology Toolbar

The toolbar that displays when the Topology application opens contains tools that enable you to
perform specific tasks quickly, as shown and explained below.
Start/stop polling

Open the Discovery application
Add a new device to the list

of All Discovered Devices This combo box provides an
Edit the selected device(s) in the alternative method of navigating
list of All Discovered Devices the Topology Tree. Selecting a

Delete the selected device(s) from node in this combo box is the same as
the list of All Discovered Devices ~ Selecting it in the Topology Tree.
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Viewing the Network

The Topology application enables you to display and view the topology of any network region,
including the overall Physical Network, the overall Logical Network, or any individual subnet or
region therein. Color coding in the display provides status information on each region, device,
and link displayed. Specific information about the links in each region can be viewed. Popup
menus provide further functionality. To view any network region, select it in the Tree or in the
combo box shown below. Network regions display with the background color and background
image specified when the region was created or edited.
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Viewing a Region

To view a network region, select it from
the tree or from the drop-down menu,
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The Physical Network and the Logical Network

The Physical Network, as its name implies, is an image of the physical subnets and devices in the
network. When OmniVista discovers the network, it arranges the discovered devices into default
subnets. You can override OmniVista's default subnet creation by creating manual, that is, user-
defined. subnets. However, all subnets in the Physical Network, both default subnets and manual
subnets, are created according to the device IP address. You cannot "pick and choose" the
individual devices to be included in a subnet.

In contrast, within the Logical Network you can create "logical regions” and select the individual
devices to be included in the region, regardless of the device IP address. You can create logical
regions where devices are grouped and displayed in any way that is meaningful for your
individual network, in any configuration desired.

When you create a regional map in the Logical Network, you must define a "parent” map. The
parent map can be the Logical Network itself, as it is for Calabasas, New York, and Paris in the
screen shown above. You can also "nest" regional maps in the Logical Network by specifying an
existing regional map as the parent map. For example, Calabasas is the parent map of Building A
in the screen shown above.
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Network Maps

The Maps window, shown below, enables you to create regional maps in the Logical Network
from scratch, create regional maps in the Logical Network from existing subnets in the Physical
Network, edit existing regional maps in both the Logical Network and the Physical network, and
delete regional maps from the Logical Network or the Physical Network. When you create or
edit a regional map, you can define the background color you want used when the map is
displayed and the width and height of the viewing window. You can also specify a background

image for the map, if desired.

The Maps Window

Click on Maps in the tree to create
« a new map or edit an existing map.
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Both the ATM and Ethernet links in the network can be automatically discovered during the
discovery process. When a regional map is displayed, the links in the region also display and are
color-coded as to their status. Whenever you are viewing a regional map, you can display
information about the links in the region. To do this, place the cursor on the connection you wish
to view. A table listing the individual links in the connection displays, as shown below.
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Place the pointer on a connection you want
to view. The pointer turns into a pointing finger
and a table containing link information appears.
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In addition to discovering links via the discovery process, you can create links "manually” in
OmniVista via the Manual Links window, shown below. You can also import a list of links from
a .csv file. Alternatively, you can export a list of manual links to a .csv file (where it can be
edited).

The Manual Links window displays only links that were created manually or imported into
OmniVista. All network links, including discovered links, are displayed in the list of Active
Links. Note that discovered links cannot be listed, edited, or deleted.

The Manual Links Window
Click Manual Links in the Tree

The Manual Links window displays
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The List of Discovered Devices and Devices in the Tree

The list of All Discovered Devices is a list of all devices that were discovered, and all devices
that were added to the list manually. To display the list of All Discovered Devices, select
Switches in the Topology tree, as shown below. Information on each device in the list is
provided in tabular form. In addition, the list of All Discovered Devices enables you to perform
functions on a single switch or on multiple switches simultaneously. To do so, simply select a
single device in the list, or select multiple devices in the list, and then click right to display a
popup menu of the functions available.

The Physical Network in the tree lists each known subnet. You can click open a subnet in the
tree to view the individual devices. You can connect to any device merely by selecting it in the
tree. Popup menus available in the tree provide additional functionality. You can only select one
switch at a time in the tree.

Click Switches to view the List of All Discovered Devices.
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Entries in the list of All Discovered Devices and device icons in the tree can display green, red,
or orange. Devices displayed in green are up (responding to OmniVista's polls). Devices
displayed in red are down (not responding to OmniVista's polls). Devices displayed in orange are
in the warning state (the switch has sent at least one warning or critical trap).

In addition, icons for AOS devices display a blue exclamation mark (Q) when the switch
configuration is in the Unsaved state (changes have been made to the running configuration of
the switch that have not been saved to the working directory) or the Uncertified state (the
working directory has changes that are not in the certified directory).
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Device Tooltip

You can place the cursor over a device in the Devices Tree to display basic topology information
for the device, as shown below. The management IP is shown in bold.

Device Tooltip
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If a device supports, and is configured for, multiple VRFs, VRF information is also displayed.
The Multiple VRF feature is only supported on 9000E Series Switches (Release 6.4.1). Go to
“Multiple Virtual Routing and Forwarding” on page 193 for more information on the Multiple
VRF feature.

Device Tooltip - VRF Support
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Go to “Multiple Virtual Routing and Forwarding” on page 193 for more information on the
Multiple VRF feature.

Adding a New Device Manually

You can add a new device to the list of All Discovered Devices and the tree manually. To do
this, click the "New Switch™ icon, shown below, or select New on the Switches menu. In either
case the New Discovery Manager Entry window displays, which enables you to add a new
device.

Mew Switch Tcon
File Applications View Switches Help

HEEE B ¢ (@ | B 57| @[5 swiches x]

|CreaTe a newy switch entry

Importing and Exporting Devices

You can import devices into the list of All Discovered Devices from a Microsoft Excel file or
any other application that produces comma-separated value files (.csv file extension). A comma-
separated value file, as the name implies, lists a series of values separated by commas. To import
a list of devices, select Import Devices on the File menu, shown below. The Import Devices
window displays, which enables you to locate the .csv file you want to import. Locate the file
and then click the Import button on the window. All imported devices display in the list of All
Discovered Devices.
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You can export devices to a .csv file (which can be edited) in much the same manner: select
Export Devices on the File menu to display the Export Devices window, navigate to the location
where you want to save the .csv file, and then click the Export button on the window. All
devices on the list of All Discovered Devices are saved in the .csv file.

Eile| Applications View Switches Help

Logout...
Preferences...
Close Topology
Close Window
[J Polling

Import Devices = Import Devices menu item
Export Devices =—— Export Devices menu item
Import Manual Links
Export Manual Links
Import Backgrounds
Remove Backgrounds
Import Mibs

Exit

Using the List of All Discovered Devices
The following section describes the information fields in the All Discovered Devices table.

Information Fields in the List

Name
The name of the device.

Address
The address of the device.

DNS Name
The DNS name of the device.

Type
The type of the device chassis.

Version

The version number of the device software. OmniVista may not be able to determine the
software version on some third-party devices. In these cases, the field will be blank.

Last Upgrade Status
The status of the last firmware upgrade on the switch.

e "Successful" - Successful BMF and Image upgrade performed.
e "Successful (BMF)" - Successful BMF upgrade performed.

e "Successful (Image)" - Successful Image upgrade is performed.
e "Failed (BMF, Image)" - BMF and Image upgrade failed.

o "Failed (BMF)" - BMF upgrade failed.

o "Failed (Image)" - Image upgrade failed.

11
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In all "Failed" cases, "Reload From Working" will be disabled on the switch until a successful
upgrade is performed.

Backup Date
The date that the device's configuration and/or image files were last backed-up to the OmniVista
server.

Backup Version
The firmware version of the configuration and/or image files that were last backed-up to the
OmniVista server

Last Known Up At
The date and time when the last poll was initiated on the device.

Description
A description of the device, usually the vendor name and model.

Status

This field displays the operational status of the device. It displays Up if the device is up and
responding to polls. (When a device is up, it displays green in both the List of All Discovered
Devices and the tree.) It displays Down if the device is down and not responding to polls. (When
a device is down, it displays red in both the List of All Discovered Devices and the tree.) This
field displays Warning if the switch has sent at least one warning or critical trap and is thus in
the warning state. (When a device is in the warning state, it displays orange in both the List of
All Discovered Devices and the tree.)

Traps

This field indicates the status of trap configuration for the device. On means that traps are
enabled. Off means that traps are disabled. Not Configurable means that traps for this device
are not configurable from OmniVista. (Note that traps may have been configured for such
devices outside of OmniVista.) Unknown means that OmniVista does not know the status of
trap configuration on this switch. OmniVista will read the switch's trap configuration when traps
are configured for the switch via the Configure Traps Wizard.

Seen By

This field lists the Security Groups that are allowed to view the device. (The Security Groups
that are allowed to view a device can be defined when devices are autodiscovered, added
manually, or edited.) The default Security Groups shipped with OmniVista are as follows:

o Default group. This group has read-only access to switches in the list of All Discovered
Devices that are configured to grant access to this group.

e Writers group. This group has both read and write access to switches in the list of All
Discovered Devices that are configured to grant access to this group. However, members
of this group cannot run autodiscovery nor can they manually add, delete, or modify
entries in the list of All Discovered Devices.

o Network Administrators group. This group has full administrative access rights to all
switches on the network. Members of this group can run autodiscovery and can manually
add, delete, and modify entries in the list of All Discovered Devices. Members of this
group also have full read and right access to entries in the Audit application and the
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Control Panel application. Members of this group can do everything EXCEPT make
changes to Security Groups.

o Administrators group. This group has all administrative access rights granted to the
Network Administrators group AND full administrative rights to make changes to
Security Groups.

Note that other Security Group names may display in this field if custom Security Groups were
created. Refer to help for the Security application Users and Groups for further information on
Security Groups.

Running From

For AOS devices, this field indicates whether the switch is running from the certified directory
or from the working directory. This field is blank for all other devices. For AOS devices, the
directory structure that stores the switch's image and configuration files in flash memory is
divided into two parts:

o The certified directory contains files that have been certified by an authorized user as the
default configuration files for the switch. When the switch reboots, it will automatically
load its configuration files from the certified directory if the switch detects a difference
between the certified directory and the working directory. (Note that you can specifically
command a switch to reboot from either directory.)

e The working directory contains files that may or may not have been altered from those in
the certified directory. The working directory is a holding place for new files to be tested
before committing the files to the certified directory. You can save configuration changes
to the working directory. You cannot save configuration changes directly to the certified
directory.

Note that the files in the certified directory and in the working directory may be different from
the running configuration of the switch, which is contained in RAM. The running configuration
is the current operating parameters of the switch, which are originally loaded from the certified
or working directory but may have been modified through CLI commands, WebView
commands, or OmniVista. Modifications made to the running configuration must be saved to the
working directory (or lost). The working directory can then be copied to the certified directory if
and when desired.

Changes
For AQOS devices, this field indicates the state of changes made to the switch's configuration.
This field is blank for all other devices. This field can display the following values:

e Unsaved. Changes have been made to the running configuration of the switch that have
not been saved to the working directory.

o Uncertified. Changes have been saved to the working directory, but the working
directory hasn't been copied to the certified directory. The working directory and the
certified directory are thus different.

o Blank. When this field is blank for an AOS device, the implication is that OmniVista
knows of no unsaved configuration changes and assumes that the working and certified
directories in flash memory are identical.
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OmniVista is now capable of tracking AOS configuration changes made through CLI commands
or WebView, and so will reflect configuration changes made outside of OmniVista through these

two interfaces in the Changes field. Information in the Changes field will be accurate as long as
OmniVista has polled the switch since the last change was made (through any interface).

Note that it is possible a switch could be in a state where it is both Unsaved and Uncertified. In
this situation Unsaved displays in the Changes field. Whenever an AOS device is in the Unsaved
or Uncertified state, a blue exclamation mark displays on its icon (Q).

Discovered

This field displays the date and time when OmniVista successfully pings or polls the switch for
the first time. This value remains unchanged until the switch entry is deleted. This field will
remain blank if OmniVista does not ping or poll the switch at all.

Popup Menu in the List

Click right on one or more devices in the list of All Discovered Devices to display a popup
menu. Somewhat different versions of the popup menu display for various AOS devices, XOS
devices, and third-party devices. The popup menu for AOS devices is shown below. Note that
several menu items on the popup menu are active when multiple switches are selected. This
enables you to perform the respective function on multiple switches simultaneously.

The first two items on the popup menu, Current Window and New Window, each expand to
multiple menu items. Current Window and New Window enable you to open their respective
menu items in the current OmniVista window or in a new, additional OmniVista window. Each
individual menu item that can display on the popup menu is explained below.

Popup Menu for AOS Devices

(Right-click on any AOS Device in the list to display the menu)
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Current Window or New Window > Device Status

Selects the switch in the Tree and establishes a connection to the switch, exactly as if you had
manually selected the switch in the Tree. If the switch's icon is not visible in the Tree, OmniVista
will expand the Tree and scroll until the switch icon is visible. When a connection is established,
device-specific configuration and statistics information displays. This function can be performed
in the current OmniVista window or in a new OmniVista window.

Current Window or New Window > Show LLDP Status

Displays the LLDP 802.1ab tab for the selected device. The tab displays MED information for
the selected device. This function can be performed in the current OmniVista window or in a
new OmniVista window.

Current Window or New Window > Locate on Map

Loads and displays a regional map in the Physical Network that contains the selected device. The
device is automatically selected and centered in the map display. This function can be performed
in the current OmniVista window or in a new OmniVista window.

Current Window or New Window > Notifications

Loads the Notifications application for the selected switch. The Notifications application enables
you to view traps for the switch. This function can be performed in the current OmniVista
window or in a new OmniVista window.

Current Window or New Window > Health

Loads the Health application for the selected switch. The Health application displays information
on the health of the selected switch. This function can be performed in the current OmniVista
window or in a new OmniVista window.

Current Window or New Window > Telnet or SSH

Either Telnet or SSH (Secure Shell) displays by default on the popup menu, as user-configured
for the individual switch. You can configure the default selection for a switch through any of the
methods described below. You can also define the switch's Telnet user name and password to
OmniVista by means of these methods. When the Telnet user name and password are known,
OmniVista will auto login for your convenience when Telnet or SSH sessions are established.
Configure the defaults for a switch using any one of the following methods:

o Discover the switch with an SNMP setup that has its Shell Preference field set to Telnet
or SSH, as desired. Enter the Telnet user name and password in the respective fields on
the SNMP Setups window. (For more information, refer to the help for the Discovery
application.)

« Edit the switch after discovery and activate the Prefer SSH checkbox on the General Tab
of the Edit Discovery Manager Entry window. This will specify that SSH is the default
for the switch. Enter the Telnet user name and password in the respective fields.

e Activate the Prefer SSH checkbox on the New Discovery Manager Entry window when
you add a switch manually. This will specify that SSH is the default for the switch. Enter
the Telnet user name and password in the respective fields.
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The Telnet or SSH menu item opens the Telnet application and establishes a Telnet or SSH
connection, respectively, with the selected switch. If the switch's Telnet user name and password
are known to OmniVista, auto login will occur. Otherwise you will need to manually enter the
switch's Telnet user name and password. Each time the Telnet or SSH menu item is selected, a
new Telnet or SSH session is established. Individual Telnet and SSH sessions are identified by
tabs that display the switch IP address. Telnet or SSH sessions can be established in the current
OmniVista window or in a new OmniVista window.

Current Window or New Window > Statistics

Loads the Statistics application with the Add Item window open and the relevant switch selected
automatically. This function can be performed in the current OmniVista window or in a new
OmniVista window.

Current Window or New Window > Locate End-Stations

Loads the Locator application and searches for all end stations that are attached to the selected
switch. All end stations found are displayed in the Locator application's Browse tab. This
function can be performed in the current OmniVista window or in a new OmniVista window.

Current Window or New Window > Backup Configuration

Loads the Backup Configuration utility in the Health application for the selected switch. The
Backup Configuration utility in the Resource Manager application loads and saves firmware files
for the selected switch. This function can be performed in the current OmniVista window or in a
new OmniVista window.

Ping Node
Causes an immediate ping to the selected switches. The result of the ping -- an "equipment is
alive™ message or an "equipment does not respond" message -- is reported in the Status Panel.

Poll Node
Causes an immediate poll of the selected switches. The success or failure of the poll is reported
in the Status Panel.

Configure Traps
Opens the Configure Traps Wizard for the selected switches. The Configure Traps Wizard
enables you to configure traps for the switches.

Poll for Traps

Causes an immediate poll of the selected switches for traps. The success or failure of the poll is
reported in the Status Panel. Traps are reported in the Notifications application. You can also
manually poll for traps from a single switch by right-clicking on the switch in the Device Tree in
Topology, or any OmniVista application displaying a Device Tree (e.g., VLANS, Notifications).

Save to Working (AOS Devices)

Saves the primary CMM's current running configuration to the working directory of the switch.
Executing this command is the same as executing the Save To Working command for an
individual device. However, when the List of All Discovered Devices is displayed, the Save to
Working menu item enables you to save the configurations of multiple switches in one
operation.

Note: When you apply the Save to Working option on a device(s), you must allow 120
seconds of time to elapse, before you perform the same again.
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Reboot > From Working (AOS Devices)

Reboots the primary CMM from the working directory. Executing this command is the same as
executing the Load From Working command for an individual device. However, when the List
of All Discovered Devices is displayed, the Reboot menu item enables you to reboot the primary
CMMs in multiple switches in one operation. Note that any unsaved configuration changes will
be lost: you can save configuration changes with the Save to Working command before
executing Reboot.

When you select Reboot > From Working, the Load from Working window displays. The Load
from Working window is shown below. This window enables you to specify whether you wish to
reboot immediately (Reboot now), or reboot within 1 - 1000 minutes (Reboot in x Minutes), or
reboot at a specified date and time (Reboot at date time). Specify the desired reboot time and
then click the OK button.

The Load from Working window enables
you to schedule the reboot.

=8 Load from Working |
& Rebool now
Rt in i Blinuies

Rl at

oK Cancel

Reboot > From Certified (AOS Devices)

Reboots the primary CMM from the certified directory. Executing this command is the same as
executing the Load From Certified command for an individual device. However, when the List
of All Discovered Devices is displayed, the Reboot menu item enables you to reboot the primary
CMMs in multiple switches in one operation. Note that any unsaved configuration changes will
be lost: you can save configuration changes with the Save to Working command before
executing Reboot.

When you select Reboot > From Working or From Certified, the Load from Certified or Load
from Working window displays, respectively. The Load from Certified window is shown below.
This window enables you to specify whether you wish to reload an entire switch (Reload Entire
Switch), reboot immediately (Reboot now), or reboot within 1 - 1000 minutes (Reboot in x
Minutes), or reboot at a specified date and time (Reboot at date time). Specify the desired
reboot time and then click the OK button.

The Load from Certified window
enables you to schedule the reboot,

# Load from Certified x|
Fehioat Ertire Seitch?

& Reboot now

gl in 1 Klinutes

oK Cancel

Note: When you reboot the primary CMM from the certified directory, the switch will
automatically failover to the secondary CMM (in other words, the two CMMs will trade

Rehoot al
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primary and secondary roles). When you reboot the primary CMM from the working
directory, no failover occurs.

Copy Certified to Working (AOS Devices)

Copies the contents of the certified directory in the primary CMM to the working directory in the
primary CMM. Executing this command is the same as executing the Copy Certified to Working
command for an individual device. However, when the List of All Discovered Devices is
displayed, the Copy Certified to Working menu item enables you to copy the contents of the
certified directory to the working directory in multiple CMMs in one operation.

Copy Working to Certified (AOS Devices)

Copies the contents of the working directory in the primary CMM to the certified directory in the
primary CMM, in a manner similar to the Copy Certified to Working command described
above.

Note: The Copy Working to Certified command also automatically synchronizes the switch's
CMMs after the copy operation is completed.

Inventory

Loads the Inventory application for the selected switches. The Inventory application enables you
to create reports. The reports can include system information, detailed module information,
chassis information, and health information.

MIB Browser
Loads the OmniVista MIB Browser for the selected switch.

Note: If a read-only user launches MIB browser of a switch which is configured to use SNMPv3,
the username/password specified by the OV administrator for SNMPV3 is ignored, and is
substituted by "public" for the user name, authentication password, and privacy password which
means that such an account must pre-exist on the switch.

WebPage or SwitchManager or TrackView

This menu item opens the device manager that is appropriate for the selected switch. WebView,
the Alcatel device manager, opens for AOS devices. WebView enables you to perform direct
device-level AOS configuration from a browser. TrackView opens for OmniCore devices.
WebPage opens for the OmniStack 1024, 6024, 6300-24, and 8008, as well as the OmniMSS.
SwitchManager opens for all other XOS devices. Each device manager enables you to perform
device-level configuration of the selected device.

Note: SwitchManager and TrackView will open only if the respective program is
installed on the client.

Mobility Manager
Launches the OmniVista default browser with a URL pointing to the Mobility Manager
application for the selected wireless switch.
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Popup Menu for Wireless Devices
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The Mobility Manager URL can be set using the Mobility Manager URL option in the
Preferences application. However, if the Mobility Manager URL is not defined in Preferences,
then you will be prompted to define the URL in the Mobility Manager URL dialog box (shown
below) when you select the Mobility Manager menu item for the selected wireless switch.

@ robility Manager URL

Mobildy Manager URL: | |

[ox ]

Safeguard Manager
Launches the SafeGuard Manager for OmniAccess devices when OmniVista is run on a
Windows platform.

Popup Menu for OmniAccess Devices
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If the path of the OmniAccess SafeGuard Manager client application path has already been set in
OmniVista, the SafeGuard Client is launched. However, if the location of the OmniAccess
SafeGuard Manager is unknown or bad, you are prompted to select the location again.
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Edit

Opens the Edit Discovery Manager Entry window, which enables you to edit devices in the List
of All Discovered Devices. When you edit a device, it is important to understand that you are
editing OmniVista's knowledge of the device, not the device itself. Note that you can edit
multiple devices simultaneously.

Remove
Deletes the selected devices from the list of All Discovered Devices and from the Physical
Network. When a device is removed, OmniVista no longer has knowledge of the device.

Using the Tree

Connecting to a Switch

You can connect to a switch merely by selecting it in the Tree. When the connection is
established, information about the switch displays, as shown below. Note that the information
displayed is somewhat different for AOS devices, XOS devices or third-party devices.

To connect to a switch, select it in the Tree.

When the connection is established,
switch information displays.

dogy Windewdd =lal

Heln

8 |owax F3T @

<4 Device: 6200_Stack_of_7 {10.255.11.123)

General | Modules | Plysical Pem | Interfoces | Stalistics | Link Agg | Link Agg Ports | System Stale | Spanning Tree

Byt

Mama: [E200,_Stack_of T

1025511123 | =

Dascription: OmniStack LS 6200

Locafion: MNMS Comtact: Damen_Sharenkn

AMAP; Active =

Up Time: 17 hours 42 minutés 4 seconds

Configur stion
Runming From: rmaster unil 1D 1
Symchronizaiion Stafe; Smchronzed

Sapve Configruation:

Synchronize Stack:

Prirmany CHM Linit if Board Temp {*C) Sensor 54
miaster 1 i unavailable
et 2 i ungrvailable

Chasssis Infor mation Table ][
tatrs

20



OmniVista 3.5 Topology Help

Popup Menu in the Tree

You can click right on any device in the Tree to display a popup menu. Somewhat different
versions of the Tree popup menu display for AOS devices, XOS devices, or third-party devices.
The Tree popup menu for AOS devices is shown below. Note that all menu items on the Tree
popup menu also appear on the popup menu in the list of All Discovered Devices (described
above).

Tree Popup Menu for AOS Devices
(Right-click on any AOS Device in the tree to display the menu)
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Editing an Entry in the List of All Discovered Devices

The Edit Discovery Manager Entry window, shown below, enables you to edit entries in the list
of All Discovered Devices. You can redefine any field except the device name. Display the Edit
Discovery Manager Entry window by

« double clicking any single entry in the list of All Discovered Devices,

« selecting one or more entries and clicking the edit icon &, or

« selecting one or more entries, clicking right, and selecting Edit from the popup menu that
displays.
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Edit Discovery Manager Entry Window
Single Switch Selected
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Editing Multiple Entries Simultaneously

It is possible to edit multiple entries in the list of All Discovered Devices simultaneously. To do
this, select the devices in the list of All Discovered Devices and click the edit icon @, or click
right and select Edit from the popup menu that displays. The Edit Discovery Manager Entry
window displays "multiple values™ in the Name field when more than one switch is selected. The
"multiple values™ message also displays in fields where the selected switches have different
values, such as in the SNMP Version field shown below.

To edit all switches selected, merely enter values in the desired fields of the Edit Discovery
Manager Entry window and click OK. The changes will apply to all switches selected. For
example, if you were to enter michael in the Telnet/FTP User Name field and click OK, you
would be specifying to OmniVista that the Telnet/FTP user name for all selected switches is
michael. Note that any field you leave blank will retain its former value. If you attempt to set a
value that is not valid for all switches selected, an explanatory message will display and the
change will not be made.
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Why Edit an Entry?

You may want to edit entries in the list of All Discovered Devices for any or all of the following
reasons:

To Redefine the Primary IP Address

When switches are autodiscovered via a Ping Sweep or ARP discovery, each IP address in a
range or subnet is pinged. OmniVista uses the first IP address that responds to a ping as that
device's primary IP address. However, if multiple VLANS exist in the device, additional IP
addresses in the device will also respond to pings. The IP Address field combo box lists these
additional IP addresses and enables you to select any address listed as the device's primary IP
address. The device's primary IP address will display as the device's address in the list of All
Discovered Devices.

To Specify the Telnet and FTP User Name and Password

The Telnet/FTP User Name and Telnet/FTP Password fields enable you to specify the user
name and password that OmniVista will use to establish FTP and Telnet sessions with the
device. The user name and password specified will be used to auto-login to devices when Telnet
sessions are established. They will also be used to perform FTP with the device when
configuration files are saved and restored.

Firmware configuration files for XOS and AOS devices can be saved to the OmniVista server
and restored when desired. When files are saved, they are FTPed from the switch to the
OmniVista server. When files are restored, they are FTPed from the server to the switch. New
configuration files can also be installed via FTP. In order to FTP files, OmniVista must know the
FTP login name and password that is defined on the switch. The Telnet/FTP User Name and
Password fields enable you to specify this information to OmniVista.

Please Note:

e If you do not define the Telnet/FTP login name and password, and you attempt to save,
restore, or upgrade configuration files for XOS or AOS devices, you will be individually
queried for the FTP login name and password of each individual switch for which
configuration files are being saved, restored, or upgraded.

o If you do not define the Telnet/FTP login name and password, OmniVista will be unable
to auto-login to the device when establishing Telnet sessions.

e For OmniCore devices, the login name and password specified in these fields will be
used to establish Telnet sessions and will be passed to the TrackView Element Manager
automatically whenever TrackView is invoked.

To Define the Trap Station User Name (AOS Devices only)

This field enables you to specify the switch user name that will be used when an AOS device is
configured to send traps to OmniVista. AOS devices require that a valid switch user name be
specified with the trap station configuration entry. If this field is left blank, the following switch
user names will be used by default for trap station configuration entries:
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e If OmniVista is configured to use SNMP version 3 with this device, the SNMP version 3
user name entered for the device will be used as the switch user name in the trap station
configuration entry.

e If OmniVista is configured to use SNMP version 1 or SNMP version 2 with this device,
the read community string for the device will be used as the switch user name in the trap
station configuration entry.

When using SNMP version 1 or 2, switch user names are interchangeable with community
strings AS LONG AS community string mapping is not in use on the switch. If community string
mapping is not in use, and an AOS switch is discovered using SNMP version 1 or 2 with a
default read community string of "public”, or even with a nondefault read community string such
as "thomas", these community strings are valid switch user names for trap station configuration
entries. In this case, no further configuration is required and this field can be left blank.

However, if community string mapping is enabled on the switch, the community string with
which the switch is discovered is not guaranteed to be a valid switch user name, and thus is not
guaranteed to be a valid switch user name for a trap station configuration entry. In this case, you
should enter a valid switch user name in the Trap Station User Name field.

To Redefine Switch Access

The Can Be Seen By parameter specifies the OmniVista security group that has access to the
device. The Edit Discovery Manager Entry window enables you to redefine the security group or
to specify that all security groups have access.

To Redefine the SNMP Version

The Edit Discovery Manager Entry window enables you to redefine the SNMP version that
OmniVista uses to communicate with AOS devices. XOS devices support SNMP version 1 only.
AOS devices support SNMP version 1, SNMP version 2 or SNMP version 3.

To Specify How a Device's Links will be Discovered

The Handle as an OEM Device checkbox enables you to specify that you want a device's links
to other data switches discovered automatically, using functionality from OmniVista's Locator
application. This option is useful if you want to discover links on devices that do not support
adjacency protocols. Such devices include the OmniPCX, OmniCore 5xxx switches, and third
party devices.

Links to other switches are discovered automatically and displayed on Topology maps for all
Alcatel devices that support adjacency protocols. AOS devices, XOS devices, and 61xx and
6300-24 devices all support adjacency protocols. In previous releases of OmniVista, devices that
did not support adjacency protocols -- such as the OmniPCX, OmniCore 5xxx switches, and
third party devices -- were discovered and displayed on Topology maps, but links from these
devices to other switches had to be added manually.

As stated, the Handle as an OEM Device checkbox now enables you to use the new "endstation
search” functionality from the Locator application to automatically discover links for such
devices. When the Handle as an OEM Device checkbox is enabled, and the device does not
support an adjacency protocol that enables OmniVista to discover physical links, the endstation
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search algorithms used by the Locator application are invoked at each polling cycle to discover
the device's links. All links discovered are displayed on Topology maps automatically.

Note: This approach works well for switches located at the edge of the network that do
not support adjacency protocols. However, when a series of such switches are
interconnected at the core of a network, this approach may "discover” more links than are
meaningful. As an example, consider a series of such switches connected in a chain. Use
of the Locator endstation search algorithms, without benefit of any actual knowledge of
how the switches are connected, will result in showing links between all the switches as a
"cloud" instead of a chain. Such situations can be corrected by adding explicit manual
links. For example, in the situation described, adding manual links for the actual
connections will solve the problem by giving OmniVista the knowledge it needs to show
the connections accurately.

To Specify SSH as the Default Command Line Interface

OmniVista's Telnet application supports both the Telnet and SSH command line interfaces. SSH
(Secure Shell) is a Telnet-like utility that provides encryption and is far more secure than Telnet.
When the Prefer SSH checkbox is enabled, SSH will be used as the default command line
interface for the device. In addition, Secure Shell FTP will be used as the default FTP method in
Resource Manager. If the Prefer SSH checkbox is not enabled, Telnet will be used as the default
command line interface for the device and regular FTP will be used as the default FTP method in
Resource Manager. OmniVista popup menus, such as the one shown below, will automatically
display the default command line interface for the device: Telnet or SSH. When selected, the
Telnet application will open and a connection of the configured type will be established
automatically.

Note: Ensure that devices are capable of SSH before you enable the Prefer SSH
checkbox. OmniVista does not verify devices' SSH capabilities. All AOS devices are
SSH-capable. XOS devices, OmniCore devices, and OmniStack 6124/6148 and 6300-24
devices are not SSH-capable.

When the Prefer SSH checkbox is enabled,
OmniVista popup menus will display an SSH
option instead of the default Telnet option.
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To Specify Port Disabling on a Device

By default, all switches allow port disabling. However, if you want to enable port disabling for a
specific device using OmniVista, click the Allow Port Disabling checkbox.

To Specify the Correct Write Community Name (SNMP Settings Tab)

All devices that are autodiscovered are initially specified to have the default write community
name, public. If any autodiscovered devices in your network have a non-default write
community name, use the Edit Discovery Manager Entry window's SNMP Setting tab to specify
the correct community name. If the correct write community name is not specified to OmniVista,
you will not be able to write configuration changes to the switch.

In like manner, if someone changes a switch's read community name or write community name
after the switch has been autodiscovered, use the Edit Discovery Manager Entry window to
redefine the community name to OmniVista. Note that OmniVista will lose connection with a
switch if its read community name is changed; when the correct read community name is
specified to OmniVista the connection will be automatically reestablished.

To Redefine SNMP Parameters (SNMP Settings Tab)

The SNMP Settings tab of the Edit Discovery Manager Entry window enables you to redefine
SNMP parameters in addition to the write community name. You can redefine parameters for
SNMP version 1, SNMP version 2, and SNMP version 3.

Editable Fields

To edit entries, redefine the desired fields and click the OK button. Note that you cannot change
the device name.

The General Tab

IP Address field

Set this combo box to the IP address that you want OmniVista to use as the device's primary IP
address. The IP address combo box displays all IP addresses associated with the device that
responded to OmniVista's ping during autodiscovery. The device's primary IP address will
display as the device's address in the list of All Discovered Devices.

Telnet/FTP User Name and Telnet/FTP Password Fields

Enter the switch's Telnet/FTP login name in the Telnet/FTP User Name field and enter the
switch's Telnet/FTP password in the Telnet/FTP Password field. Note that a more complete
discussion of these fields is found above.

Please Note: These fields enable you to inform OmniVista of the switch's Telnet/FTP
user name and password. A switch's Telnet/FTP user name and password cannot be
configured from OmniVista. The Telnet/FTP user name and password must be
configured directly on the switch.

Trap Station User Name field (AOS devices only)

The Trap Station User Name field enables you to specify the switch user name that will be
used when an AOS device is configured to send traps to OmniVista. AOS devices require that a
valid switch user name be specified with the trap station configuration entry. Note that a more
complete discussion of this field is found above.
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Can Be Seen By field

The Can Be Seen By field specifies the security permissions that are required for viewing the
switch in the list of all discovered devices. OmniVista is shipped with predefined user groups
that have various levels of security permissions. The network administrator may have modified
these groups or created new ones. (The Security application Users and Groups enables you to
view and configure security permissions for users.) Checkboxes for all existing user groups are
displayed. Click the checkbox by each user group that you want to have access to the switch.
Alternatively, if you do not click any checkbox, the switches will be viewable by everyone. The
predefined user groups are as follows:

Everyone. Everyone that logs into OmniVista will be able to view the switch in the list of
discovered devices.

Network Administrators. Only users that have administrative permissions will be able to view
the switch in the list of discovered devices.

Writers. Users that have read/write permissions will be able to view the switch in the list of
discovered devices. Note that users with administrative permissions also have read/write
permissions and thus will also be able to view the switch in the list of discovered devices.

Default. Users that have default permission (the default permission is read) will be able to view
the switch in the list of discovered devices. Note that users with administrative permissions also
have read permission and thus will also be able to view the switch in the list of discovered
devices.

SNMP Version

The SNMP Version combo box displays the SNMP version that OmniVista is using to
communicate with the switch. For XOS devices, which support SNMP version 1 only, the combo
box is always set to SNMPv1 (SNMP version 1) and cannot be changed. For AOS devices, the
combo box defaults to SNMP version 2, but can be changed to SNMP version 1 or SNMP
version 3. (AOS devices support SNMP version 1, SNMP version 2, or SNMP version 3.) To
change the SNMP version that OmniVista uses to communicate with an AOS device, merely set
the combo box to the desired SNMP version and click OK.

Handle as an OEM Device checkbox

The Handle as an OEM Device checkbox, when enabled, specifies that you want a device's
links to other data switches discovered automatically, using functionality from OmniVista's
Locator application. This option is useful if you want to discover links on devices that do not
support adjacency protocols. Such devices include the OmniPCX, OmniCore 5xxx switches, and
third party devices. Note that a more complete discussion of this field is found above.

Prefer SSH checkbox

The Prefer SSH checkbox, when enabled, specifies that SSH (Secure Shell) will be used as the
default command line interface for the device, and that SSH will display on OmniVista popup
menus instead of Telnet. In addition, Secure Shell FTP will be used as the default FTP method
in Resource Manager. If the Prefer SSH checkbox is not enabled, Telnet will be used as the
default command line interface for the device, and Telnet will display on OmniVista popup
menus. Regular FTP will be used as the default FTP method in Resource Manager. OmniVista's
Telnet application supports both the Telnet and SSH command line interfaces. SSH (Secure
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Shell) is a Telnet-like utility that provides encryption and is far more secure than Telnet. Note
that a more complete discussion of this field is found above.

Allow Port Disabling checkbox

The Allow Port Disabling checkbox, when enabled, specifies that port disabling is allowed for
the device using OmniVista. If the Allow Port Disabling checkbox is not enabled, you cannot
disable ports for the device using OmniVista.

The SNMP Settings Tab

The SNMP Settings tab displays parameters for SNMP versions 1, 2, and 3. These parameters
are cumulative in that SNMP version 1 supports only version 1 parameters, SNMP version 2
supports version 1 and version 2 parameters, and SNMP version 3 supports version 1, version 2,
and version 3 parameters. Only those parameters that are supported by the current version of
SNMP will be active in the SNMP Settings tab. Each parameter is explained below.

The SNMP Settings Tab

& Edit Discovery Manager Entry x|
General ] SHEIP Seftings
SHMP23 SHMPW23
Read Commumity:  [oublic
SMNMP version 2
SNMP version 1, 2, WWrite Commumity: [punlir | GetEu
and 3 parameters and 3 parameters
Tl S000 Max Repetithons: (10
Retry Count 3
ENMPVI
Lser Harmsi: J
Auth Pratocol:
SMNMP version 3 futh Password: [
pnmme'rar*s Priv Passwsonil: ]
Context Name: |
Confext i |
Cancel Helje

SNMP Versions 1, 2, and 3 Parameters

Read Community and Write Community

In the Read Community field, enter the switch's get community name. The get community
name enables you to read information from the switch. In the Write Community field, enter the
switch's set community name. The set community name enables you to write information to the
switch. If the switch's get and set community names are public, the default, you can leave these
fields blank (OmniVista uses the default name, public, when the field is blank.)

Please Note:
e Get and set community names are not configurable from OmniVista. Get and set

community names can only be configured by logging onto the switch.
e When you use SNMP Version 3, get and set community names are ignored.
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Timeout
The Timeout field specifies the time period, in milliseconds, that OmniVista will wait for a
switch to respond to a connection request before assuming that the request has timed-out.

Retry Count
The Retry Count field specifies the number of times that OmniVista will attempt to connect to a
switch.

SNMP Versions 2 and 3 Parameters

GetBulk checkbox

The GetBulk checkbox is enabled by default. You can disable Get Bulk operations by clicking
the checkbox to uncheck it. The SNMP version 2 Get Bulk operation is used for retrieving large
amounts of data, particularly from large tables. The Get Bulk operation performs continuous Get
Next operations, each time requesting the number of table rows specified by the value in the
Max Repetitions field. For example, if the value in the Max Repetitions field is ten, each Get
Next operation will request 10 rows of table data. Note that the number of rows of data actually
returned by the switch will be determined by the amount of memory the switch has available at
that time.

Max Repetitions
The value in the Max Repetitions field determines the number of rows of table data that the Get
Bulk operation will request in each Get Next operation.

SNMP Version 3 Parameters

User Name
Enter the SNMP version 3 user name in this field.

AuthProtocol

Set this field to None, MD5, or SHA to specify the authentication protocol OmniVista will use
for SNMP communication with the switch. MD5 (or HMAC-MD5-96) and SHA (or HMAC-
SHA-96) are the two authentication protocols that have been defined for SNMP version 3.

Authentication uses a secret key to produce a "fingerprint” of the message. The fingerprint is
included within the message. The device that receives the message uses the same secret key to
validate that the fingerprint is correct. If it is, and if the message was received in a timely
manner, then the message is considered authenticated. Otherwise, the message is discarded. The
fingerprint is called a Message Authentication Code, or MAC. The MD5 and SHA authentication
protocols produce the MAC in a similar, but not an identical, manner.

Note that the Auth Password and Priv Password fields activate when the authentication
protocol is set to something other than None. The Privacy Password field activates because
privacy can only be used when authentication is also used. The Authentication password field
activates because the authentication password is used as the "secret key" mentioned above. For
MD?5 the secret key should be 16 octets; for SHA the secret key should be 20 octets. Note that
this implies that stronger authentication is provided by the SHA protocol, and SHA should be
used instead of MD5 when possible.

Auth Password
Enter the password (in hex) that OmniVista will use for the MD5 or SHA authentication
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protocol. This must be the same password that is defined on the switch for MD5 or SHA. If no
authentication password is entered, neither authentication nor privacy encryption will be used.

Priv Password

SNMP version 3 uses the CBC-DES Symmetric Encryption Protocol for privacy. Enter the
password in the Priv Password field (in hex) that will be used as the secret key. This must be the
same password that is defined on the switch for the CBC-DES Symmetric Encryption Protocol.
If an authentication password is entered, but no privacy password is entered, authentication will
be used without privacy encryption.

Important Note: The switch uses a single password as both the Auth Password and the
Priv Password. This means that the same password should be entered in these two fields.
You can identify the password to enter by using the switch CLI command configuration
snapshot aaa. This command will show the "authkey" for each switch user. The authkey
is a hex value computed from the user's password. (The user's password is established
with the CLI command user.) If you want both authentication and privacy encryption,
enter the authkey in both the Auth Password and the Priv Password fields.

Context Name

Enter a unique context name for this context. An SNMP context is a collection of management
information accessible by an SNMP entity, in this case OmniVista. A context identifies a subset
of management information, in this case the management information OmniVista has about the
individual device. OmniVista, as an SNMP entity, has access to many SNMP contexts: one for
each device it manages. Each context must be identified by a unique context name and a unique
context ID. Note that an item of management information may exist in more than one context.

Technically, the context name and context ID provide a means of distinguishing specific
instances of information in the MIB modules from the set of all instances of that information
within the management domain.

Context ID
Enter a unique context ID for this context. As explained above, each context must be identified
by a unique context name and a unique context ID.

Important Note: Neither the Context Name nor the Context ID are required for AOS,
XOS, or default third-party devices supported by OmniVista. Leave these fields blank
unless you are using a non-default third-party device that requires definition of a Context
Name and Context ID.

Adding a New Entry

The New Discovery Manager Entry window, shown below, enables you to manually add a new
switch to the list of All Discovered Devices. Display the New Discovery Manager Entry window
by clicking the "Create a New Switch Entry" icon #for by selecting New on the Switches menu.
Follow the steps below to add a new switch to the list of All Discovered Devices.

Note: The following fields on the New Discovery Manager Entry window cannot be
configured until OmniVista has connected to the switch: the Trap Station User Name
field and the SNMP Version field on the General tab, and any SNMP parameters used
exclusively by SNMPv2 or SNMPv3 on the SNMP Setting tab. To configure these fields,
edit the switch entry after OmniVista has connected to the switch.
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Note: You must select the LSMS checkbox to discovery LSMS devices.

New Discovery Manager Entry Window
General Tab
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P Adldlress: Discover a3 an LSMS

Telnet FTP User Hame: TelnetFTP Password;
Trap Station User Nama: Sacondary Password:

Can Be Seen By SNMP Version
Adminigiratons

Dief s

SHMPVE | v
HNetwork Administrators Links Discovery
Wiriters
Handle as an DEM Device
Shell Window
Prefer SSH

Chisad antine

Allow Pori Disabling

Cancel Help

1. In the IP Address field, enter the IP address of the new switch.

2. Enter the switch's Telnet/FTP login name in the Telnet/FTP User Name field and the switch's
Telnet/FTP password in the Telnet/FTP Password field. These fields specify the user name and
password that OmniVista will use to establish FTP and Telnet sessions with the device. The user
name and password specified will be used to auto-login to devices when Telnet sessions are
established. They will also be used to perform FTP with the device when configuration files are
saved and restored.

Please Note: These fields enable you to inform OmniVista of the switch's Telnet/FTP
user name and password. A switch's Telnet/FTP user name and password cannot be
configured from OmniVista. The Telnet/FTP user name and password must be
configured directly on the switch.

3. Set the Can Be Seen By field to specify the security permissions that will be required for
viewing the switch in the list of All Discovered Devices AFTER it is added. OmniVista is
shipped with predefined user groups that have various levels of security permissions. The
network administrator may have modified these groups or created new ones. (The Security
application Users and Groups enables you to view and configure security permissions for users.)
Checkboxes for all existing user groups are displayed. Click the checkbox by each user group
that you want to have access to the switch. Alternatively, if you do not click any checkbox, the
switches will be viewable by everyone. The predefined user groups are as follows:

Everyone. Everyone that logs into OmniVista will be able to view the switch in the list of
discovered devices.

Network Administrators. Only users that have administrative permissions will be able to view
the switch in the list of discovered devices.

Writers. Users that have read/write permissions will be able to view the switch in the list of
discovered devices. Note that users with administrative permissions also have read/write
permissions and thus will also be able to view the switch in the list of discovered devices.
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Default. Users that have default permission (the default permission is read) will be able to view
the switch in the list of discovered devices. Note that users with administrative permissions also
have read permission and thus will also be able to view the switch in the list of discovered
devices.

4. You can select the SNMP version that OmniVista uses to communicate with the switch from
the the SNMP Version combo box. For XOS devices, which support SNMP version 1 only, the
combo box is always set to SNMPv1 (SNMP version 1) and cannot be changed. For AOS
devices, the combo box defaults to SNMP version 2, but can be changed to SNMP version 1 or
SNMP version 3. (AOS devices support SNMP version 1, SNMP version 2, or SNMP version 3.)
To change the SNMP version that OmniVista uses to communicate with an AOS device, merely
set the combo box to the desired SNMP version and click OK.

5. You can enable the Handle as an OEM Device checkbox, if you want a device's links to
other data switches discovered automatically, using functionality from OmniVista's Locator
application. This option is useful if you want to discover links on devices that do not support
adjacency protocols. Such devices include the OmniPCX, OmniCore 5xxx switches, and third
party devices.

6. You can enable the Prefer SSH checkbox, if you want SSH (Secure Shell) to be used as the
default command line interface for the device, which will be displayed as a popup menu item
instead of Telnet. Secure Shell FTP will be used as the default FTP method in Resource
Manager. If the Prefer SSH checkbox is not enabled, Telnet will be used as the default
command line interface for the device, and Telnet will display on OmniVista popup menus.
Regular FTP will be used as the default FTP method in Resource Manager. OmniVista's Telnet
application supports both the Telnet and SSH command line interfaces. SSH (Secure Shell) is a
Telnet-like utility that provides encryption and is far more secure than Telnet. Note that a more
complete discussion of this field is found above.

7. You can enable the Allow Port Disabling checkbox to allow port disabling for the device
using OmniVista. If the Allow Port Disabling checkbox is not enabled, you cannot disable ports
for the device using OmniVista.

8. Click the SNMP Settings tab to display the SNMP Settings page of the New Discovery
Manager Entry window, shown below.

New Discovery Manager Entry Window
SNMP Settings Tab

General | SNMP Settings

SHMPV2G SHMPVES

Read Communi iy

Wirite Coatirimity: .

Timeoul [5[]07 Max Repetitions: ﬁ
Fiatry Count 3

SHMPVG

User Name: |

Auth Pratocal;

A Password: [

Priv Passwari: ]

Context Name: |

Context 1 |

Cancel Help
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9. In the Read Community field, enter the new switch's get community name. The get
community name enables you to read information from the switch. In the Write Community
field, enter the new switch's set community name. The set community name enables you to write
information to the switch. If the switch's get and set community names are public, the default,
you can leave these fields blank (OmniVista uses the default name, public, when the field is
blank.)

Please Note: These fields enable you to inform OmniVista of the switch's SNMP get and
set community names. A switch's get and set community names cannot be configured
from OmniVista. They must be configured directly on the switch.

10. In the Timeout field, specify the time period, in milliseconds, that OmniVista will wait for
the switch to respond to a connection request before assuming that the request has timed-out.

11. In the Retry Count field, specify the number of times that OmniVista will attempt to connect
to the switch.

12. Click the OK button. The new switch is added to the list of All Discovered Devices and to
the Tree.

Viewing the Network

The Topology application enables you to display a map of any network region, including the
overall Physical Network, the overall Logical Network, or any individual subnet or region
therein. Color coding in regional maps provides status information on each region, device, and
link displayed. Specific information about the links in each region can be viewed. Popup menus
provide further functionality. To view a map of any network region, select the region in the Tree
or in the combo box shown below. When selected, the regional map displays with the
background color and background image specified when the region was created or edited.

Viewing the Network
View Control Bar

Select a network
region to view.

:gmml\lln.: 2500 - Application: Topology Window o =] |
File  Apphcations  View Swilches Help
NEs B <« 2 g % | me s 2E (%= (to0em |~ =
& Devices _‘_:
23 Manual Links
Active Links = ol
i Maps m ] [ e Sl el
To view a network Iy @1 2-'“;0‘:': 10,255.211.239 - 10.255.211.125  10.255.211.96 | 10.255.211.75  10.255.211.74 | 10.255211.73
- s § Sl bes
region, select it in %% Physical Mabwnrk =] W W (™ W =
the tree, or from 1.0.0.0/8) 10.255.211.70|  10.255.73.120 | 10.295.73.102|  10.255.73.15  10.255.73.1 | 10.255,11.253
the drop-down b ¢ t :; ?:' i i 3
menu in the toolbar. _J oot L w L i w L~
11.44 10.255.11.239 81 10.255,11.238 = 10.255,11.237 I8 10.255,11.235 12 10.255,11.234 8 10.255,11.233
51112 - - - -
14 W W W W W "
11134 10.255,11.231 B 10.255,11.230 =8 10,285, 11.229 0 10.255,11.228 8 10.255,11.227 & 10.255,11.223
11435 : e =
1451 gy L] ) - = L)
11155 10.295.11.199  10.295.11.167 . 10.255.11.194 =~ 10.295.11.183 | 10.255,11.176  10.255.11.150
11159 : :
25511176 - L7 & & LY —
755.11.183 10.295.11.151  10.795,11.135 | 10.795.11.174 | 10.295.11.173 ~ 10.295,11.132 | 10.255.11.44
11194
11197 LY
11189 10.255.211.242
55112118 |=
seanch 53 [ 5

Click in the area of the map you want to

view to re-position the map on the screen,

Enter a subnet or use Regular
Expressions to filter the view.
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View Controls

Basic viewing controls in the View Control Bar at the top of the screen enable you to zoom
in/out, toggle between map displays, and save map changes. You can also customize the map
view using Advanced View Options such as Map Overview and Search.

View Control Bar

As shown below, controls at the top of the viewing window enable you to zoom in and out of
regional maps. You can toggle display of any external links that exist within a region.
("External” links are links to devices that are not part of the region displayed.) You can poll links
on selected switches to gather current information about the links. And the Save icon enables you
to save any changes you make to the display. (If you make changes to a regional map and do not
save them, you will be asked if you want to validate your modifications when you exit the

display.)

View Controls
Click to zoom in
Click to zoom out
Click to poll links on selected switches

‘ Click to display/hide links to external devices

Cliek to save
any display

modifications
to the server

@O o Al (2 = 12825215029 |

Note: Clicking the "Poll Links on Selected Switches™ icon causes an immediate poll of
all links associated with each selected device in the regional map, and all devices
connected to them. If no devices are selected, you will be asked if you wish to poll the
links for all devices in the map. This feature is useful when you want to quickly refresh
the link data for the selected devices or for the entire map. The success or failure of the
poll is reported in the Status Panel for each individual device.

Advanced View Options

In addition to the View Control Bar, you can customize the map view using the following
options.

Repositioning the Map

You can re-position the map on the screen by clicking in the Overview area in the bottom-left
corner of the screen.
J| e H
Overview

DGR, N s s S s st )

Click in the overview
area to re-position the
map on the screen.

You can also reposition the map by clicking anywhere in the map and holding down the left
mouse button until the cursor turns to a cross, then holding down the button as you move the
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map. It is important to note that this function changes the process for selecting multiple nodes on
the map (if, for example, you wanted to poll specific switches). To select multiple nodes, hold
down the SHIFT key while dragging and selecting the nodes.

Search/Filter

The search option can be used to filter the map view by entering a subnet (e.g., 10.255.11) to
limit the map view to only those nodes on the subnet. As you enter the subnet, the map is
filtered.

29 matches search > |1III.255.11| K]

Enter the subnet. As you enter the
number, the map is filtered. Click on
the “X" to return to the previous view.

You can also use Regular Expressions to filter the map view. However, it is important to note
that the "match any character"” function (".") in the Regular Expression is not available.

Centering on a Node

You can rearrange the map to center the network on a particular node by pressing the CTRL key
and clicking on the node. As shown below, the selected device (10.255.211.240) is highlighted in
blue and centered on the map.
i s
10,255.211,75 §£10.255.211.74 B810.285.211.73 I8 10.255,211.71

10,255.211.242
)

10,255.211.70

10.255.211.2490

a

10.255.211.239

10 matches cearch »> {10.285.211

Viewing Link Information

While viewing a regional map, you can display information about the links in the region. To do
this, place the cursor on the connection you wish to view. A table listing the individual links in
the connection displays, as shown below. The fields in this table are explained below.

Note that connections composed of more than one link are represented by thicker lines in the
display. These are termed aggregate connections. For example, in the screen below the
connection between device 10.255.11.156 and device 10.255.11.155 displays with a thicker line
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because this connection consists of more than one link. Compare this with the thinner line used
to display other connections, which consist of a single link.
Place the pointer on a connection you want

to view. The pointer turns inte a pointing finger
and a table containing link information appears.

SR Opwivista 2500 - Application: Topology ‘Windo F =101 x|
File Applications View Switches Help
NNEE B ¢« [@ =id 2377 @ 0ple] =@ [2)[E wmeeem  [~] @
(= Devices S
Manual Links
. Aciive Links
T Maps W - w = - -
~—I§ Subnets 10.255.211 230 810.255.211.135 B 10.255 21 1.96 B8 10.255.211.7S BN 10.255.211.74 B8 10.255.211.73
& @:‘:‘;mLches
# 0 Physical Netwark i 9 9 “ 9 i_
:\, :1_’ g E [I:JI:: A 10255211070 10.255.73.120 10.255.73.102 10.355.73.15 10.255.73.1 10.255.11. 553
£ Bo0uE & 9 P B [ &
? v k“nlB_B_PIB}] 1u_35511| —10 S5 11 020 10 065 11 2237 10 065 11 206 10 065 11 204 s 10 S5 11 292
wad 10.255.11.44 Links for 10.255.11.238 - 10.255.11.230
A 1035511122 B‘
04025611 123 origin [1p StotPort [LAGI [IP SlatPort |LAG Id | Type Staturs I
Bl 10.256.11.124 10255, 114
e | AMAP |1n.:rs-:.11.:39 21 |m.155.11.zas 10 ethemetCsmacd [Up |1
1025511151 Q L ' — L '
o 10.255.11.155 10.255.11.199 10.255,11.197  10.255.11.194 -~ 10.255.11.183 1025511176 10.255.11.159
g 10.255.11.159 =
e 1025511176 - 7] f———a w =
= 10255 11 153 10.255.11.151 10.255.11.135  10.255.11.124  10.255.11.123 = 1025511122 10.255.11.44
10.255.11.194
1025511197 W
10.255.11.199 10.255.211.242
10.255.11.218 |=|
rersew

-

The fields in the Link Information table are explained below.

The Link Origin, Switch IP address,
Switch IP address, slot/port, and link
slot/port, and link aggregation ID (f [~ type of connection,
aggregation ID {ufm%] any) for the Feptod e
for the first linkin the | second link in the |75 STATUS,
connection. connection. VLAN Td.
Linksfor 10.255.11.111 - 10.255.11.112
Origin |IP SlotPart |LAG Id | I SlotPart |LAG Id | Type Slatus | VAN Id
AMAP 1026511112 1422 1028511411 1R elhemeiCamacd | Up 7O

Note: Links to OEM devices will always display "1/1" on the OEM side in the Slot/Port
column regardless of what slot and port on the OEM device is actually used.

Viewing STP Information

While viewing a regional map, you can display STP information for a switch. To view this
information, move the mouse over a switch in the OmniVista’s Topology Map graphical display.
This information is only displayed if STP information has already been collected from the
switch. Detailed STP Port information is available by right-clicking on a switch.
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Place the cursor over the switch
whose information you want to view.

& Devices =] 4 = o

| 2 Manual Links ]

[ o AsBve Linke 1025511122 1025511 123 | 10.295.11.124 10.255.11 135
Waps
Subnets =|

& Swilches

% 0 Physical Metwork

11.0.0.08)
(20.0.0:8)
(6.0.0.0:8)

EEE]IE]EEIEEE

¢ ' OG0
|- Gl 100255.11.44

I 10125511122
I 10025511123
I 10028511124

1025511135

10.255.11.151
|- B 1025511155
I 21&2«5&.11.159
025117

035511183

f 1025511194
1015511197
g 10.255.11.194

Iy 10.255.11.218 |+ |

4]

e

Note: The tooltip with the STP information will be displayed for AOS and XOS devices
only.

Viewing 802.1ab LLDP Information

The Topology application displays links in Topology that are available through the 802.1ab
LLDP protocol. If any of the links between devices are blocked because of STP, the link displays
green with a dashed line.

LLDP Link Information

£F DimniVista 2500 Appl odic Topology Window:0

e

& Devices

Manual Links ; il )
-:“:;;“"'“ :
Subnets _1 _'

| Bt ilid 55.11 203,

5 Physical Network

% 1,00
§
10.2554130 | |

1025511128 | | o

I 10.255.11.142 E

| g,a_m”m 2123 m _

I 10.255.11.155 4 — o i i
10.255.11.158

.
EI'.B-[EEE!IF'"
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Color Coding in Regional Maps

Whenever a regional map is displayed, color coding provides status information about the
devices, links, or subregions displayed. Generally, color coding indicates the following:

e Green indicates a device, link, or region is up and therefore in the "normal™ state.

o Dashed Green indicates one of the links in an 802.1ab LLDP link is down. The specific
link is displayed when you display the link information.

e Red indicates a device, link, or region is down and therefore in the "critical" state.

e Blue indicates a link is in an "unknown" state. When OmniVista receives a trap
indicating that a the switch is rebooting, the link state changes to "unknown", and the
link is displayed in blue until the next poll, or until a trap is received that shows the link
state.

« Orange indicates a device, an aggregate link, or a region is in the "warning" state.

o Dash-Dot indicates a manual link.

Note: For proper display of links in AOS switches, linkUp and linkDown traps must be
enabled for each individual port.

Color coding is explained in greater detail below.
Example of Color Coding

@ oroivista 2500 - Appiiatiors Tpology Winderen S Il
File Applications View Swilches Help
miEE ® @ et 227 (@ ola = 2 & t0onom |~ @
& Divices of
%Hanu.‘:il Inks
Actns Links -
L Maps .j la
2 Gubnets 10,255.11.253 .
¢ Byl Switches 10.255.11.199
¥ h_'d
] _ 10.255.11.135
m % . &
¢ "¢ (D000 10.255.11,252 10.255,11.194 L] L
& 10.255.11 44 10.255.11.739 i 10.295,11.235
g 105511122 10.255.11.234
gl 1025511123 5 = -
B 1025511 124 @ il
10.266.11.135 0,255,112
B o511 Dife bl R
= 10.255.11.155 | L
1025511159 | = 10.255.11.237
B 1035511176 L
& 1025511183 10.255.11.228 1
g 10.255.11.134 L 10,255.11.233
10.25511.197
10.255.11.232 =
10.25511.199 | = '
10.29511218 | W R L).255. 1,220
S e = I 1035511229 —0 —
- -\_\-\-‘"-\-_ /’(--
Oveniow -
loiol ' 10,255.11,231
saafch »= |
Individual Link Display Colors —

Individual links can display green (to indicate they are up), red (to indicate they are down), or
blue (to indicate their status is unknown).

Aggregate Connection Display Colors —
Aggregate connections, which are connections composed of more than one link, are thicker than
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individual links. They display green (if every individual link in the connection is up), red (if
every individual link in the connection is down), blue (to indicate the status of every individual
link in the connection is unknown), or orange (to indicate all other cases - for example, if one
end of a link is up and the other end is down).

Note: Discovered links to OEM devices will always be displayed in blue.

Device Display Colors Si=is]

A device can display green (to indicate it is up and in the normal state), orange (to indicate the
device has sent at least one warning or critical trap and is thus in the warning state), or red (to
indicate the device is down and in the critical state). Note that device status is also reported in the
list of All Discovered Devices (in the Status column).

Region Display Colors “ “*%

Regions can display green (if every device and link in the region is up and in the normal state),
orange (if at least one device or link in the region is in a warning or unknown state), or red (if at
least one device or link in the region is down and in the critical state). Note that region status is
also reported in the Maps List (which you can view by selecting Maps in the Tree).

Customizing Regional Maps

When a regional map is displayed, you can customize its appearance by right-clicking anywhere
in the background of the map. A pop-up menu is displayed (as shown below). Each menu item is
described below.

The "Customize and Arrange” Menu

Right-click anywhere in the map
background to bring up the menu.

& Donnivista 2500 - Application: Topology Window:D =10] x|
File Applications View Swilches Help
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,255.11.13
S 60000 i 9 =
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The Customize Map Menu Item

This menu item enables you to customize the appearance of a regional map. When you click
Customize Map, the Customize Map dialog box is displayed. This dialog box enables you to
customize the size of the viewing window, the background color of the regional map, and the
background image against which the map is displayed.

File Applications  View Switches Help
EDEE B & e 32% @ Bl = 7 & (oo -
g —
= Devices .
2 Manual Links
Acke Link .
% Map ] i~
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A (F.0.0.008) m L = ]
¢ 7 (ionE) 10.295.11.252 10.255.11.194 L - —
= 1025511 44 10.255,11.23% It_sl 10.255.11.2
g 1025511122 1 75E, 11,234
B9 10.255.11.123 F " i
| et = Custamize Map x|
S 1025311124
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B 1028511151
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B 1025511 159 1
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Crerview EI

I:l : 10.355.11.231

Make the required changes in the following fields, and then click the OK button. The customized
map will be displayed.

search »% | B:|

Background Color field. Redefine the background color of the regional map. To do this, click
left anywhere in the color displayed by the Background Color field. The Color Chooser
displays. The Color Chooser enables you to define a background color by selecting a color
swatch from a group of pre-defined swatches, or by using the HSB (hue saturation brightness)
color model, or by using the RGB (red green blue) color model.

Background Image field. Add or redefine the background image for the regional map. To do
this, set the Background Image combo box to the desired image. Note that all background
images must be imported into OmniVista before they can be used. You can import background
images by clicking the Import button on the Customize Map window.

The Arrange Icons Menu Item

This menu item enables you to automatically arrange the device icons displayed in a regional
map.
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Arrange Icons > Aligned arranges icons in rows with no overlap (as shown below). Arrange
Icons > Networked centers the icon that has the most connections and arranges other icons
according to their connections (as shown above). Arrange Icons > Circular arranges icons in as
much of a circle as possible. The Arrange Icons > Expand menu item expands the space
between icons.
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The Export Map Image Menu Item
This menu item enables you to export the map to the desired location.
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When you click Export Map Image, the Export Map Image dialog box is displayed (as shown
below). Save the map in the required location.
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The Select by VLAN Menu Item

This menu item enables you to create a map from an existing map that contains only switches
that belong to a given VLAN.
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Select the required VLAN ID from the VLAN ID drop-down list, and click OK. The switches
that belong to the selected VLAN will be highlighted (as shown below). Click anywhere in the
map area to de-select the highlighted switches.

28 Manual Links Y
- B actve Links _ — — _
i Maps
| Subnets E [
7 ) Guicnes 110.255.11.239 |
¢ 7 Physical Natwiik :
I [1.0.0.8) 1 - ~ =i o f
20 07501231
7 E | - - - = =
- 1025511 44 4 - w -
1025511122 | | | 10255.11.199 | 10.785,
1025511123 | | | = g =
1025511124 | | | =
1025511135 | | [|10285.10.051
1025511154 | s
- = 1028511155 b | ) i el — "
- gwmﬁ-ﬁﬂ lnzsang 10.255.211.75 L 10.255.211.96
| 1025511176 | | |
o 10025511183 : " _"
iR 1025511184 | | fh5.585211.240 | 1242
@ 10285 11 197 :m.mu.z&u 10,255.211, 242
g 10025511 199 4
g 10.255.11.218 [+
| ] I3 ]
-OwveEndew

......

R R A B

Filtering the View by Subnet

The search option can be used to filter the map view by entering a subnet (e.g., 10.255.73) to
limit the map view to only those nodes on the subnet. As you enter the subnet, the map is
filtered.

Filtering the Map View by Subnet
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Locating a Specific Device

You can locate a specific device in the Physical Network by clicking right on the device in the
Tree and then selecting Locate on Map, either in the Current Window or in a New Window.
The device will be located in the map display, selected, and centered in the viewing window.

Note that the Locate on Map menu item is available on pop-up menus throughout OmniVista.

Locating a Specific Device
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Viewing External Regions

Whenever links to external devices are displayed (by toggling the View External Links lcon &),
you can click right on any external device and select Go To Parent Map. When selected, a list
of regional maps that contain the selected device display, as shown below. Select the desired
regional map to view it. (Note that an "external device" is not part of the regional map displayed.
However, it is connected to a device that is part of the regional map displayed.)
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Viewing External Devices

Click right on any external device and select Go To Parent Map.
All regional maps that contain the selected device display for

your selection. Select the desired region to view it.
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Pop-Up Menus in Maps

Whenever a regional map is displayed, you can right-click right any device to display a pop-up
menu. Different versions of the pop-up menu are displayed for AOS devices, XOS devices, and
third-party devices. The first two items on the pop-up menu, Current Window and New
Window, each expand to multiple menu items. Current Window and New Window enable you
to open their respective menu items in the current OmniVista window or in a new, additional
OmniVista window. Each menu item displayed on the pop-up menu in a regional map is
explained below.
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Current Window or New Window > Device Status

Causes OmniVista to select the switch in the Tree and establish a connection to the switch,
exactly as if you had manually selected the switch in the Tree. If the switch's icon is not visible
in the Tree, OmniVista will expand the Tree and scroll until the switch icon is visible. When a
connection is established, device-specific configuration and statistics information displays. This
function can be performed in the current OmniVista window or in a new OmniVista window.

Current Window or New Window > Show LLDP Status

Displays the LLDP 802.1ab tab for the selected device. The tab displays MED information for
the selected device. This function can be performed in the current OmniVista window or in a
new OmniVista window.

Current Window or New Window > Locate on Map

Loads and displays a regional map in the Physical Network that contains the selected device. The
device is automatically selected and centered in the map display. This function can be performed
in the current OmniVista window or in a new OmniVista window.

Current Window or New Window > Notifications

Loads the Notifications application for the selected switch. The Notifications application enables
you to view traps for the switch. This function can be performed in the current OmniVista
window or in a new OmniVista window.

Current Window or New Window > Health

Loads the Health application for the selected switch. The Health application displays information
on the health of the selected switch. This function can be performed in the current OmniVista
window or in a new OmniVista window.

Current Window or New Window > Telnet or SSH

Either Telnet or SSH (Secure Shell) displays by default on the pop-up menu, as user-configured
for the individual switch. You can configure the default selection for a switch through any of the
methods described below. You can also define the switch's Telnet user name and password to
OmniVista by means of these methods. When the Telnet user name and password are known,
OmniVista will auto login for your convenience when Telnet or SSH sessions are established.
Configure the defaults for a switch using any one of the following methods:

o Discover the switch with an SNMP setup that has its Shell Preference field set to Telnet
or SSH, as desired. Enter the Telnet user name and password in the respective fields on
the SNMP Setups window. (For more information, refer to the help for the Discovery
application.)

« Edit the switch after discovery and activate the Prefer SSH checkbox on the General Tab
of the Edit Discovery Manager Entry window. This will specify that SSH is the default
for the switch. Enter the Telnet user name and password in the respective fields.

e Activate the Prefer SSH checkbox on the New Discovery Manager Entry window when
you add a switch manually. This will specify that SSH is the default for the switch. Enter
the Telnet user name and password in the respective fields.

The Telnet or SSH menu item opens the Telnet application and establishes a Telnet or SSH
connection, respectively, with the selected switch. If the switch's Telnet user name and password
are known to OmniVista, auto login will occur. Otherwise you will need to manually enter the
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switch's Telnet user name and password. Each time the Telnet or SSH menu item is selected, a
new Telnet or SSH session is established. Individual Telnet and SSH sessions are identified by
tabs that display the switch IP address. Telnet or SSH sessions can be established in the current
OmniVista window or in a new OmniVista window.

Current Window or New Window > Statistics

Loads the Statistics application with the Add Item window open and the relevant switch selected
automatically. This function can be performed in the current OmniVista window or in a new
OmniVista window.

Current Window or New Window > Locate End-Stations

Loads the Locator application and searches for all end stations that are attached to the selected
switch. All end stations found are displayed in the Locator application’'s Browse tab. This
function can be performed in the current OmniVista window or in a new OmniVista window.

Current Window or New Window > Backup Configuration

Loads the Backup Configuration utility in the Health application for the selected switch. The
Backup Configuration utility in the Resource Manager application loads and saves firmware files
for the selected switch. This function can be performed in the current OmniVista window or in a
new OmniVista window.

Ping Node
Causes an immediate ping to the selected switch. The result of the ping -- an "equipment is alive"
message or an "equipment does not respond™ message -- is reported in the Status Panel.

Poll Node
Causes an immediate poll of the selected switch. The success or failure of the poll is reported in
the Status Panel.

Configure Traps
Opens the Configure Traps Wizard for the selected switch. The Configure Traps Wizard enables
you to configure traps for the switches.

Poll for Traps
Causes an immediate poll for traps of the selected switch.

Save to Working (AOS Devices)

Saves the primary CMM's current running configuration to the working directory of the switch.
Executing this command is the same as executing the Save To Working command for an
individual device.

Note: When you apply the Save to Working option on a device, you must allow 120 seconds of
time to elapse, before you perform the same again.

Reboot > From Working (AOS Devices)

Reboots the primary CMM from the working directory. Executing this command is the same as
executing the Load From Working command for an individual device. Note that any unsaved
configuration changes will be lost: you can save configuration changes with the Save to
Working command before executing Reboot.

When you select Reboot > From Working, the Load from Working window displays. The Load
from Working window is shown below. This window enables you to specify whether you wish to
reboot immediately (Reboot now), or reboot within 1 - 1000 minutes (Reboot in x Minutes), or
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reboot at a specified date and time (Reboot at date time). Specify the desired reboot time and
then click the OK button.

The Load from Working window enables
you to schedule the reboot.

=8 Load from Working |
& Rebool now
Rebosl in 1 Blinuies

Rebont al

oK Cancel

Reboot > From Certified (AOS Devices)

Reboots the primary CMM from the certified directory. Executing this command is the same as
executing the Load From Certified command for an individual device. Note that any unsaved
configuration changes will be lost: you can save configuration changes with the Save to
Working command before executing Reboot.

When you select Reboot > From Certified, the Load from Certified window displays. The Load
from Certified window is shown below. This window enables you to specify whether you wish to
reload an entire switch (Reload Entire Switch), reboot immediately (Reboot now), or reboot
within 1 - 1000 minutes (Reboot in x Minutes), or reboot at a specified date and time (Reboot
at date time). Specify the desired reboot time and then click the OK button.

The Load from Certified window
enables you to schedule the reboot,

= Load from Certified x|
Rehonot Erdire Seich?
& Rehoal now

Reboot in 1 Blinutes

UK Cancel

Note: When you reboot the primary CMM from the certified directory, the switch will
automatically failover to the secondary CMM (in other words, the two CMMs will trade
primary and secondary roles). When you reboot the primary CMM from the working
directory, no failover occurs.

Copy Certified to Working (AOS Devices)

Copies the contents of the certified directory in the primary CMM to the working directory in the
primary CMM. Executing this command is the same as executing the Copy Certified to Working
command for an individual device.

Copy Working to Certified (AOS Devices)

Copies the contents of the working directory in the primary CMM to the certified directory in the
primary CMM, in a manner similar to the Copy Certified to Working command described
above.

Note: The Copy Working to Certified command also automatically synchronizes the switch's
CMMs after the copy operation is completed.

Rehoal at
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Inventory

Loads the Inventory application for the selected switches. The Inventory application enables you
to create reports. The reports can include system information, detailed module information,
chassis information, and health information.

MIB Browser
Loads the OmniVista MIB Browser for the selected switch.

WebPage or SwitchManager or TrackView

This menu item opens the device manager that is appropriate for the selected switch. WebView,
the Alcatel device manager, opens for AOS devices. WebView enables you to perform direct
device-level AOS configuration from a browser. TrackView opens for OmniCore devices.
WebPage opens for the OmniStack 1024, 6024, 6300-24, and 8008, as well as the OmniMSS.
SwitchManager opens for all other XOS devices. Each device manager enables you to perform
device-level configuration of the selected device.

Note: SwitchManager and TrackView will open only if the respective program is installed on the
client.

Edit

Opens the Edit Discovery Manager Entry window, which enables you to edit devices. When you
edit a device, it is important to understand that you are editing OmniVista's knowledge of the
device, not the device itself.

Spanning Tree Information (AOS and XOS Devices Only)

This menu item displays STP information collected for the selected switch, including Instance,
Ports, and MSTP information (if applicable). You must have "Write" permission to perform this
function.

Note: To display STP information for XOS switches, you must first initiate an STP poll by
clicking on the Discover STP for XOS button in the VLANSs application. A red line appears on
the button when you start polling. When polling is complete, the line disappears. Clicking again
on the button before polling is complete, will stop the polling.

"Discover STF for X05" button

2 DonniVista 2500 - Application: VLANs  Window:0
File Applcations View Help

mi=E=E E & $ | |S nans -
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.ﬁ‘.‘\-'unmuur Tree Information: 10.255.11.239
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Instance Tab
Type

The switch model type (e.g., 0S6850-24).

Name
The user-defined name for the switch.

Root for Active STP Instance (VLAN ID)

The VLAN ID associated with the VLAN Spanning Tree instance.

STP Mode

The Spanning Tree operating mode for the switch:

e 802.1D - Flat Mode
e 802.1W -RSTP
e 802.1Q - MSTP.

Base MAC Address
The MAC address of the switch.

IP Address
The IP address of the switch.

Spanning Tree Instance Information
Mode

The Spanning Tree operating mode for the switch (1x1 or flat).

Instance
The STP Instance number.
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Protocol

The Spanning Tree protocol applied to this instance (STP or RSTP).

Priority

The Spanning Tree bridge priority for the instance. The lower the number, the higher the priority.
Bridge ID

The Bridge MAC address.

Time Since Last Topology Change
The amount of time since the last topology change was detected by this Spanning Tree instance.

Total Topology Changes
The number of topology changes detected by this Spanning Tree instance since the management
entity was last reset or initialized.

Root ID
The bridge identifier for the root of the Spanning Tree for this instance.

Root Path Cost
The cost of the path to the root for this Spanning Tree instance.

Root Port Number
The port that offers the lowest cost path from this bridge to the root bridge for this Spanning Tree
instance.

Next Best Root Port Number
The port that offers the lowest cost path (after the Root Port) from this bridge to the root bridge
for this Spanning Tree instance.

Network Maximum Age
The amount of time (in seconds) that Spanning Tree Protocol information is retained before it is
discarded.

Network Hello Time
The amount of time (in seconds) between the transmission of Configuration BPDUs on any port
that is the Spanning Tree root or is attempting to become the Spanning Tree root.

Network Forward Delay

The amount of time (in seconds) that a port will remain in the Listening state and then the
Learning state until it reaches the forwarding state. This is also the amount of time used to age
out all dynamic entries in the Forwarding Database when a topology change occurs.

Maximum Age
The Max Age value for the root bridge.

Hello Time
The Hello Time value for the root bridge.

Forward Delay
The Forward Delay value for the root bridge.

Ports Tab

Inst (VLAN ID)
The STP Instance number (VLAN ID).
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Port
The slot number for the module and the physical port number or a logical port. If the slot number
is 0, then the port number refers to a link aggregate logical port number (e.g., 0/31).

Priority

The Spanning Tree priority for the port. The lower the number, the higher the priority.

Path Cost

The contribution of this port to the path cost towards the Spanning Tree root bridge that includes
this port. Path cost is a measure of the distance of the listed port from the root bridge in the
number of hops.

Designated Bridge 1D
The bridge identifier for the designated bridge for this port’s segment.

Designated Root Bridge ID
The bridge identifier for the root of the Spanning Tree for this port.

Port Role
The role of the port for this Spanning Tree instance. Possible port roles are: root, designated,
alternate, and backup.

MSTP Tab

MSTP is only supported on AOS 6.1.2 and later devices. If MSTP is not configured on a device,
the tab will be grayed out.

Number

This number identifies an association between a range of VLANS and a single Spanning Tree
instance. In addition, it is possible to assign an optional name to the MST] for further
identification.

Config Digest
An MST region identifier consisting of a 16 octet hex value (as per the IEEE 802.1Q 2005

standard) that represents all defined MSTIs and their associated VLAN ranges.

Name

Defines the name for a Multiple Spanning Tree (MST) region. One of three attributes (name,
revision level, and a VLAN to MST instance association table) that defines an MST region as
required by the IEEE 802.1Q 2005 standard. Switches that share the same attribute values are all
considered part of the same MST region.

Revision Level
A numeric value (0-65535) that identifies the MST region revision level for the switch.

MST List
TBD

CIST Instance

The number of the CIST instance, which is currently zero as there is only one region per switch.
Therefore, only one CIST exists per switch Note that this instance is also known as the flat mode
instance and is known as bridge 1 when using STP or RSTP.
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Max Hops
The number of maximum hops authorized for region information.

Number

This number identifies an association between a range of VLANSs and a single Spanning Tree
instance. In addition, it is possible to assign an optional name to the MST] for further
identification.

Name
An alphanumeric value that identifies the MSTI.

VLAN List
The range of VLAN IDs that are associated with this MSTI.

Poll Links

Causes an immediate poll of all links associated with the selected device to gather current
information on link status. The success or failure of the link poll is reported in the Status Panel.
Note that the Poll Links icon enables you to poll links on multiple selected devices, or on all
devices present in the map.

Remove from the Map (active in the Logical Network only)

Deletes the selected device from the region in the Logical Network that is currently displayed.
However, it does not remove the device from the Physical Network nor from the list of All
Discovered Devices. (To remove a device from the Physical Network, and from the list of All
Discovered Devices, select the device in the List of All Discovered Devices, click right, and
select Remove from the pop-up menu that displays.)

Device Label Options

You can select the information used for device labels in the Tree and in regional maps. You can
select IP address only, device name only, or both. To specify the device labels you want, go the
View menu and select Devices By, as shown below. Then select the desired option from the
submenu displayed. Your selection is effective immediately.

¥ Task Bar

¥ Tree Control
¥ Status Panel
¥ Tool Bar
Tasks..

Devices By | ¥ 1P Onky
| Harme
| Hame{IP}
= DNS
DNS{IP)

Note: The device labels you specify are used throughout the Topology application AND
other applications such as Notifications.
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Managing Regional Maps

The Topology application enables you to graphically view a map of the overall Physical Network
or the overall Logical Network. You can also view a map of any individual region (i.e., subnet)
in the Physical Network or any individual region in the Logical Network. To view a regional
map, select the region that you want to view in the Tree. You can select the Physical Network,
the Logical Network, any subnet in the Physical Network, or any region in the Logical Network.

The Physical Network, as its name implies, is an image of the physical subnets and devices in the
network. When OmniVista discovers the network, it arranges the discovered devices into default
subnets. You can override OmniVista's default subnet creation by creating manual, that is, user-
defined. subnets. However, all subnets in the Physical Network, both default subnets and manual
subnets, are created according to the device IP address. You cannot "pick and choose" the
individual devices to be included in a subnet.

In contrast, within the Logical Network you can create "logical regions™ and select the individual
devices to be included in the region, regardless of the device IP address. You can create logical
regions where devices are grouped and displayed in any way that is meaningful for your
individual network, in any configuration desired.

The Maps Window

The Maps window, shown below, enables you to create regional maps in the Logical Network
from scratch, create regional maps in the Logical Network from existing subnets in the Physical
Network, edit existing regional maps in both the Logical Network and the Physical network, and
delete regional maps from the Logical Network or the Physical Network. When you create or
edit a regional map, you can define the background color you want used when the map is
displayed and the width and height of the viewing window. You can also specify a background
image for the map, if desired.

The Maps Window

Click on Maps in the tree to create
~ anew map or edit an existing map.
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Creating a New Map From Scratch

To create a new regional map in the Logical Network from scratch, click the New button, which
is visible in the screen above. The Create Map panel activates, as shown below. The Definition
tab is used to create the map. The Security tab is used to configure viewing permissions for the
map.

Note: You can create a map without defining viewing permissions. The viewing
permissions will be set to the default of "Owner", and only the person who created the map
will be able to view it..

Definition Tab

Create Map Panel

Create Map
Definition | Security

Heame: Parent Map: Logical Network -
WidTh: 1024 Height: 768
Background Color: Bk o Inidg: -
Mot Selected Added to Map :
10.255.10.254 [=
10.255.11.99
10.256.11.103
025511125 Sod M
M0.255.11.129
10.2565.11.132 =
0K Dafault Cancel Heip
Create a new regiohal Deactivate the
map in session memory Create Map Panel.

with the values displayed.
Reset all fields
to default values.

1. Enter a name for the new map in the Name field.

2. Define the region that is the "parent” of the new regional map by selecting a region from the
Parent Map drop-down menu, shown below. All existing regional maps in the Logical Network
are listed for your selection. All regional maps in the Logical Network must have a parent region
defined; the default parent region is Logical Network.

Parent Map: Logical Network |«

Logical Network
Test 1
Test 2
Test 3
[Test 4

3. Define the size of the viewport that will display the new regional map by entering the desired
width (in pixels) in the Width field and the desired height (in pixels) in the Height field.

4. Define a background color for display of the new regional map. To do this, click left anywhere
in the color displayed by the Background Color field. The Color Chooser displays. The Color
Chooser enables you to define a background color by selecting a color swatch from a group of
pre-defined swatches, or by using the HSB (hue saturation brightness) color model, or by using
the RGB (red green blue) color model.
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5. If you want the new regional map to display against a background image, select an image from
the Background Image drop-down menu. All background images must be imported into
OmniVista.

6. Define the devices that are part of the new regional map by selecting switches in the Not
Selected area and moving them into the Added to Map area using the Add>, <Remove, Add
All>, and <Remove All buttons. Continue moving devices until the Added to Map area contains
all devices that you want placed in the new regional map.

7. Click the OK button. The new regional map is written to session memory and is added to the
Maps List. However, the new regional map is not yet written to the server: it is an "unsaved"
change.

8. Click the Apply button to save the new regional map to the server.

Note: To set viewing permissions, complete the fields in the Security tab (described
below) before clicking the Apply button.

Security Tab

After creating a map, you can set permissions on who can view the map. You can create a map
without defining viewing permissions. The viewing permissions will be set to the default of
"Owner"”, and only the person who created the map will be able to view it.. To set viewing
permissions, complete the fields in the Security tab as described below.

1. Click on the Security tab.
Create Map - Security Tab

Create Map
Dedinflion | Security

Dwner Uisar: admin Charnis Fainove

Wiew Permission:  All Users b

2. The Owner User Field is pre-filled (e.g., admin).
3. Click on the drop-down menu in the View Permission field to set viewing permissions.

e Owner User - Map is visible to only the owner and Network Administrator.

e Group Users - Map is visible to the owner, all users of the groups he belongs to, and
Network Administrator.

o All Users - Map is visible to all.

4. Click the OK button. The new regional map is written to session memory and is added to the
Maps List. However, the new regional map is not yet written to the server: it is an "unsaved"
change.

5. Click the Apply button to save the new regional map to the server.
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Creating New Maps from Subnets

You can create a new regional map in the Logical Network from one or more subnets in the
Physical Network. When you do this, all switches in the physical subnet(s) are automatically
placed into the new logical map. There are two ways to create regional maps in the Logical
network from physical subnets:

e Right-click on any physical subnet listed in the Tree and "copy" it to a new regional map
in the Logical Network.

e Use the "Create Map from Subnets" Wizard to create a new regional map in the Logical
Network from one or more subnets in the Physical Network. The wizard also gives you
the option of filtering the subnets in the map by VLAN (i.e., a device will be included if
the selected VLAN exists within it).

Copying a Subnet to a Regional Map

To copy an individual physical subnet to a new regional map in the Logical Network, right-click
on the desired subnet and select the Copy as a Map menu item, as shown below. The window
shown displays. Enter a name for the new map in the Map Name field and select the parent map
from the Parent Map drop-down menu, then click the Apply button. The new regional map is
written directly to the server and displays in the Maps List.

Copying a Subnet to a Regional Map
Click right on the desired subnet and select Copy as a Map.

The window shown displays.

& Omini¥ista 2500 - Application Topalogy Window:0 = 1= |
Eea Applications  View Switghes Help

INES B ¢ |8 o SE5 B

e [HE T S omasasoy v a

ald

i

= 1282521816
128.252.39.221)
1282524411
126252 44117}
1183523811

128,052 44.22 Parent Map ; [Logical Network -

andn

cald = Aty || cancel
g 13102 —_ i
o7 [t | I S
3 M - FF AR
(143208 CW"*’““ [} m@s.m
13'@1".‘4

Using the ""Create Maps from Subnets™ Wizard

Click on the "Create Maps from Subnets" icon to bring up the first page of the wizard. Enter a
name for the new regional map in the Map Name field and select the parent map from the
Parent Map drop-down menu. In the Create Map From area, select the physical subnet(s) that
you want included in the new map. You can select multiple contiguous subnets by Shift-clicking
and non-contiguous subnets by Ctrl-clicking. Click the Next button.
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Using the "Create Maps From Subnets” Wizard
Click on the "Create Maps From Subnets” icon.
The first dialog screen appears.

< Dmnéista 2500 - Application: Topology  Window:0 N =] S |
Fila  Applications  Wiew  Switches Help
HOEE B o @ s> 2305 (@[ me - a
= Devices 1
28 Manusi Links P ManList e B =Y ] )
&.ﬁ:lﬁehnks Hame | Parant Map Wiidih|| Hedight | Background Color | Background Im
' Waps 100,002 Phipsital Nibwoik 1029 768 -
Subnets 3 x|
¢ B Swtche
& ' Physical Network
_; {7.0.0.008) Map Propedlies & Subnes
& (10.0.0.08) -
a (15.0,0.008) paon Cone | L]
‘e (20.000.0u8) " =
T aooo0m FESie: (LogicalNetwar I
-]
% Goooom hoA08
% (1020.008) 1ELLO0RR
T (192166.243.024) 150008
' (198.198.193.0124) L [1m26s. 2400024
o= f Logical Metwark Create Map From: |, o0 108 1080724
008
s
00,008
[ < Back [ Mext = I Finish I Cancel || Help ]

Nttt Edn || update || Delete || Apily Help |

Enter a Map Name, select the Parent Map,
then click the Next button.
On the second screen of the wizard, you have the option of creating the map to include all
devices in the map or filtering the map by VLAN. To complete the map without filtering, just
click on the Finish button. To filter the devices in the map by VLAN, click on the Filter by
Selected VLAN checkbox to activate the VLAN ID drop-down menu, then select the VLAN.

Using the "Create Maps From Subnets” Wizard (Cont.)

To filter the map by VLAN, select the checkbox
then select the VLAN from the drop-down menu.

<" omnivista 2500 - application: Topology  Windawen [ =10] x|
| Eile Applications  Wiew Swilches Hal)
 NIESE B @ Ews - B2E %[ s [~ =
= Devices 1 -
W = Wanual Links *| hap Rist 155 (R[S
B nctive Links Mame | ParantMap | Yidth | Height | Background Color | Backgroundim |
ta Maps .1I]IJI]EIIH Phyrsical Metwark | 1024 TES -
Subnets | x|
[l| 788 Switches =
% 8 Prysical Network [
B 0008 [ Loy
I o (10.0.0.00 ||| ] rdter by Selected VLANE J
| ¢ (15.00,00) [ -
(200008 | [ vuan: [ | q
(200000
W cooonm
% (28.00.08

¢ (1020008 |
192160283024 |

. ¢ (198.120.198.0128)

o ¢ Logical Metwark -

| | <pack || wost || peisn |[ Cancol || pew |

| [Hew |i Edi il Update: | Duebestae :i Apply Hedp |

Click the Finish button.
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When you click the Finish button, the new regional map is written directly to the server and
displays in the Maps List. The "Filter by VLAN" Map behaves the same as any other map in
OmniVista.

Importing Background Images

When you create a new regional map from scratch (or when you edit an existing regional map)
you can specify a background image to be used when the map displays. Background images can
be Gif (.gif) files or Jpeg (.jpg) files. You must import any background images you want to use.
To import image files, click the Import Backgrounds icon, as shown below, or select Import
Backgrounds from the File menu. Locate the files you want to import, then click the Import
button. All background image files that you import will automatically display in the
Background Image drop-down menu. Note that you can delete imported background images by
clicking the Remove Backgrounds icon =“or by selecting Remove Backgrounds from the File
menu.

Importing Background Image Files

Click the "Import Backgrounds" icon
The window shown displays
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Example of a Map with a Background Image

Omini¥ista 2500 - Application: Topology  Window:0 =10] =|
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% MewYork
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Editing a Map

To edit an existing regional map, select the map in the Maps List and click the Edit button. The
Edit Map panel activates, as shown below. The Definition tab is used to modify the map
definitions (e.g., Name, Colors, Switches). The Security tab is used to modify viewing
permissions for the map.

Editing a Regional Map

&8 Omnivista 2500 - Application: Topology Windaw: = =10x|
File Applications View Switches Help
WES B (¢ (& e 330 G s [~ =
EF Dérvicies 1 S— .
Manusl Links 'i HMap List 167146 2| ]ﬁm
W, Active Lirks | [_Hame ParentMap | widm|Height Background Color] Background Image | Status | OwnerUser | |
s Mags | |Prpsical. [ 1024|780 Cribtal it
4 Subrets | [Bubnel_|Logieal Network | 1024 7e8] i Criteal I=
= [ Swilchas | o] ] ] 1+
& Logial Natwork| |
| Edi Map
| | [ | Secuiy |
||| Hame: [subnet 10.10.10.0 | Paront Mag: Logical Hotwork | =
| Wt [1024 Hidght: HE] ]
| ||mackgownacaor: || Backaroundimage: - Edit the
E Mot Sesected : T ass _E Rudelird to Map : fields
||| 12851150 - | | 10.255.41.100 [ i
|| tnzssats0 =l [ cpemme | mzssrm desired
||| 102650161 10255102
|| 1wzssa1e3 MdA> | 10255.41,103
|| 1nzsser Bl Reomove an | 10-255.11.104
10.265.11.109 ]| L 25511411
| oK || cancel || el
i
Dismiss the Edit Map panel
and cancel any changes to
the regional map

Save changes to the regional
map to session memory
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Definition Tab
Modify the fields in the definition tab as described below.

1. Modify the name for the map in the Name field.

2. Modify the region that is the "parent” of the new regional map by selecting a region from the
Parent Map drop-down menu, shown below. All existing regional maps in the Logical Network
are listed for your selection. All regional maps in the Logical Network must have a parent region
defined; the default parent region is Logical Network.

Parent Mapx: Logical Metwork |+

Logical Network
Test 1
Test 2
Test 3
Test 4

3. Modify the size of the viewport that will display the new regional map by entering the desired
width (in pixels) in the Width field and the desired height (in pixels) in the Height field.

4. Modify a background color for display of the new regional map. To do this, click left
anywhere in the color displayed by the Background Color field. The Color Chooser displays.
The Color Chooser enables you to define a background color by selecting a color swatch from a
group of pre-defined swatches, or by using the HSB (hue saturation brightness) color model, or
by using the RGB (red green blue) color model.

5. To modify the background image, select an image from the Background Image drop-down
menu. All background images must be imported into OmniVista.

6. Add or delete switches from the map by selecting switches in the Not Selected area and
moving them into the Added to Map area using the Add>, <Remove, Add All>, and <Remove
All buttons. Continue moving devices until the Added to Map area contains all devices that you
want placed in the new regional map.

7. Click the OK button. The changes are written to session memory.
8. Click the Apply button to save the changes to the server.

Note: To modify viewing permissions, modify the fields in the Security tab before
clicking the Apply button.

Security Tab

If the map is a user-defined logical map, the Security tab will be enabled for the user to edit
permissions for viewing the map. By default, the "Owner" of the map (the user who created the
map) is allowed to view the map. However, you can expand the viewing permissions using the
Security tab.
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Edit Map - Security Tab

Edlil Mag
Definition — Socurity

hamiet User: Change Reminn

Virw Permissione Al Users -

Ol Cancel Hulp

Changing the Ownership of the Map

1. To change the owner of the map, click the Change button next to the Owner User field, select
the new Owner User from the Select User window, then click OK. (Only users who can modify
the map are listed.)

Select User Window

Fix Bags
Definflion | Security

Owmer Liser: Charge | Rermme

Ve Pemission: [users IR | [=

Oriwned Lkber: admin *

I | =i

O Cancel Hedp

Note: To remove the ownership for the map, click Remove, then click Yes at the
confirmation prompt.

2. Click the OK button at the bottom of the panel to save the changes. The Maps window will be
displayed with the edited maps as shown below.
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Click Apply to save all the changes
to the server

Click Delete to delete map from
session memeory.

Click Update to discard the current changes
and retain the previously set values.

3. Click the Apply button to save the changes to the server.

The following points need to be remembered, when changing the ownership of the map or setting
permissions for viewing the map.

Deleting the ownership of a map or changing its view permissions will affect the
ownership and permission of all maps in the sub-tree below this map.
If deleting the Owner User of a map or setting View Permissions causes the child map

to have higher visibility than its parent, a warning message will be displayed prompting
the user to change the current settings.

Changing the View Permission for the Map

The View Permissions field determines which users can see the active map. Modify the
permissions as described below.

1. Select the permission level from the View Permission drop-down menu.

View Permission Window
Edit Map
Dedinition | Secusity
remer User: change || Remove
View Parmitssion flﬂll..lms

roup Users
(1528 3
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o None - The map is visible to only the owner and Network Admin.

e Group Users - The map is visible to the owner, all users of the group he belongs to
and to the Network Admin.

o All Users - The map is visible to all.

2. Click the OK button.
3. Click the Apply button to save the changes to the server.

The following points need to be remembered, when changing the ownership of the map or setting
permissions for viewing the map.

o Deleting the ownership of a map or changing its view permissions will affect the
ownership and permission of all maps in the sub-tree below this map.

o If deleting the Owner User of a map or setting View Permissions causes the child map
to have higher visibility than its parent, a warning message will be displayed prompting
the user to change the current settings.

« Ifaparent map’s owner is changed, the following prompt may appear:

Confirmation Message

%
? Some chilil ragps of this map need their security adjusted! 15 is OK 10 procesd?

o Select the Yes button to change the user and fix all child maps, as necessary.

o If amap is visible to a user who is a Writer and not its owner, the user can modify the
map but not it’s ownership or parent, i.e. he can modify it’s size, background color,
image, or devices in the map.

Viewing Map Ownership/Viewing Permissions
To view map properties for a user-created logical map, right-click on the map in the Map List.
The View Map Access prompt will be displayed.

View Map Access Prompt

Map List fazraz (@] 0 [ & [EHEE]
Mame :Palentt.iap _-Wll’ilh:HelgIﬂ:BikgIDUnd Color| E-ackgruundlmége:.Stmu%.:. Cremer User ! -_
188.0.0.078 |Physical Network | 1024 _Tes| i [Critcal | =)
Ingical |Longiea] Mpkesmste_tannal —_Fenl | Critical |netadmin -
] | ViewMap Access | [ ] |

Click here to view Show Map Access Window

Click on the prompt to view the Show Map Access Window.
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Show Map Access Window

ap Access: Subnet 10.10.10.0 x|

View Users

User First Name Last Name Description

netadmm Can Do Everything But Ed2 Accounts

2drmon Unrestricted Adminsstrator

wTiier Can Read and Wrile to Switches

uger Foead-Only Uizer
Modify Users

User First Name Lixst N Description

‘netadrndn Can Do Everything But Eda Accounts

adrean Unrestricted Administrator

e Can Read and Write to Switches

Deleting a Map

To delete an existing regional map, follow the steps below:

1. Select the map in the Maps List.

2. Click the Delete button. The map is deleted from session memory..
3. Click the Apply button to delete the map from the server.

Using the Color Chooser
The Color Chooser has three tabs that enable you to define a color in any of three different ways:

= The Swatches Tab enables you to select a color swatch from a group of predefined
swatches.

= The HSB Tab enables you to define a color using the HSB (hue saturation brightness)
color model.

= The RGB Tab enables you to define a color using the RGB (red green blue) color model.

The Swatches Tab

The Swatches Tab, shown below, enables you to select a background color from predefined color
swatches.
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The Color Chooser
"Swatches" Tab

[ " colorchooser £l
| Swatches | HSE | RGB |
T TR P e
Click on a color | [AiSENRREMNHESSEEEE B Recent color choices
4o select it | B ESEEEEESEESEEERS oot :
=€ § SEsssRibEm==E are listed here
L —
Preniew
Your selection is D .
previewed here n Sarnale Tl Samale Ted
(I
|_°U. Ea;ﬁel | Be:ﬂ

$
Reset the selected

color to the default
Dismiss this window and
do not change the color

Accept the selected color
and close this window.

The HSB Tab

The HSB Tab, shown below, enables you to define a color using the HSB color model. HSB uses
three axes to define a color: hue, saturation, and brightness. Hue defines the color itself -- for
example, red instead of blue or yellow. Saturation defines the degree to which the hue differs
from neutral gray. Saturation values can range from 0, which means no color saturation, to 100,
which means the fullest saturation of a given hue at a given brightness. Brightness defines the
level of illumination. Brightness values can range from 0, which appears black (as there is no
light) to 100 for full illumination, which appears white (as all the color is washed out).
The Color Chooser
HSE {(Hue, Saturation, Brighimess) Tab To adjust the colors displayed

x| for selection:
[ Swotches [ USO | RGP | Click "H" to adjust the hue,

Tr.f seleet a eolor: - .ﬁ/ 180 "S" to adjust the seturation,
Click on a eolor to select s[_ s "B" to adjust the brightess.
it. The color's HSB and B cel| 100

Perform the adjustment by
O w—mr— sliding this lever.

G 55
I B 1‘.\ Equivalent RGE values are

displayed for reference.

RGE values display and

the color is previewed.

¥ou can alse enter HSB

values directly into the

"H", "S", and "B" fields.
A SR

Prenview

n Sarngle Texd Sarmple Teed

0K Caniel Reset
= ' < i

T
Reset the selected

color to the default
Dismiss this window and

de not change the color
Accept the selected color

and close this window.
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The RGB Tab

The RGB Tab, shown below, enables you to define a color using the RGB color model. RGB
defines a color by specifying the individual amounts of red, green, and blue to be added to the
color.

The Color Chooser
The RB& (Red, Green, Elue) Tab

Swalches | HSB | RGB |

| o

Slide the red, green, and blue R 0 05 170 255 ==
controls to define the desired Greeiy v 2550
color. Colors are previewed as . i 11 ?&f

you slide the controls. e P B L1

‘ L L]

Prenview

n Sarngle Texd Sarnple Teed

0K Cancel Bezat
Lo ]| camcar || pes

$
Reset the selected
color to the default

Dismiss this window and

de not change the color

Accept the selected color
and close this window.

Viewing Active Links

OmniVista now includes the ability to view a tabular listing of the active links in the network.
The list includes all links that were learned during the discovery process and all links that were
created manually or imported into OmniVista. To view a list of active links, merely click Active
Links in the tree, as shown below. Each field in the list of active links is described below.

Note: When you click the Update button the active links in the local database and not
necessarily the current active links will be displayed. Perform a polling operation to
update the local database.
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Viewing Active Links

~ Click Active Links in the Tree
The list of Active Links displays
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Click Update to update the screen
with the most-recent information

Origin

The origin of the link, which can be XMAP (XOS devices), AMAP (AOS and OmniStack 61xx
and 6300-24) devices, PNNI (ATM Private Network-to-Network Interface), Manual (manually
created), or Locator (OmniVista Locator application).

IP Address 1
The IP address of one switch in the link.

Slot/Portl
The slot and port that connect the link on the first switch, specified above.

LAG1
If this is a link aggregation link, this field displays the Link Aggregation reference number
assigned by the first switch when the link aggregation group was created.

IP Address 2
The IP address of the second switch in the link.

Slot/Port 2
The slot and port that connect the link on the second switch, specified above.

LAG 2
If this is a link aggregation link, this field displays the Link Aggregation reference number
assigned by the second switch when the link aggregation group was created.

Media Type
The media type of the link.

Status
The status of the link: Up, Down or Unknown.
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VLAN Id
The VLAN Id associated with the AMAP link of the AOS device.

Note: The VLAN Id column for XOS devices will be empty because OmniVista will not display
VLAN information for XOS devices.

Discovered

This field displays true if the link was discovered via the discovery process. This field displays
false if the link was created manually or imported.

Managing Manual Links

The Manual Links window, shown below, displays a list of the links that were manually created
or that were imported into OmniVista. The Manual Links window enables you to create new
links manually, to edit existing links that were created manually, and to delete links that were
created manually. The Manual Links window also enables you to import links (from a Microsoft
Excel file) and to export links (to a Microsoft Excel file).

Note: The Manual Links window does not display links that were learned during the
discovery process. Such links are displayed and listed in the Active Links window.

The Manual Links Window
Clieck Manual Links in the Tree
The Manual Links window displays
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Creating New Links Manually

To create a new link manually, click the New button on the Manual Links window. The Create
Link panel activates, as shown below. Note that if you select an existing link and then click the
New button, the Create Link panel will display values from the selected link. This is convenient
when you are creating multiple new links.
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The Create Link Panel

If you select an existing link and click New, the Create
Link panel will display values from the selected link.

Create Link

P Address 10 10.255.11.207 | SkotPort 1: 14 [Alcatel 115 = | LAGT: |1
P Aklress 2 A0.255.11.219 | Shotfort 2 21 [Alcatel .41 | LAGZ |1 B
Media type:  ATM v | Siatus: L] -

0K Cancel Hizlp

Dismiss the panel and do not
create a link.

Create the new link specified.

To create a new link, follow the steps below:

1. Set the IP Address 1 field to the IP address of one switch in the link. All known switches are
displayed for your selection.

2. Set the Slot/Port 1 field to the slot and port that connect the link on the switch specified
above. (Note: This drop-down bar also displays the port's description found in the MIB table.)

3. If this is a link aggregation link, set the LAG 1 field to the Link Aggregation reference
number assigned by the switch specified above when the link aggregation group was created.

4. Set the IP Address 2 field to the IP address of the second switch in the link. All known
switches are displayed for your selection.

5. Set the Slot/Port 2 field to the slot and port that connect the link on the second switch. (Note:
This drop-down bar also displays the port's description found in the MIB table.)

6. If this is a link aggregation link, set the LAG 2 field to the Link Aggregation reference
number assigned to the link aggregation group by the second switch.

7. Set the Media Type field to the media type of the link.

8. Set the Status field to Up or Down to define the status of the link. If set to Up, the link will
display green. If set to Down, the link will display red. Note that you can edit the link later if you
wish to change its status.

9. Click the OK button. The link is created in this application and displays in the Links List.
10. Click the Apply button to save the new link to the server.

Note: When you click the Update button, the list of all the manually created links in the
OmniVista will be refreshed and displayed.

Importing Links

You can import a list of links into this application from a Microsoft Excel file or any other
application that produces comma-separated value files (.csv file extension). A comma-separated
value file, as the name implies, lists a series of values separated by commas. To import a list of
links into this application, select Import Manual Links on the File menu. The Import Links
window displays, as shown below. Locate the file that you wish to import and then click the
Import button. When the imported links display in the Manual Links window, click the Apply
button to save the link list to the server.
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Click Import

Once the link list is imported and displays in this application,
click the Apply button to save the link list to the server.

Exporting Links

You can export the list of links from this application to a comma-separated value file (.csv file).
This file can be displayed and edited in Microsoft Excel or any other application that uses
comma-separated value files. To export a list of links, select Export Manual Links on the File
menu. The Export Links window displays, as shown below. Locate the area where you want to
save the link list file, enter a name for the file, and then click the Save button.
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Editing Links

To edit an existing manual link, select the link in the link list and click the Edit button. The Edit
Link panel activates, as shown below. When you have made the changes desired, click the OK
button and then click the Apply button to save the change to the server.

The Edit Link Panel

Edit Link

P address & [0 000 |+ | StetPorte [0 o oo | < | LA i 2]
IP Ml egs 2 [~ sowpontz: | LaG2: i 3]
Modia e ATM - Status:  Up =

o || cancel || ew |

f

Dismiss this panel and do not
change the link.
Save the changes to the link specified
in the Edit Link panel.
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Deleting Links
To delete a link, select the link and click the Delete button.

Deleting a Link

Wigwi Link

1P Adirass 1: SlotPort 1: LaG 1 (1 1
1P Adiress 2: SlotPoirt 2: LAGE |1 I+
Ridiia type: Status:

Hew Eifit Updata Lptate A Help

Click Delete to delete a link,

Managing Manual Subnets

The Manual Subnets window enables you to override OmniVista's default subnet creation and
manually define the subnets that OmniVista displays in the tree. If manual subnets exist when a
discovery is performed, OmniVista will place the discovered switches into the manual subnets
upon discovery. If manual subnets are created after discovery, OmniVista will place known
switches into the manual subnets upon their creation.

The subnets displayed in the tree will be updated and their contents adjusted automatically
whenever the list of manual subnets is modified. OmniVista will automatically place each switch
in the subnet that most specifically defines it. If a subnet is created but no known switch falls
into the range of the subnet, that subnet will not be displayed in the tree. Manual subnets can be
subsets or supersets of existing subnets. A manual subnet cannot duplicate any existing manual
subnet.

Note: Any additions or modifications made to the list of manual subnets will apply to all
users logged on to the current OmniVista server. For this reason only users with Admin
or Net Admin security privileges are allowed to add, modify, or delete manual subnets.

The Manual Subnets Window

Click Subnets in the Tree.
The Manual Subnets window displays.
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Subnet Names

In the tree, subnets are labeled in the form ipaddress/n. The /n indicates the number of bits in
ipaddress, starting from the left, that identify the network (i.e., the subnet). These bits will have
the same value in all the addresses that belong to the subnet. The literal value of these bits
displays in ipaddress. Any bits in ipaddress that do not identify the subnet are represented by
Zeros.

For example, the screen above shows a subnet named 10.255.11.0/24. The /24 means that the
first 24 bits of the address, starting from the left, identify the subnet and will be common to all
address in the subnet. The literal value of these 24 bits, 10.255.11, displays in the subnet name.
The last bits are represented by a 0, as these bits do not identify the subnet. (They identify
devices.) This subnet could also be represented as 10.255.11.*, where the * character represents
any value. This subnet will include all devices with an IP address in the range 10.255.11.0 -
10.255.11.255.

As a second example, consider a subnet named 10.0.0.0/8. The /8 means that the first eight bits
of the address identify the subnet and will be common to all address in the subnet. The literal
value of these eight bits, 10, displays in the subnet name. All other bits are represented by zeros.
This subnet could also be represented as 10.*.*.*, where the * character represents any value.
This subnet will include all the devices with an IP address in the range 10.0.0.0 -
10.255.255.255.

Default Subnet Creation

By default, OmniVista places the switches it discovers into subnets according to the Class of the
switch IP addresses, as follows:

Class C addresses. IP addresses that start with a decimal value of 192 or higher -- such as
192.10.20.30 or 200.15.53.33 -- are assumed to belong to a Class C subnet, wherein the first
three decimal values of the IP address, starting from the left, identify the subnet. For example,
OmniVista would place IP address 200.15.53.33 in subnet 200.15.53.*. This subnet could also be
represented as 200.15.53.0/24, where the "/24" means that the first 24 bits of the address, starting
from the left, identify the network (i.e., the subnet) in which the address belongs.

Class B addresses. IP addresses that start with a decimal value between 127 and 191, inclusive -
- such as 127.10.20.30 or 150.15.53.33 -- are assumed to belong to a Class B subnet, wherein the
first two decimal values of the IP address, starting from the left, identify the subnet. For example,
OmniVista would place IP address 150.15.53.33 into subnet 150.15.*.*. This subnet could also
be represented as 150.15.0.0/16, where the "/16" means that the first 16 bits of the address,
starting from the left, identify the network (i.e., the subnet) in which the address belongs.

Class A addresses. IP addresses that start with a decimal value of 126 or lower -- such as
10.10.20.30 or 120.15.53.33 -- are assumed to belong to a Class A subnet, wherein the first
decimal value of the IP address, starting from the left, identifies the subnet. For example,
OmniVista would place IP address 120.15.53.33 into subnet 120.*.*.*. This subnet could also be
represented as 120.0.0.0/8, where the "/8" means that the first eight bits of the address, starting
from the left, identify the network (i.e., the subnet) in which the address belongs.
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Example: Creation of a Manual Subnet

As an example, let's say that after a discovery is performed all discovered switches are displayed
in one default subnet, which is labeled 10.0.0.0/8 in the tree. The network administrator then
creates manual subnet 10.255.11.0/24. When the administrator clicks Apply in the Manual
Subnets window to create this new subnet, all devices that have an IP address within the range
10.255.11.0 - 10.255.11.255 will move into the new manual subnet. If no switches then remain in
default subnet 10.0.0.0/8, that subnet will be removed from the Tree and will no longer display.
If the administrator later deletes manual subnet 10.255.11.0/24 from the list of manual subnets,
default subnet 10.0.0.0/8 will redisplay in the tree with all original member switches.

How to Create a Manual Subnet
Follow the steps below to create a new manual subnet.

1. Click the New button. The Create Manual Subnet fields are activated, as shown below. In the
Name field, enter a short name that describes the subnet.

Note: This name will be used instead of the default "Subnet (ipaddress/n)" name in the tree, and
elsewhere, when the switch name preferences is set to either "System Name" or "DNS Name" in
the Preferences application. If the switch name preference is set to "IP Only", it will have no
effect.

2. In the Description field, enter any additional information about the subnet.

3. In the IP Address/N field, enter any address that belongs in the new subnet, followed by /n,
where n is the number of bits in the IP address that identify the subnet. These bits will be
common to all addresses in the subnet.

4. In the Subnet Mask field, enter the mask for the new subnet. As soon as the subnet mask is
entered, the start address and end address thus defined for the new subnet automatically display
in the Start Address and End Address fields.

5. If the subnet is correctly defined, click the OK button to create the new manual subnet.
Alternatively, you can enter new values in the IP Address/N and/or Subnet Mask fields to
redefine the subnet until the desired start and end addresses display. The new subnet displays in
the list of Manual Subnets after you click the OK button.
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Creating a New Manual Subnet

& DmniVista 2500 - Application: Topol Window:d 3 =] s
s poiogy
82 Applications Yiew Switches Help
IMEE B & |t iR Subnets - a
5 1 1
= Devices 4 — ETus e T
2% Wanual Links  Manial Sutnets 22| =1 E ] ]
AtEve Links Mama Cescrigtion P Addrassim Svbnet Mask | Start Address | End Address
% Maps Enginegnng |Enginéering Subnet |10 2560 120524 265 25525560 [10.255.0.0 |10.2550.255 |
5 sutnatz Tasl Test Lab Subnat 102551410024 2552652550 10255110 10.255.11 255
¢ B Switches

o % Physical Metwork
o= 'f. Logital Netwoek

1. Enter a short name to 2. Enter the additional
describe the subnet. information about the
subnet.
4] Tiel

Create Manual Suhnet

Hamss: [LER v Dascrighion Markating Subnet

P AddressM:  |10.25513.024 Submet Mask: 155 255 7550

Start Address: 10250130 Eml Address: 10275513 {55

0K Defaut Cancel Hedp
s | |
3. Enter the IP address of the new subnet, 4. Enter the subnet mask. The start and

followed by /n, where n is the number of end addresses thus defined for the new
bits in the IP address that identify the subnet display in the Start Address and
subnet. These bits will be common to all End address fields.

addresses in the subnet.

5. If the subnet is correctly defined, click
the OK button to create the subnet.

6. Click the Apply button to write the new manual subnet to the server. When you click Apply,
OmniVista populates the new subnet with all switches that fall within its range and reorders the
Tree display accordingly.

Note: When you click the Update button, the list of all the manually created subnets in the
OmniVista will be refreshed and displayed.

Editing a Manual Subnet

1. Select the subnet in the list of manual subnets and click the Edit button. The Edit Manual
Subnet fields activate.

2. Edit the Name, Description, IP Address/N, or the Subnet Mask field as desired.

3. Click the OK button when your changes are complete. In the list of Manual Subnets, the
subnet that you edited is marked as a pending deletion and a new subnet that reflects your
changes is marked as a pending addition.

4. Click the Apply button to write the changes to the server. OmniVista deletes the previous
subnet and adds the new subnet that reflects your changes. The tree display is updated and
switches are reassigned to the subnets accordingly. If no appropriate manual subnet exists for a
switch, OmniVista will create an appropriate default subnet as described above.
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Deleting a Manual Subnet
1. Select the subnet in the list of Manual Subnets and click the Delete button.

2. Click the Apply button to write the change to the server. When you click Apply, OmniVista
deletes the subnet and the tree display is updated accordingly. If no appropriate manual subnet
exists for a switch, OmniVista will create an appropriate default subnet as described above.

Connecting to a Switch

You can connect to a switch by selecting it in the Tree. When the connection is established,
information about the switch displays, as shown below. Note that the information displayed is
different depending on the type of device (e.g., AOS device, OmniStack Device). .

To connect to a switch, select it in the Tree.

When the connection is established,
switch information displays.
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AOS Devices

When you connect to an AOS device, switch information is displayed in a series of tabs, as
shown below. These tabs can be used to view/configure the device.

AOS Devices
ioix]
Eile  Applications View Swilches Help
minEsE 2 aEax 33 (o) 10.255.13.185 |- =
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Sysiem
Namigs |SAH-H14E-B850-48 Description: 6.3.4.423 R0 Servica Release, June 22, 2009
Location: [SAX-KI4E Comtach: ‘Wi ns uclaedu
Up Time: 1 days 22 hours 20 minutes 58 seconds AMAR: .ﬂl:ll-'e' .v

Configuration

Rianmirig From: Working - CMM in Slat 1 Current State: Unzsved
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Save To Working: Lo From:
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Piimary CMM Free Slota Mumber of Resels | Board Temp (") Temp Range Termnp Theeshold (*C) | Danger Tamp Thieshald (")
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Update | Help

Device Configuration
You can navigate through the tabs listed below to view/configure AOS devices:

e General - General system information and specific chassis information. It also enables
you to start and stop the AMAP protocol and to save, load, copy, and synchronize switch
configuration files.

e Modules - Information about the hardware modules installed on the switch.

e Physical/Port - Information on all physical ports on the switch.

e Interfaces - Information on each physical interface in the switch.

« Statistics - RMON and Ethernet Interface statistics information.

e Link Agg - Information on any Link Aggregates configured on the switch. .Link
aggregation is a way of combining multiple physical links between two switches into one
logical link. information.

e Link Agg Ports - Information about the ports in Link Aggregation groups.

e LLDP 802.1ab - Information on LLDP 802.1ab MED Extension Inventory and Policies.

o System State - Information on the system state of the switch (e.g., up-time, memory
utilization).

e Spanning Tree - STP Instance, STP Ports, and MSTP information.
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General Tab (AOS Devices)

The General tab provides general system information and specific chassis information. It also
enables you to start and stop the AMAP protocol and to save, load, copy, and synchronize switch
configuration files, as explained in detail below. You can change user-defined parameters e.g.,
Name, Contact) by editing the field and clicking Apply to write the change to the switch. These
changes take effect immediately. You can also make configuration changes (e.g., Save to
Working, Synchronize CMMs), by selecting the applicable checkbox/drop-down menu item and
clicking Apply. Configuration changes may take up to two (2) minutes to complete. When the
operation is complete, the status (e.g., Current State) will automatically update.

Note: If necessary, click the Update button to poll the switch and update the configuration
status information.

The General Tab

P DmniVista 2500 - Application: Topology Window:0
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System
Mame SR 4E-R250.48

Link Agg | Link Agg Ports | LLDP B0Z.1ab | System State | Spanning Tree

Descriplion: 6.3.4.423 R0 Service Rileaso, June 12, 2009

Location: |SAH-KI4E Contack: ww ns.ucls edu
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|
Click Update to poll the switch and refresh
the screen with current information,

Click Apply to write changes to the server,

System Parameters
Syl ein
MName: Fial _MMS Description: 5.1.5432.R01 Development, May 03, 2007
Location: el Comact: Al ael-Lucen], hiiplaleatel ucenl cormdapaipitallamia

Up Time: 73 days 30 manudes 59 seconds AMAP: :MI!M': -

Name
A user-defined name for this switch.
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Description
A factory-defined description of the switch's software.

Location
A user-defined description of the switch's physical location.

Contact
A user-defined statement identifying the person or organization responsible for the switch.

Up Time
The period of time that has elapsed since the switch was last rebooted.

AMAP

Set this field to Active or Inactive to enable or disable the AMAP protocol on this switch. By
default, AMAP is enabled. AMAP is a proprietary protocol that learns the connections and links
between switches in the list of All Discovered Devices. This information is used to create a
graphical display of network links when a network region or subnet is viewed.

Saving and Loading Configuration Files

Comfiur ation
Runindng Frome: Workdng - Child in Slof 1 Curment Sabe: s avad
Cenlify State: Mead Caify SynchironiEaaon Sabe: Nol Applicable
Sava To Working Load From:
Copys Symchronize CEIMs;
Overview

The directory structure that stores AOS image and configuration files in flash memory is divided
into two parts:

e The certified directory contains files that have been certified by an authorized user as the
default configuration files for the switch. When the switch reboots, it will automatically
load its configuration files from the certified directory if the switch detects a difference
between the certified directory and the working directory. (Note that you can specifically
command a switch to load from either directory -- refer to the Load From Working and
Load From Certified commands described below.)

e The working directory contains files that may -- or may not -- have been altered from
those in the certified directory. The working directory is a holding place for new files to
be tested before committing the files to the certified directory. You can save
configuration changes to the working directory. You cannot save configuration changes
directly to the certified directory.

Note that the files in the certified directory and in the working directory may be different from
the running configuration of the switch, which is contained in RAM memory. The running
configuration is the current operating parameters of the switch, which are originally loaded from
the certified or working directory but may have been modified through CLI commands,
WebView commands, or OmniVista. Modifications made to the running configuration must be
saved to the working directory (or lost). The working directory can then be copied to the certified
directory if and when desired.
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Configuration Parameters

Running From

This read-only field displays the directory and CMM module from which configuration files
were originally loaded: either the working directory, the certified directory, or unknown. When
the configuration files were loaded from the working directory, you are allowed to save
configuration changes and the Save To Working checkbox is enabled. When the configuration
files were loaded from the certified directory, you are not allowed to save configuration changes
and the Save To Working checkbox is disabled.

Current State
This read-only field displays the current state of the CMM's running configuration: either saved,
unsaved, or uncertified.

saved. The running configuration is identical to the contents of the directory from which the
configuration files were originally loaded -- either the working directory or the certified
directory.

unsaved. The running configuration has been changed and is not identical to the contents of the
directory from which the configuration files were originally loaded.

uncertified. The working directory contains saved configuration changes that are not in the
certified directory. The working directory and the certified directory are different.

Certify State
This read-only field reports the certification state of the CMM's working directory; that is,
whether the working directory matches the certified directory.

Certified. The CMM's working directory is identical to its certified directory.
Need Certify. The CMM's working directory is not identical to its certified directory.
Unknown. The CMM's certification state is unknown.

Synchronization State
This read-only field reports whether the primary CMM module's working directory is identical to
the working directory on the other CMM module (if present).

Synchronized. The primary CMM module's working directory is identical to the working
directory on the other CMM module.

Need Synchronize. The primary CMM module's working directory is not identical to the
working directory on the other CMM module.

Not Applicable. Only one CMM module is installed.
Unknown. The synchronization state is unknown.

Save To Working

This checkbox can be enabled only when the CMM is running from (i.e., originally loaded from)
the working directory. It enables you to save the running configuration of the CMM to the
working directory. If you save the configuration to the working directory, the Current State
field, described above, will change to uncertified. Note that it may take up to 1 1/2 minutes for
the Current State field to update.
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Note: When you apply Save to Working on a device, you must allow 120 seconds of time to
elapse, before you apply the same again.

Load From Working

This checkbox enables you to reboot the primary CMM from the Working directory. Note that
any unsaved configuration changes will be lost: you can save configuration changes with the
Save To Working command before executing Load From Working.

When you select Load From Working and click Apply, the Load from Working window
displays. The Load from Working window is shown below. This window enables you to specify
whether you wish to reboot immediately (Reboot now), or reboot within 1 - 1000 minutes
(Reboot in x Minutes), or reboot at a specified date and time (Reboot at date time). Specify the
desired reboot time and then click the OK button.

The Load from Working window enables
you to schedule the reboot.

1|

& Reboot now

Rt in Elinubes

bt al

oK || cancel

Load From Certified

This checkbox enables you to reboot the primary CMM from the Certified directory. Note that
any unsaved configuration changes will be lost: you can save configuration changes with the
Save To Working command before executing Load From Certified.

When you select Load From Certified and click Apply, the Load from Certified window
displays. The Load from Certified window is shown below. This window enables you to specify
whether you wish to reload an entire switch (Reload Entire Switch), reboot immediately
(Reboot now), or reboot within 1 - 1000 minutes (Reboot in X Minutes), or reboot at a specified
date and time (Reboot at date time). Specify the desired reboot time and then click the OK
button.

The Load from Certified window
enables you to schedule the reboot.

* Load from Certified |
Rehoot Ertine Swilch?

2 Reboot now

Rehidl in 1 Blinubes

ok || cancel

Note: When you reboot the primary CMM from the certified directory, the switch will
automatically failover to the secondary CMM (in other words, the two CMMs will trade
primary and secondary roles). When you reboot the primary CMM from the working
directory, no failover occurs. When rebooting from the certified directory, you should
first synchronize the primary and secondary CMMs in order to ensure effective
redundancy prior to failover.

Rehoot at
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Copy Certified to Working or Working to Certified

Depending on your selection, enabling this checkbox and clicking Apply causes the contents of
the certified directory in the primary CMM to be copied to the working directory in the primary
CMM, or causes the contents of the working directory in the primary CMM to be copied to the
certified directory in the primary CMM.

Note: To prevent conflict between two long-running operations (such as, save to working, copy
to working, etc.) on the same switch, OmniVista locks the conflicting running operations for a
small duration of time.

Synchronize CMMs

Enabling this checkbox and clicking Apply causes the contents of the certified and the working
directories in the primary CMM to be copied to the secondary CMM. By synchronizing the two
CMM modules, the switch has effective redundancy any time a failover occurs. It is
recommended that you apply this function before reloading your primary CMM.

Chassis Information Parameters

Chassis iInformation Tabde |
Primary CMM | Frea Slods | Mumber of Resels | Board Tema (°C) Temp Range Temp Threshold (*C) | Danger Terma Threshald &0
WM i Slof 1 T 21 3T | uridsr Thneshobd T

Note: Not all fields display for all devices. If a field is not applicable to a device it is not
displayed.

Primary CMM
This field identifies the CMM that is currently functioning as the primary CMM.

Free Slots
The number of Network Interface front panel slots that are empty.

Power Left (Watts)
The amount of power still available on the chassis, in Watts.

Number of Resets
The number of times this switch has been reset since the last cold start.

Board Temp (Degrees Celsius)

The current reading of the board temperature sensor, in degrees Celsius, for this chassis. The
value in this field is compared to the Temp Threshold value (described below) for purposes of
determining if the Board Temp is over or under the threshold value. The result of this
comparison is displayed by the Temp Range parameter (described below).

CPU Temp (Degrees Celsius)
The current reading of the SPARC temperature sensor, in degrees Celsius, for this chassis.

Temp Range

This field displays the results of the comparison of the Board Temp value (described above) and
the Temp Threshold value (described below). This field also indicates if the Board Temp value
is over the Danger Temp Threshold value (described below). The value in this field can display
as:

unknown. The comparison value is unknown.
not Present. A value required for the comparison is not present.
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underThreshold. The Board Temp value is lower than the Temp Threshold value.

overFirstThreshold. The Board Temp value is higher than the Temp Threshold value but is
lower than the Danger Temp Threshold value.

overDangerThreshold. The Board Temp value is higher than the Danger Temp Threshold
value.

Temp Threshold (Degrees Celsius)
This threshold value, in degrees Celsius, is the temperature level at which -- when reached due to
either an ascending or descending temperature transition -- temperature notification is provided

to the user. When this threshold value is exceeded, traps and other operator notifications are
transmitted.

Danger Temp Threshold (Degrees Celsius)
The Danger Temperature Threshold is factory-configured at 80 degrees Celsius and cannot be

changed. If the chassis should exceed this temperature it will start shutting down Network
Interface modules.

Modules Tab (AOS Devices)

The Modules tab provides information on the hardware modules installed on the switch. Click
once in any column header to display the Down Arrow and sort table information in ascending
order. Click a second time to display the Up Arrow and sort in descending order. Each column is
described below.

The Modules Tab

& DmniVista 2500 - Application: Topology Window:D =10f x|
File Applications View Swilches Help
L = & dmdx 23 G 10.255.13.195 |w =
Disdce: SAX-K14E-GE50-48 [10.255.13.195)
General | Modules | Physical Port | inferfaces | Statistics | Link Agg | Link Agg Ports | LLDP BOZ.1ab | System State | Spanning Tree
Module Table: bs | | &[EH
Slot Mamng Dezcriplion HwRevizion SerialNurmber Mg Mame Fuhiarsic
N1 OE6E50- 480 43 10100 03 | 41782158 ALCATEL
CHM in Siot 1 OSE850-48L |CMM 193 [J17e2159 ALICATEL
PE-1 056850 Power Supply | |
GRIC-1-2 Infndon AG N AG 130147495 InEnEan A3
Chassis-1 [ 086250- 480 4310100 03 J1762150 ALCATEL
Ligthatie Hilp

|
Click Update to poll the switch and refresh
the screen with current information.
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Slot
The slot in which the module is installed.

Name
The name of the module

Type
The factory-defined physical type of the module.

Description
A description of the module.

HwRevision
The current revision level of the module hardware

SerialNumber
Serial number of the module.

Mfg Name
The name of the manufacturer.

FwVersion
The module's firmware version. All modules should use the same firmware version.

Physical Port Tab (AOS Devices)

The Physical/Port tab provides information on all physical ports on the switch. Click once in any

column header to display the Down Arrow and sort table information in ascending order. Click a

second time to display the Up Arrow and sort in descending order. Each field is described below.
The Physical Port Tab

@ Dennivista 2500 - Application: Topology Window:0 =101 %]

File Applications iew Swilches Help
nnEs @ e Rix 337 @[ waswaes [v) =

Device: SAX-H14E-6850-48 (10.255.13,195)
General | Modules | PhysicalPort | interfaces | Statistics | Link Agg | Link Agg Ports | LLDP 802 1ab | System State | Spanning Tree |

BOP Physical Port Status Table fans| 2] 0 [ & [ |

Slot Poit Midia Type | Mias Diseription Adrriin, Stalus Oper, Status

1] 1|ETHERMNET-CSMACD | |Mlcatel-Lucent 11 6.3.4. 423 RO |up |dowm =

1) 2|ETHERMET-CSMACD | |AlcatelLucent 172 6.3.4.433.R01 |up | o

1] ERNET-CSMAICD | |Aicate-Lucent 1/3 6.3.4.423.R01 Jug |down

1] ET-CEMATCD | [Micatel-Lucent 174 6.2.4 473 RO Jup |down

1 ERMNET-CEMACD | |McatelLucent 1/56.3.4 423 R01 | |dowm

1] ERMET-CSMAICD | |Blcatel-Lucent 1/6 6.3.4. 423 RO |up |dawm

1] RNET-CSMAICD | |Ricatel-Lucent 177 6.3.4.423 RO1 |up |dowm

1] ET-CEMATCD | |AIcater-Lutent 1/8 6.3.4 423 R01 |up |dowm

1) |Mcatik Lucent 109 6.3.4 423 RO1 |up | B

1 |McatelLucent 1110 6.3.4 423 R0 |up |dowm

1] |Alcatel-Lucent 1711 6.3.4 423 RO |up |dowm

1] |Aicatet-Lucent 1713 6.3.4.423.R01 |up |down

1] |MicateFLucent 1113 6.3.4. 423 R01 Jup |down

1] [Micatel-Lucent 1114 6.3.4 423 R0 Jup Jup

1 |Mcatel Lucent 115 §.3.4.403 RN L |dowm

1] |Blcatek-Lucent 1416 6.3 4. 423 RO1 |up |dawm L |

1] |Aicatet-Lutent 1717 6.3.4.423.R01 |up |down

1] | |micater-Lutent 1718 6.3.4 423 R01 |up |dowm

| ET-CSMACD | |McatilLucent 119 6.3.4. 423 R |up | o

1 ET-CEMATCD | |Mcatel Lucent 1/20 6.3 4 423 R0 |up |dowm

1] ERMNET-CESMALCT | |Alcatel-Lucent 1721 §.3.4.423 R0 |up |down

1] ERNET-CEMACD | |Aicatet-Lucent 1722 6.3.4.423.R01 Jup |down

1] ERNET-CSMAICD | |Ricatel-Lutent 1/23 6.3.4 423 RO1 Jup |down

i) ET-CEMACD | |McatilLucent 1/24 §.3.4. 423 R |up |dowm

1 |Mcatel Lucent 1425 6.3.4 423 R0 |up |up

1] |Mlcatel-Lucent 1426 6.3 4. 423 R01 |up |dawm

1 AlcateHLucent 1027 6.3 4. 423 R0 |up HOWn 1
-

[Alcalel] urent 17AF 1 4 423 RO lun [mam

[ paate || wop |
i

Click Update to poll the switch and refresh
the screen with current information.
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Slot/Port
The slot and port for which status is displayed.

MediaType
The physical type of the port.

Alias
The user-defined alias for the port.

Description
A description of the port.

Admin Status

The Administrative (Admin) status of the port: up or down. When the Admin status of a port is
enabled, the port can receive and transmit data as long as a cable is connected and no physical or
operational problems exist. When the Administrative Status of a port is disabled, the port will not
transmit or receive data even if a cable is connected and the physical connection is operational.
Note that physical or operational problems may cause a port to be nonfunctional even when its
Administrative Status is enabled.

OperStatus
The operational status of the port: portUp, portDown, or unknown.

The Interfaces Tab (AOS Devices)

The Interfaces tab provides information on each physical interface in the switch. Click once in
any column header to display the Down Arrow and sort table information in ascending order.
Click a second time to display the Up Arrow and sort in descending order. Each field is
described below.
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The Interfaces Tab

© Dmnivista 2500 - Application: Topology Window:D =10] x|
Fite Applications View Switches Help
mnEE (@ el 33 @ 10255.13.195 | =
Dvice: SAN-K14E-GB50-48 (10.255.13.195)

[ General | Motwles | Physical Port | iterfaces | Statistics | Link Agg | Link Agg Ports | LLDP B0Z.1ab | System State | Spanning Tree |
Interface Status Table E7s7 2 [&[E[E
Index | Aliag Dz cription Type |_MTU [ Speed | Physical Address | Admin. State Dper, Status | L
1 1001] (McatelLucent 111 634 423R01  |ETHERMET-CSMACD | 9216 0[O0 el bl Sbaa 84 |up | down 11 mlm.-'t':
| 1002 |AlcaterLucent 102 6.3.4.423R01  [ETHERNET-CSMATCD | 6216 000 €0 b1 80 aa 85 |up |down |1 miinu
| 1003] |AlcatebLucent 113 6.3 4 423R01 |ETHERMET-CSMAICD | 8216 0[0D &0 b1 80 aa 85 |up [down 1 mmn.q
| 1004 AlcatekLucent 144 §.3.4.423 R0 IETHERhET-CSMNCD | szl 0i00 &0 b1 9b &a 87 |up L diwm |1 n'.u'u.q
| 100% \McatebLucent 105 6.3.4. 42301 [ETHERMET-CEMACD | 1553 Dfo0 el b Gb aa 88 |up i |1 rmin
| 1006 \AlcatebLucent 106 6.3.4.433R01  [ETHERMET-CEMAICD | 1553 0f00 el b1 Sb aa 89 |up |down |1 min
| 1007] |AlcatetLucent 177 634 433R01 |[ETHERMET-CSMAICD | 1553 0/00 &0 b Sb aa8a |up |down [1 miinu
| 1008] |MlcatebLucent 118 634 433R01_ |ETHERMET-CSMA/CD | 1553 0[00 e b1 8b aa 8 |up |down [ i
| 1008 (MeatekLucent 119 6.3 4 423001 |ETHERMET-CSMAICD | 1553 0[O0 e0 bl 9baaBe |up i |1 rriinis
11010 \McatekLucent 1110 6.3 4 423.R01 [ETHERMET-CEMA/CD | 1553 0[O0 ed b Gbaadd |up dirwm |1 rrinug
| 1011] (McatebLucent 1111 6.3 4.423.R01 |[ETHERMET-CEMACD | 1563 0]00 20 b b aa fe |up |dowm |1 rminug
| 1013 |AlcaterLucent 112 6.3.4.423.R01 |ETHERNET-CSMATCD | 1553 0/00 el bl &b aa & |up |down |1 min

| 1013] |AlcatebLucent 1113 6.3.4. 423 R01_|ETHERMET-CEMAICD | 1553 0[O0 e0 b1 &b aa 30 [up [down L mmn.q- -
| 1014) AlcatekLucent 114 6.3 4423R01 lETHERI‘.ET-CSWCD | 1553. 100 Wibs | 00 @0 b1 Bbaa 3 |up up L rinug
1015 |MicatelLucent 1115 6.3 4 423R01_[ETHERMET-CEMACD | 1553 0[O0 el b1 S aa 92 |up i |1 rririug
| 10186 (Mlcatellucent 116 6.3 4 423 R01 |ETHERMET-CSMACD | 1553 0{00e0 bl Sbaa 93 |up diwm 11 rr\ulm.-'tI
| 1017] |AlcaterLucent 117 6.3.4.423.R01 [ETHERNET-CSMATCD | 1553 000 €0 b1 8b aa 34 |up down |1 minug
| 1018] |AlcatekLucent 118 6.3.4 423 R01 |ETHERMET-CEMAICD | 1553 0[0D &0 b1 80 aa 95 |up [down [1 minug
| 1019 dlcatekLucent 119 6.3 4423 R0 IETHERhET-CSMNCD | 1553I 0i00 &0 b1 9b &a 96 |up L diwm |1 rring
11020 (McatebLucent 1020 6.3 8.423.R01 [ETHERMET-CSMAICD | 1553 Df00 el b Gb aa 97 |up T |1 rrinig
| 1031] \AlcatebLucent 1021 6.3 8. 423.R01 [ETHERMET-CEMAICD | 1553 0f00 el b1 Sb aa 38 |up down |1 mint
| 1023 |AlcatetLucent 1722 6.3.4.433R01 |ETHERMET-CSMAICD | 1553 0/00 &0 b Sbaa 99 [up down [1 it
| 1023 |AlcatekLucent 1123 6.3 4 423.R01 [ETHERMET-CSMACD | 1553 0|00 &0 b1 9 &a %3 |up |l [1 rrinug
| 1024) (MeatekLucent 1424 6.3 4423001 |ETHERMET-CSMAICD | 1553 000 &0 b1 9b&a 90 |up L |1 pring
1025 (McatekLucent 1425 6.3 4423 R01 |ETHERMET-CESMACD | 1553 100Mbs|00 el bl Sbaadc |up up |2 rminwt
| 10286 (MlcatebLucent 1026 6.3 4.423.R01 |[ETHERMET-CEMACD | 1563 0]00 20 b Gbaadd |up diwm |1 rming
| 3 iglakl 37 2 E JET- A g s 1 T hd
| ¥
Help

Click Update to poll the switch and refresh
the screen with current information.

Index
A unique value that identifies this interface internally.

Description
A description of the interface that usually includes the name of the manufacturer, the name of the
product, and the version of the interface's hardware/software.

Type
A description of the type of the interface.

MTU
The size, in octets, of the largest packet that can be sent or received on the interface.

Speed

An estimate of the interface's current bandwidth. Speed is displayed in bits-per-second if less
than 1,000,000 bits-per-second. Speeds of 1,000,000 bits-per-second or greater are displayed in
terms of Mbs (megabits-per-second). If an interface does not vary in bandwidth, or if no accurate
estimation can be made, the nominal bandwidth is displayed in this field.

Physical Address

The physical address of the interface at its protocol sublayer. For 802.x interfaces, the physical
address is a MAC address. No physical address displays for interfaces in loopback mode nor for
serial interfaces.
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Admin. State

The administrative state of the interface: up, down, or testing. Admin state up indicates the
interface is administratively enabled to pass packets; down indicates the interface is
administratively disabled from passing packets; testing indicates the interface is in a test mode
and cannot pass operational packets. All interfaces are initialized with the admin state down.
After initialization, either in response to explicit management action or stored configuration data,
the admin state of an interface to changed to up or testing (or may remain down).

Oper. Status
The current operational status of the interface: up, down, testing, unknown, dormant,
notPresent, or lowerLayerDown.

e up. The interface is ready to transmit and receive packets.

o down. The interface is either administratively disabled or there is a fault that prevents it
from going to the up state.

e testing. The interface is in a test mode and cannot pass operational packets.

« dormant. The interface is waiting for external actions (such as a serial line waiting for an
incoming connection).

e notPresent. The interface has missing components (typically hardware components).

o lowerLayerDown. The interface is down due to the state of lower-layer interfaces.

If an interface's administrative state is down its operational status will also be down. When the
administrative state is changed to up, the interface's operational status will change to up if the
interface is ready to transmit and receive packets; or, the operational status will change to
dormant if the interface is waiting for external actions; or, the operational status will remain
down if there is a fault that prevents it going up; or, the operational status will remain

Last Change

The value of sysUpTime when the interfaces table (ifTable) was last changed because a new
entry was created or an existing entry was deleted. (The sysUpTime MIB variable reports the
time period that has elapsed since the switch was last initialized.) If the interfaces table was not
changed since the last reinitialization of OmniVista, no value will display in this field.

Out Queue
The length of the packet output queue, in packets.

RMON Statistics (AOS Devices)

The RMON Statistics tab, shown below, displays statistics for RMON (Remote Monitoring).
Click once in any column header to display the Down Arrow and sort table information in
ascending order. Click a second time to display the Up Arrow and sort in descending order. Each
field is described below.
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The RMOMN Statistics Tab

@ DmniVista 2500 - Application: Topology Window:0 =10] x|
File Apphications View Swilches Help
af =S| a BEgx B3R @ 10.255.13.195 |w =)
Device: SAX-K14E-6850-48 (10.255.13.195)
General | Modules | Physical Port | Interfaces | Statistics | Link Agg | Link Agg Ports | LLDP B0Z.1ab | System State | Spanning Tree
Statistic Tatles:
RMON | Ethernet IF
RMOM Statistics Table e |&EE
Siod | Port | Drop Events | Total Octets | Total Packels | Total Broadeast Pkis, | Total Mullicast Pkis, | CRC Align Ermors | Undersized Phis. | Crvers
1 1 F 429623 2766 58 3197 | i
5 H 1404821 0 54 6506 1 i
48 2. 55120869 226235 23224 17304 1 i
1 g
| Update Help
aw

Click Update to poll the switch and refresh
the screen with current information,

Slot and Port

The slot and port for which RMON statistics are displayed.

Drop Events

The total number of occasions that packets were dropped by the probe due to lack of resources.
Note that the value in this field is not necessarily the number of packets dropped; it is the number
of times this condition was detected.

Total Octets

The total number of octets received, including those in bad packets. The count includes FCS
(frame check sequence) octets but excludes framing bits. The value in this field can be used as a
reasonable estimate of 10 megabit Ethernet utilization. If greater precision is desired, the Total
Octets and Total Packets values should be sampled before and after a common interval. In the
following equation, the differences in the sampled values are Octets and Pkts, respectively, and
the number of seconds in the common interval is Interval. The result of this equation is the value
Utilization which is the percent utilization of the Ethernet segment on a scale of 0 to 100 percent.

Picts * (9.6 + 6. ) + [Octets * .
Urilization = : { ] i i B]

Intervel * 10,000

Total Packets
The total number of packets received, including bad packets, broadcast packets, and multicast
packets.
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Total Broadcast Pkts
The total number of good packets received that were directed to the broadcast address. Note that
this value does not include multicast packets.

Total Multicast Pkts
The total number of good packets received that were directed to a multicast address. Not that this
value does not include packets directed to the broadcast address.

CRC Align Errors

The total number of packets received with a length between 64 and 1518 octets, inclusive
(excluding framing bits but including FCS [frame check sequence] octets), which had either of
the following errors:

« abad frame check sequence with an integral number of octets, which is an FCS error, or
o abad frame check sequence with a non-integral number of octets, which is an alignment
error.

Undersized Pkts
The total number of packets received that were less than 64 octets in length, excluding framing
bits but including FCS (frame check sequence) octets, and were otherwise well formed.

Oversized Pkts
The total number of packets received that were longer than 1518 octets, excluding framing bits
but including FCS (frame check sequence) octets, and were otherwise well formed.

Fragments
The total number of packets received that were less than 64 octets in length (excluding framing
bits but including FCS [frame check sequence] octets), which had either of the following errors:

e abad frame check sequence with an integral number of octets, which is an FCS error, or
« abad frame check sequence with a non-integral number of octets, which is an alignment
error.

Note that it is entirely normal for the count in this field to increment, because it includes both
runt packets (which are a normal occurrence due to collisions) and noise hits.

Jabbers
The total number of packets received that were longer than 1518 octets (excluding framing bits
but including FCS [frame check sequence] octets), which had either of the following errors:

« abad frame check sequence with an integral number of octets, which is an FCS error, or
« abad frame check sequence with a non-integral number of octets, which is an alignment
error.

Note that this definition of jabber is different than the definition in IEEE-802.3 section 8.2.1.5
(10BASES5) and section 10.3.1.4 (L0BASE?2). These documents define jabber as the condition
where any packet exceeds 20 ms. The allowed range to detect jabber is between 20 ms and 150
ms.

91



OmniVista 3.5 Topology Help

Rx Collisions/Tx Collisions

The best estimate of the total number of Receive (Rx) and Transmit (Tx) collisions on this
Ethernet segment. The value returned depends on the location of the RMON probe. Section
8.2.1.3 (10BASE-5) and section 10.3.1.3 (10BASE-2) of IEEE standard 802.3 states that a
station, when in receive mode, must detect a collision if three or more stations are transmitting
simultaneously. A repeater port must detect a collision when two or more stations are
transmitting simultaneously. Thus, a probe placed on a repeater port could record more collisions
than would a probe connected to a station on the same segment.

Probe location plays a much smaller role when considering 10BASE-T. Section 14.2.1.4
(10BASE-T) of IEEE standard 802.3 defines a collision as the simultaneous presence of signals
on the DO and RD circuits (transmitting and receiving at the same time). A 10BASE-T station
can only detect collisions when it is transmitting. Thus, a probe placed on a station and a probe
placed on a repeater should report the same number of collisions.

Note that an RMON probe inside a repeater should ideally report collisions between the repeater
and one or more other hosts (per the IEEE 802.3k definition of transmit collisions) plus receiver
collisions observed on any coax segments to which the repeater is connected.

Pkts 64 Octets
The total number of packets received, including bad packets, that were 64 octets in length. The
count includes FCS (frame check sequence) octets but excludes framing bits.

Pkts 65-127 Octets

The total number of packets received, including bad packets, that were between 65 and 127
octets in length, inclusive. The count includes FCS (frame check sequence) octets but excludes
framing bits.

Pkts 128-255 Octets

The total number of packets received, including bad packets, that were between 128 and 255
octets in length, inclusive. The count includes FCS (frame check sequence) octets but excludes
framing bits.

Pkts 256-511 Octets

The total number of packets received, including bad packets, that were between 256 and 511
octets in length, inclusive. The count includes FCS (frame check sequence) octets but excludes
framing bits.

Pkts 512-1023 Octets

The total number of packets received, including bad packets, that were between 512 and 1023
octets in length, inclusive. The count includes FCS (frame check sequence) octets but excludes
framing bits.

Pkts 1024-1518 Octets

The total number of packets received, including bad packets, that were between 1024 and 1518
octets in length, inclusive. The count includes FCS (frame check sequence) octets but excludes
framing bits.
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Ethernet Interface Statistics (AOS Devices)

The Ethernet Interface tab lists statistics for each Ethernet interface in the switch. Click once in
any column header to display the Down Arrow and sort table information in ascending order.

Click a second time to display the Up Arrow and sort in descending order. Each field is

described below. Note that discontinuities can occur in statistics values upon re-initialization of

the system.

The Ethernet Interface Statistics Tab

@ Dminivista 2500 - Application: Topology Window:0

Eile  Applications View Switches Help
=S [a eE2x 337 % | 10.255.13.195 v

=10j =]

=

Disvice: SAK-H14E-6850-48 (10.255.13.195)

General | Modules | Pliysical Port | interfaces | Statistics | Link Agg | Link Agg Ports | LLDP BO2.1ab | System State | Spanning Tree |

Statistic Tables:
RMON | Ethernet IF |

Ethernet Interface Statistics Table a2 [&[FE[E

giot [ Part [ ndex | Type | Fe Octets | T Octets | ReUnicast Phis. | TeUnicast Pias. [ ReUF Digcards | TxF Discards
1001 [ETHERMET-CEMALD |
1003 [ETHERMET-CSMATED: |
1003 |ETHERNET-CSMACD
1004 | ETHERNET-CSMACD
1005 [ETHERMET-CSMACD |
1006 [ETHERMET-CEMALD |
1007 |ETHERMET-CSMATGD |
1008 |ETHERMET-CSMACD
1008 |ETHERMET-CSMATD:
18] 1010|ETHERMET-OSMACD |
11] 1011 |ETHERNET-CSMATCD |
| 1012[ETHERMET-CSMATD |
13| _1013|ETHERMET-CSMACD
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Click Update to poll the switch and refresh
the screen with current information.

Slot and Port
The slot and port of the interface.

Index
A unique value that identifies the interface internally.

Type
The type of the interface.

Rx Octets
The total number of octets received on the interface, including framing characters.

Tx Octets

The total number of octets transmitted out of the interface, including framing characters.
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Rx Unicast Pkts
The total number of unicast packets received on this interface and delivered to a higher layer.
This value does not include packets addressed to a multicast or broadcast address.

Tx Unicast Pkts

The total number of unicast packets that higher-level protocols requested be transmitted from
this interface, including packets that were discarded or not sent. This value does not include
packets addressed to a multicast or broadcast address at this sublayer.

Rx I/F Discards

The number of received packets that were discarded even though no errors were detected in the
packets that would have prevented them from being delivered to a higher-layer protocol. One
possible reason for discarding such packets would be the need to free buffer space.

Tx I/F Discards

The number of outbound packets that were discarded even though no errors were detected in the
packets that would have prevented them from being transmitted. One possible reason for
discarding such packets would be the need to free buffer space.

Rx I/F Errors
The number of received packets that contained errors preventing them from being delivered to a
higher-layer protocol.

Tx I/F Errors
The number of outbound packets that could not be transmitted because of errors.

Unknowns
The number of received packets that were discarded because of an unknown or unsupported
protocol.

Link Agg Tab (AOS Devices)

Link aggregation is a way of combining multiple physical links between two switches into one
logical link. The aggregate group operates within Spanning Tree as one virtual port and can
provide more bandwidth than a single link. It also provides redundancy. If one physical link in
the aggregate group goes down, link integrity is maintained.

There are two types of aggregate groups: static and dynamic. Static aggregate groups are
manually configured on the switch with static links. Dynamic groups are set up on the switch but
they aggregate links as necessary according to the Link Aggregation Control Protocol (LACP).
OmniVista's Link Agg tab provides information about each link aggregation group defined on
the switch. Each field in the tab is described below.
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The Link Agg Tab

& Dmnivista 2500 - Application: Topology Window0 =10] x|
File  Applications View Swilches Heip
mnEs [a 2= (T3 W 10.255.13.195 | w 5
Disvdce: SAX-K14E-GRB50-48 [10.255.13,195)
General | Modwles | Physical Port | Wlerfaces | Statistics | Link Agg | Link AggPosts | LLDP B0Z.1ab | System Stale | Spasning Tree
Link Agp Table pa[ 3| |G&[EIHE
Murmber | Sizg | Mame | DEscriplion LACP Type | Admin State | Oper, Stale | Selecled Ports | ABached F
‘_ {_ _l_lmr\-lthanra Bpgregale Mumbier 1 raf 40000001 s';_e«h _!-i'.|:L'I'I' _E.'E:l'? _do’am | U_
2| 2 |Dynamic Aggregate Nursber 2 ref 40000007 sae 2 |lsep0n |enahle | down | of
5 ol |Qrmnichannel Aggregate Numbes S ref 40000005 e 4 [lacpCrm | Enalile T | o
14 ¥
Update || Help
= f

Click Update to poll the switch and refresh
the screen with current information.

Number

A reference number assigned when the link aggregation group was created. This is a unique
integer in the range of:

Size

0 - 127 on OmniSwitch 9000E Switches

0 - 31 on OmniSwitch 6800/6850/7000/9000 Switches
0 - 29 on OmniSwitch 6624 and 6648 Switches

0 - 15 on OmniSwitch 8800 Switches.

The maximum number of links that may belong to this link aggregation group.

Name

2, 4, or 8, on OmniSwitch 6800/6850/9000/9000E switches.

2, 4, 8, or 16 on OmniSwitch 7700/7800/8800 Switches

2, 4, or 8 on individual OmniSwitch 6600 Switches

2, 4, 8, or 16 on stacks consisting of two to eight OmniSwitch 6600 Switches.

The name of the link aggregation group. This is an alphanumeric string up to 255 characters

long.
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Description
The standard MIB name for this link aggregate group.

LACP Type

The type of this link aggregation group. lacpOff means the group is static. lacpOn means the
group is dynamic and is using the LACP protocol. (LACP is the Link Aggregation Control
Protocol.)

Admin State

The administrative state of this link aggregation group: either enable (the group is active and is
able to aggregate links) or disable (the group is inactive). The group's administrative state is
configured by the network administrator.

Oper State

The current operational state of this link aggregation group: either up (the group is operational)
or down (the group is not operational). This field may also display logicPortCreatFailed or
gReservationFailed.

Selected Ports
The number of ports that could possibly attach to this link aggregation group at the moment.

Attached Ports
The number of ports actually attached to this link aggregation group at the moment.

Primary Port

The slot/port number of the primary port in the link aggregation group used to send BPDUs and
flooding frames. The switch uses the first port to join the group as the primary port. If the first
port to join the group is no longer part of the group, the switch automatically assigns another port
in the group to be the primary port.

MAC Address
The MAC address assigned to this link aggregation group.

Actor System ID
The MAC address for the local port associated with a dynamic link aggregation group, which is
used as a unique identifier for the system that contains this link aggregation group.

Actor System Priority

A value from 0 - 65535 that indicates the priority value associated with the Actor System ID.
This defines the priority of the switch's dynamic aggregate group in relation to other aggregate
groups

Actor Admin Key
The administrative key value configured for the dynamic aggregate group. Possible values are 0 -
65535.

Actor Oper Key
The current operational value of the key for the dynamic link aggregation group.

Partner System ID

The MAC address of the remote aggregate group to which this aggregate group is attached. A
value of zero indicates that there is no known partner. If the group is manually configured, the
value in this field is assigned by the local system.
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Partner System Priority

The priority of the remote system to which the aggregation group is attached. Possible values are
0 - 65535. If the group is manually configured, the value in this field is assigned by the local
system.

Partner Admin Key
The administrative key for the aggregation group's remote partner. Possible values are 0 - 65535.

If the group is manually configured, the value in this field is assigned by the local system. The
administrative key may differ from the operational key.

Partner Oper Key

The operational key of the remote system to which the aggregation group is attached. If the
group is manually configured, the value in this field is assigned by the local system.

Link Agg Ports Tab (AOS Devices)

The Link Agg Ports tab provides information about the ports in link aggregation groups. Each
field is described below.

The Link Agg Ports Tab

2 Dminivista 2500 - Application: Topology Window0 =10] x|
File Applications View Switches Help
I nES a obax 337 10.255.13.195 |+ F=
Disvice: SAX-K14E-6850-48 (10.255.13.195)
General | Modules | Physical Port | Inferfaces | Statistics | Link Agg | Link Agg Ports  LLDP BOZ.1ab | System State | Spanning Tree
Link Agg Ports Table & [T
SlotPart | Aggregate 1D | Adrmin Stale | Oper Stabe | Porl Stade | Link Stale | Primary | Aclor System d | Actor Sysbarm Priosly | Actor Adrmin Kay | Act
4 3
Lipdaie Help

|
Click Update to poll the switch and refresh
the screen with current information.

Slot/Port
The slot and port number of a port in the link aggregation group.

Aggregate ID
The ID of the static aggregate group to which the port is attached. This field does not apply to
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dynamic aggregate groups. The Aggregate ID can be any value from -1 to 31. The -1 value
displays when this field is not significant.

Note: OmniSwitch 9000E Series Switches can support up to 128 link aggregations. The
Aggregate ID can range from 0 to 127.

Admin State

The administrative state of this port: either enable (the port is ready to pass packets) or disable
(the port is administratively disabled). The port's administrative state is configured by the
network administrator.

Oper State

The operational status of the port: either up (the port is passing traffic), down (the port is unable
to pass traffic) notAttached (the port is not attached to the aggregate group), or notAggregable
(the port cannot be aggregated, perhaps because the key is not set or is incorrect).

Port State

The current aggregation status of the port. When a port is attached to a group, attached will
display in this field. Other possible port states are created, configurable, configured, selected,
and reserved.

Link State
The operational status of the link: up or down.

Primary
This field displays yes if the port is the primary port in the aggregate group and displays no if it
is not. This field may also display notSignificant.

Actor System ID
The System ID (i.e., the MAC address) of the system that contains this port.

Actor System Priority
A value from 0 - 255 that defines the priority value associated with the Actor's System ID.

Actor Admin Key
The actor administrative key value for this port.

Actor Oper Key
The current operational value of the actor key.

Partner Admin System ID

The administrative MAC address associated with the remote partner's system ID. This value is
used along with Partner Admin System Priority, Partner Admin Key, Partner Admin Port, and
Partner Admin Port Priority to manually configure aggregation.

Partner Oper System Priority
The operational priority of the remote system to which this port is attached.

Partner Admin Key

The administrative value of the key for the remote partner. This value is used along with Partner
Admin System Priority, Partner Admin System ID, Partner Admin Port, and Partner Admin Port
Priority to manually configure aggregation.
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Partner Oper Key
The current operational value of the key for the protocol partner.

Selected Agg ID

The Aggregator ID associated with the dynamic aggregate group to which the port is attached.
Zero indicates that this port has not selected an aggregate group, either because it is in the
process of detaching from a group or because there is no suitable group available for it to select.

Attach Agg ID
The Aggregator ID associated with the dynamic aggregate group to which the port is attached.
Zero indicates that this port is not currently attached to a group.

Actor Port
The port number locally assigned to this port. The port number is communicated in Link
Aggregation Control Protocol Data Units (LACPDUSs) as the Actor_Port (a read-only value).

Actor Port Priority
The actor priority value assigned to the port. The actor priority value can range from 0 - 255.

Partner Admin Port

The administrative value of the port number for the protocol partner. This value is used along
with Partner Admin System Priority, Partner Admin System 1D, Partner Admin Key, and Partner
Admin Port Priority to manually configure aggregation.

Partner Oper Port
The operational port number assigned to the port by the port's protocol partner.

Partner Admin Port Priority

The administrative port priority of the protocol partner. This value is used along with Partner
Admin System Priority, Partner Admin System ID, Partner Admin Key, and Partner Admin Port
to manually configure aggregation.

Partner Oper Port Priority
The priority value assigned to this port by the partner.

Actor Admin State

The administrative state of the port. The Actor Admin State is a string of eight bits that
correspond to the administrative values of Actor_State, as transmitted by the Actor in Link
Aggregation Control Protocol Data Units (LACPDUS). The bits of Actor Admin State are as
follows:

The first bit corresponds to bit O of Actor_State, which is Activity. When this bit is set, the
dynamic aggregate group is able to exchange LACPDU frames.

The second bit corresponds to bit 1 of Actor_State, which is Timeout. When this bit is set, a
short timeout is used for LACPDU frames. When this bit is disabled, a long timeout is used for
LACPDU frames.

The third bit corresponds to bit 2 of Actor_State, which is Aggregation. When this bit is set, the
system considers this port to be a potential candidate for aggregation. If this bit is not enabled,
the system considers the port to be individual (it can only operate as a single link).

The fourth bit corresponds to bit 3 of Actor_State, which is Synchronization. The system always
determines the value of this bit. When bit 3 is set by the system, the port is allocated to the
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correct dynamic aggregation group. If this bit is not set by the system, the port is not allocated to
the correct dynamic aggregation group.

The fifth bit corresponds to bit 4 of Actor_State, which is Collecting. The system always
determines the value of this bit. When bit 4 is set by the system, incoming LACPDU frames are
collected from the individual ports that make up the dynamic aggregate group.

The sixth bit corresponds to bit 5 of Actor_State, which is Distributing. The system always
determines the value of this bit. When bit 5 is set by the system, distributing outgoing frames on
the port is disabled.

The seventh bit corresponds to bit 6 of Actor_State, which is Defaulted. The system always
determines the value of this bit. When bit 6 is set by the system, it indicates that the actor is using
defaulted partner information administratively configured for the partner.

The eighth bit corresponds to bit 7 of Actor_State, which is Expired. The system always
determines the value of this bit. When bit 7 is set by the system, the actor cannot receive
LACPDU frames.

Actor Oper State

The operational state of the port. The Actor Oper State is a string of eight bits that correspond to
the operational values of Actor_State, as transmitted by the Actor in Link Aggregation Control
Protocol Data Units (LACPDUSs). The bits are allocated as described for Actor Admin State
(see above).

Partner Admin State
The administrative state of the partner's port. The Partner Admin State is a string of eight bits
that correspond to the administrative value of Actor_State for the protocol Partner.

The first bit corresponds to bit 0 of Actor_State for the Partner, which is Activity. When this bit
is set, the dynamic aggregate group is able to exchange LACPDU frames.

The second bit corresponds to bit 1 of Actor_State for the Partner, which is Timeout. When this
bit is set, a short timeout is used for LACPDU frames. When this bit is disabled, a long timeout
is used for LACPDU frames.

The third bit corresponds to bit 2 of Actor_State for the Partner, which is Aggregation. When this
bit is set, the system considers this port to be a potential candidate for aggregation. If this bit is
not enabled, the system considers the port to be individual (it can only operate as a single link).

The fourth bit corresponds to bit 3 of Actor_State for the Partner, which is Synchronization.
When this bit is set, the port is allocated to the correct dynamic aggregation group. If this bit is
not enabled, the port is not allocated to the correct aggregation group.

The fifth bit corresponds to bit 4 of Actor_State for the Partner, which is Collecting. The system
always determines the value of this bit. When bit 4 is set by the system, incoming LACPDU
frames are collected from the individual ports that make up the dynamic aggregate group.

The sixth bit corresponds to bit 5 of Actor_State for the Partner, which is Distributing. The
system always determines the value of this bit. When bit 5 is set by the system, distributing
outgoing frames on the port is disabled.
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The seventh bit corresponds to bit 6 of Actor_State for the Partner, which is Defaulted. The
system always determines the value of this bit. When bit 6 is set by the system, it indicates that
the partner is using defaulted actor information administratively configured for the actor.

The eighth bit corresponds to bit 7 of Actor_State for the Partner, which is Expired. The system
always determines the value of this bit. When bit 7 is set by the system, the partner cannot
receive LACPDU frames.

Partner Oper State

The current operational state of the partner's port. The Partner Oper State is a string of eight bits
that correspond to the current values of Actor_State in the most recently received Link
Aggregation Control Protocol Data Unit (LACPDU) transmitted by the protocol Partner. The bits
are allocated as described for Partner Admin State (see above).

LLDP 802.1ab End Station Inventory (AOS Devices)

The LLDP 802.1ab End Station Inventory tab displays MED extension information for end
stations. This tab is only displayed for devices supporting LLDP 802.1ab MED Extensions
(currently AOS devices running 6.3.4, 6.4.2 and higher). Click once in any column header to
display the Down Arrow and sort table information in ascending order. Click a second time to
display the Up Arrow and sort in descending order. Each field is described below.

The LLDP 802.1ab Tab - Inventory
@B Dmnivista 2500 - Application: Topology  Window:0 =100 x|

Eile Apphcations View Swilches Help

=] & 2 dEzx 33 ) 10.255.13.185 | =

Device: SAXN-K14E-6850-48 (10.255.13.195)

[ General = Modules | Physical Port | ilerfaces | Statistics | Link Agg | Link Agg Ports | LLDP B0Z.1ab | System State | Spanding Tree
LLDP 802, 1ab MED Information
End Station Imaemtory | End Station Policies

MED Imventory Table o[ BT [&[EEE
Local Pord | Remole Porl | Hardware Bey, | Firmwane Bev. | Sofwand Rey, | Sedal Nurm. | Mg Name | Model Namé | assat 1D

Update Hitlp

Click Update to poll the switch and refresh
the screen with current information.

Local Port
The local port (Port MAC).

Remote Port
The remote port ID (Port MAC).

101



OmniVista 3.5 Topology Help

Hardware Rev
The hardware revision of the endpoint.

Firmware Rev
The firmware revision of the endpoint.

Software Rev
The software revision of the endpoint.

Serial Num
The serial number of the endpoint.

Mfg Name
The manufacturer name of the endpoint.

Model Name
The endpoint model name.

Asset ID
The endpoint asset ID.

LLDP 802.1ab End Station Policies (AOS Devices)

The LLDP 802.1ab End Station Inventory tab displays MED extension information for end
station policies. This tab is only displayed for devices supporting LLDP 802.1ab MED
Extensions (currently AOS devices running 6.3.4, 6.4.2 and higher). Click once in any column
header to display the Down Arrow and sort table information in ascending order. Click a second
time to display the Up Arrow and sort in descending order. Each field is described below.

The LLDP 802.1ab Tab - Policies

@ DminiVista 2500 - Application: Topology Window:0

File Applications View Swilches Help

monEE & a BwRx 2R W 10.255.13.195 | =

=lojx

2

Device: SAX-K14E-6850-48 (10.255.13.195)

General | Modules | Pliysical Port | iterfaces | Statistics | Link Agg | Link AggPorts | LLDP BOZ.1ab | System State | Spanning Tree

LLOP 802, 1ab MED Information
End Station Imventory | End Station Policies

MED Policy Talie |
Local Port | Remole Port | Policy App. Type | VLAN ID | Priority | Dscp. | Unknown | Tagoed

update || Hewp |

Click Update to poll the switch and refresh
the screen with current information.

[&IFE[E
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Local Port
The local slot/port number.

Remote Port
The remote slot/port number.

Policy App Type
The Application type of the peer entity:

Voice

Voice Signaling
Guest Voice

Guest Voice Signaling
Softphone Voice
Video Conferencing
Streaming Video
Video Signaling.

VLAN ID

The VLAN identifier (VID) for the port.

Priority

They Layer 2 priority to be used for the specified application type.

Dscp
DSCP value used to provide Diffserv node behavior for the specified application type.

Unknown
Whether the network policy for the specified application type is currently "Defined" or
"Unknown",

Tagged
Whether the specified application type is using a "Tagged" or an "Untagged” VLAN.

System State Tab (AOS Devices)

The System State tab, shown below, displays parameters that report the system state of the
switch. Each field is described below.
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The System State Tab

& Dmnivista 2500 - Application: Topology Window:0 =10 =l
Fite Applications View Switches Help
nmnEsE @& s x R (W 10.255.13.195 | = =
Device: SAX-K14E-G850-48 (10.255.13.195)
| General | Modwles | Physical Port | Wferfaces | Statistics | Link Agg | Link Agg Ports | LLOP BO2.1ab | System State | Spanning Tree |
System State Information
Systemn Up Time: 1 hours 55 minutes 34 seconds
CMM Used Mernory: 5%
CMM CPU Utilization (5 seconds): 10%%
CMM CPU Utilization (60 secomds): 1%
Temperature: 08, hetween 0 and 60 *C
Chassis Termperature: 42 °C
Power Supply 1 State: UP
: Ut Help
= !

|
Click Update fo poll the switch and refresh
the screen with current information,

System Up Time
The time period that has elapsed since the switch was last initialized. (Each tick is .01 second.)

CMM Used Memory
The average device-level memory utilization, expressed as a percent, in the primary (active)
CMM module over the latest sampling period.

CMM CPU Utilization (5 seconds)
The average device-level CPU utilization, expressed as a percent, in the primary (active) CMM
module over the latest sampling period (every five seconds).

CMM CPU Utilization (60 seconds)
The average device-level CPU utilization, expressed as a percent, in the primary (active) CMM
module over the last 60 seconds.

Temperature
This field indicates whether the chassis temperature is within the acceptable temperature range
for the switch.

Chassis Temperature
The actual average temperature of the switch chassis, in degrees Celsius, over the latest sampling
period.

Power Supply x State
One instance of this parameter displays for each power supply that is present in the switch (for
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example, Power Supply 1 State, Power Supply 2 State, etc). If the maximum of four power
supplies is present, four instances of this parameter will display. The power supply state is
reported as up (the power supply is functional) or down (the power supply is not functional).

Spanning Tree Instance Tab (AOS Devices)

The Spanning Tree Instance tab displays basic Spanning Tree information. The Spanning Tree
Algorithm and Protocol (STP) is a self-configuring algorithm that maintains a loop-free topology
while providing data path redundancy and network scalability. The Alcatel-Lucent STP
implementation distributes the Spanning Tree load between the primary management module
and the network interface modules. In the case of a stack of switches, the STP load is distributed
between the primary management switch and other switches in the stack. This functionality
improves network robustness by providing a Spanning Tree that continues to respond to BPDUs
and port link up and down states in the event of a fail over to a backup management module or
switch.

The Spanning Tree Instance Tab

£ Dmnivista 2500 - Application: Topology Windaw:0 =10] x|

File Applications View Switches Help

nfu=ist g w33 @ 10.255.13.195 | = =

Dsdce: SAX-K14E-6850-48 (10.255.13.195)

General | Modules | Plisical Port | iMerfaces | Statistics | Link Agg | Link Agg Ports | LLODP BO2.1al | System State | Spanning Tree
Instance | Porls | MSTP

Type: OS6ES0-45L STP Mode: 1X1(One STP Per VLAMN)
Mame: SAN-KI4E-6850-45  Base MAC Address: 00elb]:0baad)

Root for Active STP Ins#(VLAN 1D):

IF Address:

|1.:I.t.1. 10.255.13.195, 192.168.125.168, 192.1468.200.168, 192 168.50 162

Spanning Tree instance information |

Mode |Instance Protocol  |Priority Bridge 1D Time Total Root ID Path| Root | Mext |Network
Since | Topology Port Best | Maximum | |
Last Cogi | Number | Koot Age
Topology | Changes Port
Change MNumber
121(C0ne |1 RSTR(E02.1W) |32768  |3000-00e0b]:9baakd |0 ticks |0 £000-00e001:0baa82 |0 [0 0 0
STP geconds
Per
VLAN)
1X1(One (3 RETP(E02.1W) |33768  [3000-00e0b]:9baagd |1 hours |1 0-00d005:e07508 38 148 a 20
STP 5% seconds
Per manules
VLAN) 10 =
1] r
Update Help
| :
Click Update to poll the switch and refresh
the screen with current information.
Type
The switch model type (e.g., 0S6850-24).
Name

The user-defined name for the switch.

Root for Active STP Instance (VLAN ID)
The VLAN ID associated with the VLAN Spanning Tree instance.
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STP Mode
The Spanning Tree operating mode for the switch:

e 802.1D - (1x1 or Flat)
e 802.1W - RSTP (1x1 or Flat)
e 802.1Q - MSTP.

Base MAC Address
The MAC address of the switch.

IP Address
The IP address of the switch.

Spanning Tree Instance Information
Mode
The Spanning Tree operating mode for the switch (1x1 or flat).

Instance
The STP Instance number.

Protocol
The Spanning Tree protocol applied to this instance (STP or RSTP).

Priority
The Spanning Tree bridge priority for the instance. The lower the number, the higher the priority.

Bridge ID
The Bridge MAC address.

Time Since Last Topology Change
The amount of time since the last topology change was detected by this Spanning Tree instance.

Total Topology Changes
The number of topology changes detected by this Spanning Tree instance since the management
entity was last reset or initialized.

Root ID
The bridge identifier for the root of the Spanning Tree for this instance.

Root Path Cost
The cost of the path to the root for this Spanning Tree instance.

Root Port Number
The port that offers the lowest cost path from this bridge to the root bridge for this Spanning Tree
instance.

Next Best Root Port Number
The port that offers the lowest cost path (after the Root Port) from this bridge to the root bridge
for this Spanning Tree instance.

Network Maximum Age
The amount of time (in seconds) that Spanning Tree Protocol information is retained before it is
discarded.
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Network Hello Time
The amount of time (in seconds) between the transmission of Configuration BPDUs on any port
that is the Spanning Tree root or is attempting to become the Spanning Tree root.

Network Hold Time
The network hold time, in ticks.

Network Forward Delay

The amount of time (in seconds) that a port will remain in the Listening state and then the
Learning state until it reaches the forwarding state. This is also the amount of time used to age
out all dynamic entries in the Forwarding Database when a topology change occurs.

Maximum Age
The Max Age value for the root bridge.

Hello Time
The Hello Time value for the root bridge.

Forward Delay
The Forward Delay value for the root bridge.

Spanning Tree Ports Tab (AOS Devices)

The Spanning Tree Ports tab displays Spanning Tree Ports information. The Spanning Tree
Algorithm and Protocol (STP) is a self-configuring algorithm that maintains a loop-free topology
while providing data path redundancy and network scalability. The Alcatel-Lucent STP
implementation distributes the Spanning Tree load between the primary management module
and the network interface modules. In the case of a stack of switches, the STP load is distributed
between the primary management switch and other switches in the stack. This functionality
improves network robustness by providing a Spanning Tree that continues to respond to BPDUs
and port link up and down states in the event of a fail over to a backup management module or
switch.
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The Spanning Tree Ports Tab

8 Dmnivista 2500 - Application: Topology Windaw:0 =10] x|
File Applications View Swilches Help
=S a e 337 % 10.255.13.195 |+ 5

Device: SAXK14E-6850.48 (10.255.13.195)
[ General | Modwes | Physical Port | iterfaces | Statistics | Link Agg | Link Agg Ports | LLDP B02.1ab | System State | Spanaing Tree

Instance | Ports | MSIP

Forward §TP Ports:
Ins#(VLAN ID) Port Priority Fath Cost Designated Bridge 1D Designated Root Bridge ID Port Role
3 148 T 1o S000-00e0b 1 2465046 100355, 155 roat
50 1725 7 19 B000-008095:£854 £0 2000-004095:FE54£0 rook
125 1/14 7 19 B000-00edb1 6007 E000-004095:FE54£0 rook
Mo Blocked STP Ports

Update Help
*r

Click Update to poll the switch and refresh
the screen with current information.

Inst (VLAN ID)
The STP Instance number (VLAN ID).

Port

The slot/port number (e.g. 1/1) or Link Aggregate ID Number (e.g., LAG 25). OmniSwitch
6800/6850/7000/9000 Switches can support up to 32 Link Aggregates. OmniSwitch 9000E
Switches can support up to 128 Link Aggregates.

Priority

The Spanning Tree priority for the port. The lower the number, the higher the priority.

Path Cost

The contribution of this port to the path cost towards the Spanning Tree root bridge that includes

this port. Path cost is a measure of the distance of the listed port from the root bridge in the
number of hops.

Designated Bridge ID
The bridge identifier for the designated bridge for this port’s segment.

Designated Root Bridge ID
The bridge identifier for the root of the Spanning Tree for this port.
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Port Role

The role of the port for this Spanning Tree instance. Possible port roles are: root, designated,
alternate, and backup.

Spanning Tree MSTP Tab (AOS Devices)

The Spanning Tree MSTP tab displays Multiple Spanning Tree (MSTP) region information. The
Spanning Tree Algorithm and Protocol (STP) is a self-configuring algorithm that maintains a
loop-free topology while providing data path redundancy and network scalability. The Alcatel-
Lucent STP implementation distributes the Spanning Tree load between the primary
management module and the network interface modules. In the case of a stack of switches, the
STP load is distributed between the primary management switch and other switches in the stack.
This functionality improves network robustness by providing a Spanning Tree that continues to
respond to BPDUs and port link up and down states in the event of a fail over to a backup
management module or switch.

Note: MSTP is only supported on AOS 6.1.2 and later devices. If MSTP is not configured
on a device, the tab will be grayed out.

The Spanning Tree MSTP Tab

=1oj =
File Applications View Swilches Help
nEE g eEmx 33 L) 10.255.13.195 | = P
Desice: SAX-K14E-6850-48 (10.255.13.195)
| General | Modules | Prysical Port | Iterfaces | Statistics | Link Agg | Link Agg Ports | LLDP BO2.1ab | System State | Spanning Tree
listance Parts | MSTP |
MSTP Region information
Number | Config Format Config Digest | Mame | Revision Level | MST List | CIST Instance | Max Hops
1 |o 60 664204 49 18 c6 0d 68 56 94 3 54 58 b 14 | 0 o 20

MSTP Instance information

Nurnber Name VLAN List
0 w11-713199, w13203-¥13209, ¥13301-w14094
2 +13200-w13202
3 w3300
Upilate Help

|
Click Update to poll the switch and refresh
the screen with current information.

Number

This number identifies an association between a range of VLANSs and a single Spanning Tree
instance. In addition, it is possible to assign an optional name to the MST] for further
identification.

Config Format
The MSTP configuration format
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Config Digest
An MST region identifier consisting of a 16 octet hex value (as per the IEEE 802.1Q 2005
standard) that represents all defined MSTIs and their associated VLAN ranges.

Name

Defines the name for a Multiple Spanning Tree (MST) region. One of three attributes (name,
revision level, and a VLAN to MST instance association table) that defines an MST region as
required by the IEEE 802.1Q 2005 standard. Switches that share the same attribute values are all
considered part of the same MST region.

Revision Level
A numeric value (0-65535) that identifies the MST region revision level for the switch.

CIST Instance

The number of the CIST instance, which is currently zero as there is only one region per switch.
Therefore, only one CIST exists per switch Note that this instance is also known as the flat mode
instance and is known as bridge 1 when using STP or RSTP.

Max Hops
The number of maximum hops authorized for region information.

Number

This number identifies an association between a range of VLANSs and a single Spanning Tree
instance. In addition, it is possible to assign an optional name to the MST] for further
identification.

Name
An alphanumeric value that identifies the MSTI.

VLAN List
The range of VLAN IDs that are associated with this MSTI.

XOS Devices

When you connect to an XOS device, switch information is displayed in a series of tabs, as
shown below. These tabs can be used to view/configure the device.

X0S Devices
Device: OSR.Sslot (10.255.11.107)
| General | Modules | System State | Emviroamen W | Physical Port | Vitual Port | intorfaces | Statistics | Spanning Tree |
System
Marme: (OSRS-Sial Description: Aleajel Omni SwitchiRouie
Location: |NMS_Labaratony_nos_fests Comact; Bl Watke
Up Time: 126 days 1 hours 3 i o ] | KMAP; -ll:mm -
Chassis Infor matkon
Chassis kientification: Aicale Bage MAC Address: QD405 4cTIT0
Chassis Type:  dframis Dup MAC Addresses Allowed: 0
Chap MAC Aging TimariSeconds); |0 Humber Physical Changas: 2
Numnber Logscal Changes: | Mumber of Resats: 23
Nismber Free Shats: 1 Soned Monfloring: O =
Description: |OSR 5-5la]
[ Update || wew
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Device Configuration
You can navigate through the tabs listed below to view/configure XOS devices:

e General - General system information and specific chassis information. It also enables
you to start and stop the XMAP protocol and to save, load, copy, and synchronize switch
configuration files.

e Modules - Information about the hardware modules installed on the switch.

e System State - Information on the system state of the switch (e.g., up-time, memory
utilization).

e Environment - Information on chassis power supplies, as well as chassis temperature
and flash memory

e Physical/Port - Information on all physical ports on the switch.

e Virtual Port - Information for all virtual ports on the switch

o Interfaces - Information on each physical interface in the switch.

o Statistics - RMON, Ethernet, CSM, ATM Cell, Physical Port, and Virtual Port statistics.

e Spanning Tree - STP Instance, STP Ports, and MSTP information.

General Tab (XOS Devices)

The General tab for XOS devices provides general system information and chassis information,
as explained in detail below. It also enables you to start and stop the XMAP protocol. To change
any parameter, edit the field as desired and then click Apply to write the change to the switch.
All changes take effect immediately.

The General Tab

Derace: OFER-Sslof (10.255.11.197)

| General | Modubes | System State | Ervircnment | Physical Port | Vit Port | Intorfaces | Statistics | Spanming Tree |
Systom
Name: (0SRESIE1 Description: Alcatel Omni SwithiR ouler
Location: \MME_Labaralosy_gos_lests Contact: Bill Walker
Up Time: 126 days 1 hours 30 minules 9 seconds EMAP: ..I|.|:IM| -

Chassis Information

Chaseis Keniification: Alcale Bage MAC Address: 004095 4cTiTD
Chassis Type:  dframi s Dup MAC Addresses Allowed: 0
Dup MAC Aging Temer{Seconds); | Mumber Physical Changes; 2
Humnber Logical Changes: 1 Number of Resats: 23
Himnbes Froe Skots; 1 Sonel Monfloring:  Off -

Description: |(O5R 5-5i01

|
Click Update to poll the switch and refresh
the screen with current information.

Click Apply to write changes to the switch,
All changes take effect immediately,

System Information Parameters

Name
A user-defined name for this switch.
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Description
A description of the switch as defined by the manufacturer.

Location
A user-defined description of the switch's physical location.

Contact
A user-defined parameter stating who is responsible for this switch.

Up Time
The period of time that has elapsed since the switch was last rebooted.

XMAP

Set this field to Active or Inactive to enable or disable the XMAP protocol on this switch. By
default, XMAP is enabled. XMAP is a proprietary protocol that learns the connections and links
between switches in the list of Discovered Devices. This information is used to create a graphical
display of network links when a network region or subnet is viewed. If you disable XMAP, this
switch's connections and links will not be displayed.

Chassis Information Parameters

Note: Not all fields display for all devices. If a field is not applicable to a device it is not
displayed.

Chassis Identification
This field identifies the manufacturer of the device being managed.

Base MAC Address
The base MAC address for the chassis is the first MAC address stored in the MPM. All MAC
addressees associated with the MPM are derived from this base MAC address.

Chassis Type
The type of the chassis.

Dup MAC Addresses Allowed
Number of duplicate MAC addresses allowed on the switch.

Dup MAC Aging Timer (Seconds)

This field can be set to any value from 0 - 2000000 seconds. When set to a non-zero value, the
Dup MAC Aging Timer specifies the aging time, in seconds, for duplicate MAC addresses
learned from any Group in the switch. When set to zero, this timer is ignored and the Bridge
Forwarding Table Aging Time value for the Group where the address was learned is used
instead. Enabling the Dup MAC Aging Timer enables you to specify a chassis-wide aging time
for duplicate MAC addresses.

Number Physical Changes
The number of physical changes that have been made to the switch since it was last reset or
powered on. This includes the addition or removal of modules and controllers.

Number Logical Changes
The number of logical changes that have been made to the switch since it was last reset or
powered on. This includes all sets to name strings.
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Number of Resets
The number of times this switch has been reset since it was last cold-started.

Number Free Slots
The number of empty front-panel slots in the chassis.

SONET Monitoring

Set this field to On or Off to enable or disable SONET monitoring. The default value is Off.
When this field is enabled, SONET error statistics are collected. Any change to this field takes
effect as soon as the Apply button is clicked. (You can click Update to refresh the screen and
see the new setting.) The SONET monitoring state applies to all CSM or ASM/ASX ports on the
switch.

Description
A user-defined description of the switch chassis.

Modules Tab (XOS Devices)

The Modules tab lists the hardware modules installed in the switch. Click once in any column

header to display the Down Arrow and sort table information in ascending order. Click a second

time to display the Up Arrow and sort in descending order. Each column is described below.
The Modules Tab

Dervica; OSR-Sslot (10.255,11,197)
General | Modules ] System State Errdronument | Ploesical Port | Vinual Pori | Inierfaces Stafistics | Spanning Tree

Module Tabile: ps 3] [ B[FEH
Blot | SubModisbe Type | Pariiirr Diescription HwRewision | Seralbumber MigDiate F¥
1] 1 | WP 00005010325 | WX |\B15 00004721361 |HOY 00:3000 (4441}
z C-32 |00005032806 [ES-R-100C-32  |Ad 00004120637 |OCT 2 4032000 [4.4.411
i Hamdooononn 0000000000D  [JAN 07 00:00:00:1970 (4.4 411
3| 32 |00008 E 00004120650 |OCT 23 X
4

|00D0S031 506 _| GEH-H-FM-2ViNE_|A OO003521305_|JAN 09 15:2
[000G0C0000 00000000000

wour | [iow |

= !

I
Click Update to poll the switch and refresh
the screen with current information.

Slot
The slot in which the module is installed. A switch chassis consists of numbered slots, which
house various modules. Stackable switch models also have virtual slots and modules.

SubModule
Identifies the base module and any submodules present in a slot. The following identification
scheme is used:

1 - base module
2 - submodule installed in the first position of the base module
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3 - submodule installed in the second position of the base module
4 - submodule installed in the third position of the base module
Type

The physical type of the base module or submodule.

PartNum
The factory-assigned part number.

Description
A description of the module or submodule.

HwRevision
The current revision level of the module or submodule hardware.

SerialNumber
Serial number of the module or submodule.

MfgDate
The manufacturing date of the module or submodule.

FwVersion
The module or submodule's firmware version. All modules should use the same firmware
version.

MAC Address
The base MAC address for this module or submodule. If the module or submodule does not
support MAC addresses, the value in this field will be all zeros.

TimeStamp
The value of the sysUpTime MIB variable at the time this module was last reset.

AdminStatus
The administrative status of the module or submodule. Possible values are: Invalid, Enable,
Disable, Reset, Load, Test, or Unknown (none of the previous).

OperStatus
The operational status of the module or submodule: Operational, Disabled, or Unknown
("Unknown" means uninitialized or that the module is in a transitional state).

VbusTxDiscards
The current count of transmit VBUS buffer overruns.

VbusRxDiscards
The current count of receive VBUS buffer overruns.
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System State Tab (XOS Devices)

The System State tab provides information related to the overall system state, system power, and
chassis environment. All fields are read-only. Each field is described below.

The System State Tab

Denvice: OSR-5slot (10.255.11.197)
General = Modubes | System Stafe | Emdronment | Physical Port | Virfual Part | Wnterfaces | Statistics | Spanning Tree

System Uptime: |26 days 1 hours 40 minutes 18 saconds 56 licks
MIPM Transmit Overruns: 0
MPM Recebe Overruns: ()
MPM Total Memory indes); 2000000
MPM Free Memody (byvtes):  B824528
MPM CPU LRilization (5 Seconds) (%) 5
MM CPU Utilration (60 Seconds) (%) 14
Power Supply 1 State; okay
Powel Supply 2 State:  notPresent
Temperature: Ok Betwaen O Celsiug and 71 Cedsius

Temporature: 34 5 Calsius /94 1 Fahrenhail

[ update | pewp

Click Update to poll the switch and refresh
the screen with current information,

System Uptime

The time since the last boot that the system has been running, displayed in days, hours, minutes,
seconds, and ticks. (A tick is .01 second.)

MPM Transmit Overruns
The number of times a VSE transmit buffer could not be allocated by a task on the MPM.

MPM Receive Overruns

The number of times packets were dropped because the bus had more packets to deliver than the
MPM could handle. This is a receive overrun condition which can happen when a storm occurs

or when the switch is first powered up and many unknown MAC frames are being forwarded to
the MPM.

MPM Total Memory (bytes)
The amount of total memory installed on the MPM.

MPM Free Memory (bytes)
The amount of free, or unused, memory available in the MPM.

MPM CPU Utilization (5 Seconds)
The amount of time, by percent, the MPM processor actually worked during the last 5 seconds.

MPM CPU Utilization (60 Seconds)
The amount of time, by percent, that the MPM processor actually worked during the last minute.

Power Supply 1 State
Valid states are OK, Not Present, and Bad. A power supply that has been turned off will be in the
Bad state. If not installed, it will be in the Not Present state.
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Power Supply 2 State
Valid states are OK, Not Present, and Bad. A power supply that has been turned off will be in the
Bad state. If not installed, it will be in the Not Present state.

Temperature
Indicates whether the MPM temperature sensor detects overheating.

Temperature
The current temperature of the chassis, as reported by the MPM module, both in degrees Celsius
and Fahrenheit.

Environment Tab (XOS Devices)

The Environment tab reports the status of the chassis power supplies and provides information
on chassis temperature and flash memory. Each field is described below.

The Environment Tab
Denvice; (XSR-Sslol (10.255,11,197)
General | Modubes | System Stale | Emdronment | Physical Pon | Vimual Part | Imerfaces | Statistics | Spanning Tres

Power Supply Stalus
Power Modulet: okay

Backip PowerSuppht notPrasent

Temperature
Sensor 0 (Heal) Sensor 1 (Cold)

MIPM (Pramaryl ok notPresent
MIPM (Secondary): nalPrisen! neAPresan
Chassis Temparalure: 34 5034 1 Deg, [CF)

Flash Memory Upslade Mode
& Wiie Cach to Flash Memony
Wil to Cache Oy

|_5pllaln | Help

|
Click Update to poll the switch and refresh
the screen with current information.

Click Apply to write changes to the switch.
All changes take effect immediately,

Power Supply Status

The status of each power supply (Power Module 1 and Backup Power Supply) in the chassis can
be reported as:

e OK. The power supply is installed and functioning.

o Not Present. A power supply is not installed.

o Bad. The power supply has failed. (Note: If a power supply is turned off, it might be
reported as bad.)

e Unknown. Power supply not recognized.

116



OmniVista 3.5 Topology Help

Temperature

MPM (Primary) / MPM (Secondary). All MPM modules have a temperature sensor (Sensor 0)
that detects temperatures over 50° C. In addition, MPM 1Gs and MPMZ2s also have a second
temperature sensor (Sensor 1) that detects temperatures under 0° C. The temperature range of an
MPM module can be reported as:

o OK. The MPM is operating within the allowed temperature tolerance for heat or cold
(under 50° C or over 0° C, respectively).

e Too hotor Too cold. The MPM is operating outside the allowed temperataure tolerance
for heat or cold, respectively, and may fail.

e Not Present. An MPM is not installed in the slot. Some switch models do not use an
MPM,; in this case, the MPM (Slot 2) field will always display Not Present.

Chassis Temperature. The current temperature of the chassis as reported by the primary MPM
module, in degrees Celsius and Fahrenheit. (Note: Display of the chassis temperature is
supported by selected hardware only.)

Flash Memory Update Mode

Caution: Before using this feature, be sure to read the information below. While this feature
does give you flexibility about when and how configuration information is saved, it can also
inadvertently lead to loss of configuration changes.

To save configuration changes you may select from the following options:

Write Cache to Flash Memory. This is the default setting. When switch configuration changes
are made to any program within OmniVista, those changes are written to the switch's cache, then
saved to the switch's flash memory. This prevents configuration changes from being lost during a
reboot. However, if numerous configuration changes are being made, Write Cache to Flash
Memory may not be the best option to select, in that it involves increased processing time as one
configuration change after another is written to the switch. When a series of configuration
changes is being made, the Write to Cache Only option may be preferred.

Note: While cache is being written to flash memory, the SNMP agent will not be able to
communicate with OmniVista for approximately 30 seconds.

Write to Cache Only. Writes switch configuration changes only to the switch's temporary
cache. This option allows you to omit the step of writing changes to flash memory. Write to
Cache Only allows all programs within OmniVista to respond to SNMP sets and gets faster, with
no timeouts due to compaction, thereby enhancing switch performance. To activate the Write to
Cache Only option, select its radio button, then click Apply. This will force switch configuration
changes to be written only to cache. However, in the event of a reboot anytime after the Apply
button has been clicked, configuration changes will be lost.
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Physical Port Tab (XOS Devices)

The Physical Port tab provides information on all physical ports on the switch. This information
is retrieved from the MIB (Management Information Base) phyPortTable. Click once in any
column header to display the Down Arrow and sort table information in ascending order. Click a
second time to display the Up Arrow and sort in descending order. Each field is described below.

The Physical Port Tab

[rvice; OSR-Ssiot (10.2565,11,197)
Gasqueie] &l Maodides SyElam Stale ErFrr aaimeil Plasgical Por Wirlual Part Dbl e s Slalistics Lpaniing Tree
Plyrsical Post Status Table
slat P _Media Type | Addmin. Status
P E enable
|enabie poriDiown
:qn:mll,- ';3¢1| AT
|enable porlp
enablp
.‘?'n able
erable
| i 247 'ar.-mI:
ETHR Pry=ical Poit 248 anable
|ETHR Priysical Port 245 srably poriCo
| I |anable I
|erabile a0 i
.arrlr\ln;- ';3¢1L\m'-n
Bnable [T T
:rm:-lﬁ porCioven
anable porDiosT
gnable
[anable
anahle
srably
ical Fori 23 .enaljl+
yeital Port 233 lerusle -
Upeate Help

Click Update to poll the switch and refresh
the screen with current information.

Slot/Port
The slot and port for which status is displayed.

MediaType
The physical type of the port.

Description
A description of the port.

Admin Status

The Administrative (Admin) status of the port: Enabled or Disabled. When the Admin status of a
port is enabled, the port can receive and transmit data as long as a cable is connected and no
physical or operational problems exist. When the Administrative Status of a port is disabled, the
port will not transmit or receive data even if a cable is connected and the physical connection is
operational. Note that physical or operational problems may cause a port to be nonfunctional
even when its Administrative Status is enabled.

OperStatus
The operational status of the port: PortUp, PortDown, or Unknown.
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Virtual Port Tab (XOS Devices)

The Virtual Port tab, shown below, displays information and status for all virtual ports on an
XOS switch. Click once in any column header to display the Down Arrow and sort table
information in ascending order. Click a second time to display the Up Arrow and sort in
descending order. Each field is described below.

The Virtual Port Tab

Derdce: OSR-Sslot (10.255,11.187)

General | Modubes | System Stale Emdronment | Plysical Port | Virtual Port | interfaces Statistics | Spanning Tree
Virtual Port Status Tabls erer B 0 [ SIEEEE
| Siot | Post | Sordce [ Instance | Hurbae | Group | Admin Sate | Opar Status | MAC fddress |

i 1 [bridge 1 1 1enable POADDWT
' g i lenahie _‘r\-nnl T | D0d005 46 181 |madi aull
3| bridge i 3 tjenshle i AW 004085 46¢ 183 | medisDefaul)
-1::l||u-\_1|' | | 4 1| enahle _purll.'p ¥l O0d0a5 46183 | mediaD, faull]
2| Sloridge | 1] 5 1 enahle porliown 51| 00d085: 46184 | medialiefaul)
2 6 |bridge 1 B iienahle poADowT 00d095:46c185 | medis
7 Tloridgn | 7l i anahle | poACwn 00A085 46186 m "
' Blordge 1 (] fienable PoADDwT ) 000085:45¢187 /M in
¥ 9 |oridge i 9 i enable porDiown b 004085 86126 | rediaDetaul|
10[ondge | 10] tlenanle TpoAGmwn | 004008466185 mediabefaul|
1 |oridge | 1| 1] 1jensble porDowr 004095 46c1 83 faL
2] 1]bridge | 1] 12] 1| inalle paADimm A | 00d0asAEc1Sh|m faul]
3 13loridge 1] 13| 1} enahle porDown 000954618 |mi faul
2 14| bridge 1 1 1lenable pOADDwT 00d085.46¢184d )M Taul|
18[bridga | 1] 1| gnahle | porDown %) | 000095 4601 Ba | mediabetaul|
16 |bridge 16 1| enable po AT 00095 46¢ 1B |medaDefaul]
2 i ?::mu-:.- | | i 7 il enanle .;-urlr-ll-.'n' T | O0d08S 46« I.'fiL-I f..ul:
2| 18bndgs | 1] 18] tienahle porlown Q0d0g5A6e191 faul}
Z  19]ondge 1 19 i|enable porDown % | 00d095.46c1 93 m aul|
'.-'ﬂ:m:rlgn 1 -'I 1 i anahle '_rn-rll"'nm-. | 200 | ODdOS A6r I']'j:lnr_'-ll.liml.nn;
2z 21 [oridge 1 21 1jensble POrAC T |Virtual por (#21) | 00008545194 |/mediaDefaul =
a ]
Update | Help

Click Update to poll the switch and refresh
the screen with current information.

Slot/Port
The slot and port on which the virtual port resides.

Service
The service provided by this virtual port (Router, Bridge, Trunk, AtmTrunk, AtmLANE, 1483
Scaling, etc.).

Instance
The specific instance of this Slot/Port/Service. For most interface types the instance will always
be 1. ATM-connected ports are an exception.

Number
A unique number that identifies this virtual port instance within the switch.

Group
The group to which this port belongs. Group 1 is the default group.

Admin State
The administrative status of this port: Enable or Disable.

Oper Status
The operational status of this port: portUp or portDown.

Description
An alphanumeric string that describes the instance of this port.
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MAC Address
The MAC address of this port.

Encapsulation
The kind of frames that are sent out this port. If translation is necessary, incoming frames are
translated to the format displayed here before being sent out this port. This field can display as:

o Switch. Translations are governed by the vportSwitchTable.

e Media Default. Translations are governed by the vportSwitchDefaultTable, which is
indexed by media type of port.

« EthlI-LLC. Valid only for Ethernet/Ethernet LANE ports, this translates all IPX
encapsulations except 802.2 to Ethertype.

o LLC. Valid for all media types, this translates all IPX encapsulations to 802.2 LLC.

e Snap-LLC. Valid for all media types, this translates all IPX encapsulations except 802.2
LLC to SNAP.

« Ethll. Valid only for Ethernet/Ethernet LANE ports, this translates all IPX
encapsulations including 802.2 to Ethertype.

e Snap. Valid for all media types, this translates all IPX encapsulations including 802.2
LLC to SNAP.

Bridge Protocol

The type of Bridge Protocol supported. For Ethernet ports, the default Bridge Protocol is
Transparent. Some non-Ethernet ports (such as Token Ring) can also have a Bridge Protocol of
SourceRouting or SRTransparent (Source Routing Transparent).

Bridge Mode
The Bridge Mode can display as AutoSwitch, ForceBridge, or ForceSwitch, as explained below:

e AutoSwitch. The switch automatically switches the port between Optimized Device
Switching mode and Spanning Tree Bridge mode depending on the number of MAC
addressees seen attached to the port. Initially the port is placed in Optimized Device
Switching mode, but once the switch detects more than one MAC address attached to the
port, it switches the port into Spanning Tree Bridge mode.

o [ForceBridge. The port acts as a standard Spanning Tree 802.1d bridge port. It forwards
Spanning Tree BPDU frames out the port. When frames are received, Spanning Tree
BPDU s are processed, and Spanning Tree dynamically controls the forwarding state. If
flooding occurs, all frames destined for unknown MAC addresses, broadcast addresses,
and multicast addresses are sent to all ports on the same VLAN.

o ForceSwitch. This mode is appropriate when only one MAC address, such as a file or
mail server, is attached to the port. Since only one device is attached, no Spanning Tree
BPDUs are sent and the port is always in the forwarding state. Unknown unicast frames
are not flooded. However, if the port is set to ForceSwitch and more than one MAC
address or Spanning Tree BPDU is detected, the port is automatically changed to a
Spanning Tree Bridge port and an SNMP trap is generated to that effect.

Manual Mode
This field displays the port's manual Spanning Tree status. Manual Spanning Tree configuration
is primarily designed to allow override of forwarding or blocking on ports regardless of their
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Spanning Tree state (IBM Spanning Tree active or IEEE 802.1d Spanning Tree active).
However, manual configuration of Spanning Tree can also be used to enable IEEE 802.1d
Spanning Tree on virtual ports that do not support IBM Spanning Tree (such as Ethernet and
FDDI ports). When such a port is present in a group that has been assigned the IBM Spanning
Tree algorithm, the switch automatically overrides the assignment and does not run any
Spanning Tree on the port. You can enable IEEE 802.1d Spanning Tree on such a port by setting
this field to Dynamic. This field can display:

e Dynamic. Manual mode is disabled. Spanning Tree -- either IBM Spanning Tree or IEEE
802.1d Spanning Tree, as appropriate -- is enabled. If this port is an Ethernet port in a
Group that is assigned IBM Spanning Tree, IEEE 802.d Spanning Tree will be enabled
for this port.

e OverrideFwd. Do not allow forwarding at this port.

e OverrideBlock. Do not allow blocking at this port.

Switch Timer

When the Bridge Mode field (described above) displays AutoSwitch, the value in the Switch
Timer field defines the timeout period, in seconds, before a port operating in Spanning Tree
Bridge Mode converts to Optimized Device Switching Mode. When set to AutoSwitch, the port
initially operates in Optimized Device Switching Mode but switches to Spanning Tree Bridge
Mode if more than one MAC address is detected. The port will switch back to AutoSwitch mode
after the timeout period displayed here. The default value for this field is 60 seconds. When this
field is set to zero (0), immediate switching between the two modes occurs.

Flood Limit

The flood limit enables the "tuning” of a virtual port to limit the flooding of broadcast, multicast,
and unknown destination packets. This feature is useful for controlling broadcast storms on the
network. While each network is different, in general the amount of flooded traffic represents a
relatively small percentage of network traffic.

The flood limit is actually a "transmit credit"” that is issued every five seconds. When a packet is
flooded on the port, the size of the packet, in bytes, is decremented from the current credit value.
The credit value is the value displayed in this field multiplied by five. An additional credit, of the
value displayed in this field multiplied by five, is allocated to the virtual port every five seconds.
If the credit value falls below zero, all flooded packets are discarded until another credit is
allocated. Flood limit checking is disabled if a flood limit value of zero (0) displays. The flood
limit default value is 192,000 bytes per second, which equates to a transmit credit of 960,000
bytes every five seconds.
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Interfaces Tab (XOS Devices)

The Interfaces tab provides status for all interfaces on the switch. This information is retrieved
from the MIB (Management Information Base) ifTable. Click once in any column header to
display the Down Arrow and sort table information in ascending order. Click a second time to
display the Up Arrow and sort in descending order. Each field is described below.

The Interfaces Tab
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Click Update to poll the switch and refresh
the screen with current information.
Index
A unique value that identifies this interface.

Description
A textual description of the interface.

Type
The type of the interface, identified according to the physical or link protocol(s) immediately
"below" the network layer in the protocol stack.

MTU

The size, in octets, of the largest datagram that can be sent or received on this interface. This is
the size of the largest network datagram that can be transmitted on interfaces used for
transmitting network datagrams.

Speed

An estimate of the interface's current bandwidth. Speed is displayed in bits-per-second if less
than 1,000,000 bits-per-second. Speeds of 1,000,000 bits-per-second or greater are displayed in
terms of Mbs (megabits-per-second). If an interface does not vary in bandwidth, or if no accurate
estimation can be made, the nominal bandwidth is displayed in this field.

Physical Address

The interface address at the protocol layer (the layer immediately "below™ the network layer).
This field displays no value for interfaces that do not have such an address (for example, a serial
line).
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Admin State

The administrative state of the interface: Up indicates the interface is administratively enabled to
pass packets; Down indicates the interface is administratively disabled from passing packets;
Testing indicates the interface is in a test mode and no operational packets can be passed.

Oper Status

The operational state of the interface: Up indicates the interface is able to pass packets; Down
indicates the interface is not able to pass packets; Testing indicates the interface is in a test mode
and no operational packets can be passed.

Last Change

The amount of time since the interface entered its current operational state. This field will
display a zero if the current operational state was entered prior to the last re-initialization of the
application.

Out Queue
The length of the output packet queue (in packets).

RMON Statistics (XOS Devices)

The RMON Tab displays remote monitoring statistics for all Ethernet ports on the switch. Click
once in any column header to display the Down Arrow and sort table information in ascending
order. Click a second time to display the Up Arrow and sort in descending order. Each field is
described below.

The RMOM Statistics Tab

Device: OER-Ssiot (10.255.11.187)

Genoral | Modules | System Stote | Emdronment | Physical Port | Virtual Port | interfaces | Statistics | Spanning Tree

Statistic Tables;
RAMON | Ethernet UF | Psical Part | Virtual Pont

RMON Statistics Tabbe 2] [a[EH
Siol | Porl | Drop Evenle | Tedal Dclets | Tolal Packets | Tofal Broadcast Pids, | Total Multicast Pide | CRC Align Errors | Uindersi

2 0] 3499487309| 2300716024 24481146
! 3
Upsdaria Help

Click Update to poll the switch and refresh
the screen with current information.

Slot/Port
The slot and port for which statistics are displayed.

Drop Events

The total number of events during which packets were dropped by the probe due to lack of
resources. Note that this number is not necessarily the number of packets dropped,; it is the
number of times this condition has been detected.
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Total Octets

The total number of octets of data received, including those in bad packets (excluding framing
bits but including FCS -- Frame Check Sequence -- octets). This value can be used as a
reasonable estimate of Ethernet utilization. If greater precision is desired, the Total Packets and
Total Octets fields should be sampled before and after a common interval. In the equation
below, the differences in the sampled values are Packets and Octets, respectively, and the
number of seconds in the interval is Interval. These values are used to calculate the Ethernet
utilization as follows:

Packets ® (B.6 + 6.4) + (Octets * .8)
Interval * 10,000

Utilization =

The result of this equation is the value Utilization which is the percent utilization of the Ethernet
segment on a scale of 0 to 100 percent (per RFC 1757).

Total Packets
The total number of packets (including bad packets, broadcast packets, and multicast packets)
received.

Total Broadcast Pkts
The total number of good packets received that were directed to the broadcast address. Note that
this value does not include multicast packets.

Total Multicast Pkts
The total number of good packets received that were directed to a multicast address. Note that
this value does not include packets directed to the broadcast address.

CRC Align Errors

The total number of packets received that had a length between 64 and 1518 octets, inclusive
(excluding framing bits but including FCS octets), but had either a bad Frame Check Sequence
(FCS) with an integral number of octets (FCS Error) or a bad FCS with a non-integral number of
octets (Alignment Error).

Undersized Pkts
The total number of packets received that were less than 64 octets long (excluding framing bits,
but including FCS octets) and were otherwise well formed.

Oversized Pkts
The total number of packets received that were more than 1518 octets long (excluding framing
bits, but including FCS octets) and were otherwise well formed.

Fragments

The total number of packets received that were less than 64 octets in length (excluding framing
bits but including FCS octets) and had either a bad Frame Check Sequence (FCS) with an
integral number of octets (FCS Error) or a bad FCS with a non-integral number of octets
(Alignment Error). Note that it is entirely normal for the value in this field to increment. This is
because the Fragments field counts both runts (which are normal occurrences due to collisions)
and noise hits.

Jabbers
The total number of packets received that were longer than 1518 octets (excluding framing bits,
but including FCS octets), and had either a bad Frame Check Sequence (FCS) with an integral
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number of octets (FCS Error) or a bad FCS with a non-integral number of octets (Alignment
Error).

Note that this definition of jabber is different than the definition in IEEE-802.3 section 8.2.1.5
(10BASED5) and section 10.3.1.4 (L0BASE?2). These documents define jabber as the condition
where any packet exceeds 20 ms. The allowed range to detect jabber is between 20 ms and 150
ms.

Rx Collisions/Tx Collisions

The best estimate of the total number of Receive (Rx) and Transmit (Tx) collisions on this
Ethernet segment. The value returned depends on the location of the RMON probe. Section
8.2.1.3 (10BASE-5) and section 10.3.1.3 (10BASE-2) of IEEE standard 802.3 states that a
station must detect a collision, in the receive mode, if three or more stations are transmitting
simultaneously. A repeater port must detect a collision when two or more stations are
transmitting simultaneously. Thus a probe placed on a repeater port could record more collisions
than would a probe connected to a station on the same segment.

Probe location plays a much smaller role when considering 10BASE-T. 14.2.1.4 (10BASE-T) of
IEEE standard 802.3 defines a collision as the simultaneous presence of signals on the DO and
RD circuits (transmitting and receiving at the same time). A 10BASE-T station can only detect
collisions when it is transmitting. Thus probes placed on a station and a repeater should report
the same number of collisions.

Note also that an RMON probe inside a repeater should ideally report collisions between the
repeater and one or more other hosts (transmit collisions as defined by IEEE 802.3k) plus
receiver collisions observed on any coax segments to which the repeater is connected.

Pkts 64 Octets
The total number of packets received (including bad packets) that were 64 octets in length
(excluding framing bits but including FCS octets).

Pkts 65-127 Octets
The total number of packets received (including bad packets) that were between 65 and 127
octets in length inclusive (excluding framing bits but including FCS octets).

Pkts 128-255 Octets
The total number of packets received (including bad packets) that were between 128 and 255
octets in length inclusive (excluding framing bits but including FCS octets).

Pkts 256-511 Octets
The total number of packets received (including bad packets) that were between 256 and 511
octets in length inclusive (excluding framing bits but including FCS octets).

Pkts 512-1023 Octets
The total number of packets received (including bad packets) that were between 512 and 1023
octets in length inclusive (excluding framing bits but including FCS octets).

Pkts 1024-1518 Octets
The total number of packets received (including bad packets) that were between 1024 and 1518
octets in length inclusive (excluding framing bits but including FCS octets).
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Ethernet Interface Statistics (XOS Devices)

The Ethernet I/F tab lists statistics for each Ethernet interface in the switch. Click once in any
column header to display the Down Arrow and sort table information in ascending order. Click a
second time to display the Up Arrow and sort in descending order. Each field is described below.
Note that discontinuities can occur in statistics values upon reinitialization of the system.

The Internet Interfaces Tab
Desdce: OSR-S52kat (1002551 1.197)
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Statistic Tables:

| | AMON | EthernetIF | Physical Port | Virheal Poat

Etherned Interface Siatistics Table pase| B 0 SB[
Seal | Paor | Indes Ty Fx Ortats TeOciels | ReUnicasi Pils. | TelnicasiPkis. | RxManLnicast Pits
2 2 2|ETHERMET-CEMACT 0
2001 |[ETHERNET-CEM&CH |
1002 ETHERNET-C
M0 ETHERMET-C5M
004 [ ETHERMNET-CSM
2005 ETHERNET-CEMS
06 ETHERMET-C8M
7, 2007 |[ETHERWET-CEM
| 3008 ETHERNET-CoMS
Al M0 ETHERKET-CEM )
10, 30140 ETHERNET-CEMACD
11 2011 |ETHERNET-C
12| 3012 |ETHERMET-CSM
13 33 ETHERNET-C
14/ 2014 |ETHERNE
15, I15|ETHERNE
16 2016 |ETHERNET-
1730 T THERKET.C-aMalr D

oy
]
al . .
535545703 FEISHBITS| I8410828 255313829 |

o[ e | o | = [
SGIEIE]
olois|s

alaloos|a

lelooloolololelinsle s einlaa
Sloialo

hlolo ol ool ololalz|a

Update Help

Click Update to poll the switch and refresh
the screen with current information.

Slot/Port
The slot and port for which statistics are displayed.

Index
A unique value that identifies this interface.

Type. The type of the interface, identified according to the physical or link protocol(s)
immediately "below" the network layer in the protocol stack.

Rx Octets
The number of octets, or bytes, received on this interface.

Tx Octets
The number of octets, or bytes, transmitted from this interface.

Rx Unicast Pkts
The number of unicast packets received on this interface.

Tx Unicast Pkts
The number of unicast packets transmitted from this interface.

Rx Non-Unicast Pkts
The number of non-unicast packets received on this interface.

Tx Non-Unicast Pkts
The number of non-unicast packets transmitted from this interface.
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Rx I/F Discards
The number of frames received on this interface discarded due to lack of buffer space.

Tx I/F Discards
The number of frames that could not be transmitted from this interface due to lack of buffer
space.

Rx I/F Errors
The number of frames received on this interface discarded due to errors.

Tx I/F Errors
The number of frames that could not be transmitted from this interface due to errors.

Unknowns
The number of frames received on this interface with an unknown protocol.

CSM Interface Statistics (XOS Devices)

The CSM I/F Tab displays CSM interface statistics for a physical CSM port. Click once in any
column header to display the Down Arrow and sort table information in ascending order. Click a
second time to display the Up Arrow and sort in descending order. Each field is described below.

The CSM Interfaces Tab

Deace: Unset (10,255, 13.113)
General | Modules | System Siate | Environment | Physical Port | Virlsal Port | Inlerfaces | Sialistics
Statistic Tables:
RMON | Ethemel IF | CSMIF = ATMCell | Plysical Port | Vinal Port
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Lpmlate Helpe

Click Update to poll the switch and
refresh the screen with current
information.

Slot/Port
The slot number of the CSM module and the port number for which statistics are displayed. Each
row in the table gives information for a single CSM port.

Rx Cells
The total number of cells received on this port since the last initialization of the switch. This
count includes all received cells (data, management, and discarded).

Tx Cells
The total number of cells transmitted from this CSM port since the last initialization of the
switch. This count includes all transmitted cells.
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Rx Cells CLP=0

The number of ATM cells received on this port with the CLP bit set to 0. Cells with the CLP bit
set to O (CLP=0) are high priority and cells with a CLP bit set to 1 (CLP=1) are low priority.
Refer to ATM Traffic Management, above, for further information.

Rx Cells CLP=1

The number of ATM cells received on this port with the CLP bit set to 1. Cells with the CLP bit
set to O (CLP=0) are high priority and cells with a CLP bit set to 1 (CLP=1) are low priority.
Refer to ATM Traffic Management, above, for further information. Because of the switch's
policing algorithms, there is a higher probability of CLP1 cells being discarded than CLPO cells.

Marked EFCI Cells

The number of ATM cells in which the Explicit Forward Congestion Indication (EFCI) bit is set.
The EFCI notification is used in conjunction with backward RM cells so that the destination can
notify the source that there is congestion on the path to the destination.

Marked GCRA Cells
The number of ATM cells marked by the policing GCRA for violating the traffic contract for
CLP=0+1 cells.

Total Discard Cells
The total number of cells discarded at this interface due to congestion, policing, and cells with
unknown VPIs or VClIs.

Dx Congestion CLP=0
The number of CLPO (high priority) cells discarded at this interface due to congestion.

Dx Congestion CLP=1
The number of CLP1 (low priority) cells discarded at this interface due to congestion.

Dx GCRA(A) CLP=0
The total number of CLPO (high priority) cells discarded at this interface due to policing on
CLP=0+1 cells by the first GCRA, or leaky bucket.

Dx GCRA(A) CLP=1
The total number of CLP1 (low priority) cells discarded at this interface due to policing on
CLP=0+1 cells by the first GCRA, or leaky bucket.

Dx GCRA(B) CLP=0
The total number of CLPO (high priority) cells discarded at this interface due to policing on
CLPO cells by the second GCRA, or leaky bucket.

Dx GCRA(B) CLP=1
The total number of CLP1 (low priority) cells discarded at this interface due to policing on
CLP=0+1 cells by the second GCRA, or leaky bucket.

Unknown VP/VC Cells

The number of cells received on this interface with a VPI/VCI (Virtual Path Identifier/Virtual
Channel Identifier) combination that does not correspond to the VPI/\VVCI combination of any
virtual circuit on this physical interface.

Unknown VPI
The last unknown VPI (Virtual Path Identifier) received; that is, the last VVPI received on this
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interface that does not correspond to the VPI of any virtual circuit on this interface. Please note
that this parameter is not currently supported.

Unknown VCI

The last unknown VCI (Virtual Channel Identifier) received; that is, the last VCI received on this
interface that does not correspond to the VVCI of any virtual circuit on this interface. Please note
that this parameter is not currently supported.

UniType
The type of UNI (User-to-Network Interface) used on this interface. This field may display the
following:

Public. Public User-to-Network Interface. This interface is used for connections to public ATM
service carrier switches, such as those used by Telcos.

Private. Private User-to-Network Interface. This interface is used for private UNI uplinks. Such
a port would connect either directly to an ATM workstation, LAN switch, or ATM attached
router.

PNNI. This interface supports PNNI (Private Network-to-Network Interface) version 1.0 ATM
routing, which includes support for a single peer group mapping. PNNI is a dynamic routing
protocol that is capable of establishing switched virtual connections based on ATM End System
requests. PNNI is also capable of managing connections that use preconfigured static routes.
Static routes are used by the Interim Inter-Switch Signaling Protocol (1I1SP), which is an ATM
static routing protocol.

I1SP-Net. This interface supports an ISP (Interim Interswitch Signaling Protocol) network
connection. Typically an ISP interface would be part of an intermediate ATM node that did not
support the PNNI routing protocol, and would be used primarily for establishing static routes
using the ISP protocol. An ISP interface must be configured to be either the user side or the
network side. This is important because only one side of a link can be the network side, which
allocates all the Virtual Circuits.

IISP-USER. This interface supports an IISP (Interim Interswitch Signaling Protocol) user-side
connection. Please refer to 11SP-Net, above, for further information on IISP.

UniVersion

The version of the UNI (User-to-Network Interface) used on this interface. The switch is
compliant with ATM Forum UNI specifications versions 3.0 and 3.1. This field may display the
following:

UNI 30. This interface is compliant with ATM Forum UNI 3.0.
UNI 31. This interface is compliant with ATM Forum UNI 3.1.

UnillSP. This interface is compliant with ISP signaling. ISP can imitate UNI 3.0 or UNI 3.1
signaling. Please refer to 11SP-Net, above, for further information on II1SP.

Rx Remaining Bandwidth
This field displays the remaining bandwidth available on this interface through which
connections can be created and cells can be received.
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Tx Remaining Bandwidth
This field displays the remaining bandwidth available on this interface through which
connections can be created and cells can be transmitted.

ATM Cell Statistics (XOS Devices)

The ATM Cell Tab displays ATM cell statistics for all ports on ASM sub-modules. You can
view either ATM Connection statistics or ATM Layer statistics. Note that the same fields
display on the Connection tab and the Layer tab. Click once in any column header to display the
Down Arrow and sort table information in ascending order. Click a second time to display the
Up Arrow and sort in descending order. Each field is described below.

The ATM Cell Tab

Dmace: Unsat {10.255.13.112)
General Moiules | Systerm Slate Eivdrairmeril Pinsical Port | irtisal Port | Imlerfaces | Statistics
Statistic Tables:
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Lipslate Help

Click Update to poll the switch and
refresh the screen with current

information,
Slot
A unique value which identifies this hsm board slot.
Port

A unique value which identifies this atm submodule.

VCI (Connection statistics only)
A unique identifier associated with the virtual channel.

Rx Cells
The total number of cells within a SDU (service data unit) that were successfully received.

Tx Cells
The total number of cells within a SDU (service data unit) that were successfully transmitted.

Rx Cell Discards
The total number of receive cells discarded due to SDU discards. When an SDU is discarded, the
cells that compose the SDU are counted and this statistic is incremented accordingly.

Tx Cell Discards
The total number of transmit cells discarded due to SDU discards. When an SDU is discarded,
the cells that compose the SDU are counted and this statistic is incremented accordingly.
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Rx Cell Errors

The total number of cells within receive SDUs that had one or more of the following errors:
invalid format, frame larger than the Rx buffer, frame larger than the maximum size allowed on
this virtual connection, invalid size, or CRC errors. For each SDU with errors, the number of
cells within that SDU are counted and this statistic is incremented accordingly.

Tx Cell Errors

The total number of cells within transmit SDUs that had one or more of the following errors:
invalid format, frame larger than the Rx buffer, frame larger than the maximum size allowed on
this virtual connection, invalid size, or CRC errors. For each SDU with errors, the number of
cells within that SDU are counted and this statistic is incremented accordingly.

Rx Cell No Buffers
The total number of receive cells that were discarded due to insufficient space in the frame
buffer. Note that the cells counted in this statistic are not included in the Discard statistic.

Tx Cell No Buffers

The total number of transmit cells that were discarded due to insufficient space in the frame
buffer. Note that the cells counted in this statistic are not included in the Discards or Errors
statistic.

Rx Cell Trash

The number of cells that never left the ATM physical layer. These cells were discarded by the
SAR buffer due to a lack of reassembly buffer space. Note that the cells counted in this statistic
are not included in the Discards or Errors statistic.

Physical Port Statistics (XOS Devices)

The Physical Port Tab displays statistics for all physical ports on the switch. Click once in any
column header to display the Down Arrow and sort table information in ascending order. Click a
second time to display the Up Arrow and sort in descending order. Each field is described below.

The Physical Port Tab

Device: OER-Ssiot (10.255.11.187)
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Click Update to poll the switch and refresh
the screen with current information.
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Slot/Port
The slot and port for which statistics are displayed.

Rx Frames
The number of frames received on this port.

Tx Frames
The number of frames transmitted from this port.

Rx Octets
The number of octets, or bytes, received on this port.

Tx Octets
The number of octets, or bytes, transmitted from this port.

Rx Unicast Pkts
The number of unicast packets received on this port.

Tx Unicast Pkts
The number of unicast packets transmitted from this port.

Rx Non-Unicast Pkts
The number of non-unicast packets received on this port.

Tx Non-Unicast Pkts
The number of non-unicast packets transmitted from this port.

Rx Buffer Discards
The number of frames received on this port discarded due to lack of buffer space.

Tx Buffer Discards
The number of frames that could not be transmitted from this port due to lack of buffer space.

Rx Error Discards
The number of frames received on this port discarded due to errors.

Tx Error Discards
The number of frames that could not be transmitted from this port due to errors.
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Virtual Port Statistics (XOS Devices)

The Virtual Port Tab displays statistics for all virtual ports on the switch. Click once in any
column header to display the Down Arrow and sort table information in ascending order. Click a
second time to display the Up Arrow and sort in descending order. Each field is described below.

The Virtual Port Tab
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Click Update to poll the switch and
refresh the screen with current
information.

Slot/Port
The physical slot and port numbers for this virtual port instance.

Service
The function of this virtual port: Router, Bridge, Trunk, AtmTrunk, AtmLANE, etc.

Instance
The specific instance of this Slot/Port/Service. For most interface types the instance will always
be 1. ATM-connected ports are an exception.

Number
A unique number that identifies this virtual port instance within the physical switch.

Group
The Group to which this port belongs. Group 1 is the default group.

Rx Frames
The total number of frames received on this port since the last time the switch was initialized.

Tx Frames

The total number of frames transmitted from this port since the last time the switch was
initialized.

Rx Octets

The total number of Octets, or bytes, received on this port since the last time the switch was

initialized. This statistic includes the data and Frame Relay header fields, but does not include
CRC or flag characters.
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Tx Octets

The total number of Octets, or bytes, sent on this port since the last time the switch was
initialized. This statistic includes the data and Frame Relay header fields, but does not include
CRC or flag characters.

Rx Unicast Pkts
The total number of subnetwork unicast packets received from this port.

Tx Unicast Pkts
The total number of subnetwork unicast packets transmitted from this port.

Rx Non-Unicast Pkts
The total number of non-unicast packets received from this port.

Tx Non-Unicast Pkts
The total number of non-unicast packets transmitted from this port.

Rx Buffer Discards
The number of inbound frames discarded from this port due to overruns of the receive queue.

Tx Buffer Discards
The number of outbound frames discarded from this port due to overruns of the transmit queue.

Rx Error Discards
The number of inbound frames discarded from this port due to errors.

Tx Error Discards
The number of outbound frames discarded from this port due to errors.

Flood Limit Discards
The number of outbound frames discarded from this port due to the flood limit being exceeded.

Spanning Tree Instance Tab (XOS Devices)

The Spanning Tree Instance tab displays basic Spanning Tree information. The Spanning Tree
Algorithm and Protocol (STP) is a self-configuring algorithm that maintains a loop-free topology
while providing data path redundancy and network scalability. The Alcatel-Lucent STP
implementation distributes the Spanning Tree load between the primary management module
and the network interface modules. In the case of a stack of switches, the STP load is distributed
between the primary management switch and other switches in the stack. This functionality
improves network robustness by providing a Spanning Tree that continues to respond to BPDUs
and port link up and down states in the event of a fail over to a backup management module or
switch.
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Spanning Tree Instance Tab
[enice; OSR-Sslot (100255,11,1497)
| General | Modubes System State | Emdronment | PhysicalPort | Virlual Port | Inlerfaces | Statistics | Spanning Tree |
| Instance ' Porls MsTP |
Tope: OmmSE-5  STP Mode: 1¥1({One STP Per VLA}
Nume: OSR-Selot  Base MAC Address: 00409547170
Koot for Active STP Insi (VLAN 1D}

1P Address:
10.255.11.197
s Trea = .
Mode | VLAN| Prowcol | Priority Bridge ID Time Total Root 1D Path | Root Next |
{ie] Since | Topology Port | Best
Last Cast (Mumber | Root
Topology |Changes Port
Change Number |
IFEE |1 STP(A0Z 1D |32768  [2000-004005:402c00 |83 days |0 0-000000:0000040 fi o 0
7 hours
—fdn_ -
4 3
Update Help

Click Update to poll the switch and refresh
the screen with current information.

Type
The switch model type (e.g., OmniS/R-5).

Name
The user-defined name for the switch.

Root for Active STP Instance (VLAN ID)
The VLAN ID associated with the VLAN Spanning Tree instance.

STP Mode
The Spanning Tree operating mode for the switch:

e 802.1D - (1x1 or Flat)
e 802.1W - RSTP (1x1 or Flat)
e 802.1Q - MSTP.

Base MAC Address
The MAC address of the switch.

IP Address
The IP address of the switch.

Spanning Tree Instance Information
Mode
The Spanning Tree operating mode for the switch (1x1 or flat).

Instance
The STP Instance number.

Protocol
The Spanning Tree protocol applied to this instance (STP or RSTP).
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Priority
The Spanning Tree bridge priority for the instance. The lower the number, the higher the priority.

Bridge ID
The Bridge MAC address.

Time Since Last Topology Change
The amount of time since the last topology change was detected by this Spanning Tree instance.

Total Topology Changes
The number of topology changes detected by this Spanning Tree instance since the management
entity was last reset or initialized.

Root ID
The bridge identifier for the root of the Spanning Tree for this instance.

Root Path Cost
The cost of the path to the root for this Spanning Tree instance.

Root Port Number
The port that offers the lowest cost path from this bridge to the root bridge for this Spanning Tree
instance.

Next Best Root Port Number
The port that offers the lowest cost path (after the Root Port) from this bridge to the root bridge
for this Spanning Tree instance.

Network Maximum Age
The amount of time (in seconds) that Spanning Tree Protocol information is retained before it is
discarded.

Network Hello Time
The amount of time (in seconds) between the transmission of Configuration BPDUs on any port
that is the Spanning Tree root or is attempting to become the Spanning Tree root.

Network Hold Time
The network hold time, in ticks.

Network Forward Delay

The amount of time (in seconds) that a port will remain in the Listening state and then the
Learning state until it reaches the forwarding state. This is also the amount of time used to age
out all dynamic entries in the Forwarding Database when a topology change occurs.

Maximum Age
The Max Age value for the root bridge.

Hello Time
The Hello Time value for the root bridge.

Forward Delay
The Forward Delay value for the root bridge.
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Spanning Tree Ports Tab (XOS Devices)

The Spanning Tree Ports tab displays Spanning Tree Ports information. The Spanning Tree
Algorithm and Protocol (STP) is a self-configuring algorithm that maintains a loop-free topology
while providing data path redundancy and network scalability. The Alcatel-Lucent STP
implementation distributes the Spanning Tree load between the primary management module
and the network interface modules. In the case of a stack of switches, the STP load is distributed
between the primary management switch and other switches in the stack. This functionality
improves network robustness by providing a Spanning Tree that continues to respond to BPDUs
and port link up and down states in the event of a fail over to a backup management module or
switch.

The Spaning Tree Ports Tab

Denvice: no-name (10.255.11.252)

General | Modules ] System State Emdronment | Plhysical Port | Vinual Port | interfaces Statistics | Spanning Tree |
|| instance | Poris | MSTP
Forwand STP Parts: E
I (VLAN ID) Part Priority | Path Cost | Designated Bridge 1D | Designated Root Bridge 1D
151 LFATM LANES 118 & B000-0020dx ec4 852 B000-0020daec4 552
152 I LAATI LANESS 138 8 BO00-0020dx ect851 2000-0020da ec4E51
150 THATM LAMER 138 2 B000-00 20 dxec4 850 B000-0020da ec4 850
05 ASBndger] 128 10 BO0O-D020dsbERIID 6400409581638
50 SMAWVLMP 802100 128 1 B000-0020d 068l Lo B000-0020da:bhE1 Ie
sl SVLMP BO21Q02 138 U 1000-00A095: 1 2331 LO00-0040P5:1 26231
52 SAAVLMP 8021043 112}8 III] 1000-D020dahERE LT LO00-0020dabbE117
Blocked STF Poris:
Ins# {(VLAN 1D} Fort Priority | Path Cost | Designoted Bridge 1D | Degignated Root Bridge 1D
150 FIATMLAMER (128 g A000-0020daecdB50 E000-0020da:ec4850
151 FUATMLAMEN  [13% g H000-0020ds ec4852 2000-0030ds ec4852 =
Uipdate Hedp |

|
Click Update to poll the switch and refresh
the screen with current information.

Inst (VLAN ID)
The STP Instance number (VLAN ID).

Port
The slot number for the module and the physical port number or a logical port. If the slot number
is 0, then the port number refers to a link aggregate logical port number (e.g., 0/31).

Priority
The Spanning Tree priority for the port. The lower the number, the higher the priority.

Path Cost

The contribution of this port to the path cost towards the Spanning Tree root bridge that includes
this port. Path cost is a measure of the distance of the listed port from the root bridge in the
number of hops.

Designated Bridge ID
The bridge identifier for the designated bridge for this port’s segment.

Designated Root Bridge ID
The bridge identifier for the root of the Spanning Tree for this port.
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Spanning Tree MSTP Tab (XOS Devices)

MSTP is only supported on AOS 6.1.2 and later devices. If MSTP is not configured on a device,
the tab is grayed out.

OmniCore Devices

When you connect to an OmniCore device, switch information is displayed in a series of tabs, as
shown below. These tabs can be used to view/configure the device.

OmniCore Devices

Device: PRTGZAOCS02E (10.255.11,176)
General | Imerfaces
System

Mame: |[FR7T620C5032 Description: Gégabit Rouling Swilch

Location: |For REMT. 11707 E.Spragus Suile 106 Spokans VWis-902 Candact: Bill_MNMSIab_alcatel Imemetwarking,

Uhp Tme: 455 days £ hours § minues 1 seconds
4 al

Lipsdate Hiedpe

Device Configuration
You can navigate through the tabs listed below to view/configure OmniCore devices:

e General - General device information. Used to specify the device name and location. It
also displays the system up time (the period of time that has elapsed since the switch was
last rebooted).

e Interfaces - Information on each physical interface in the switch.

General Tab (OmniCore Devices)

The General tab for OmniCore devices enables you to specify the device name and location. It
also displays the system up time (the period of time that has elapsed since the switch was last
rebooted). To change the device name or location, edit the respective fields as desired and then
click Apply to write the change to the switch. All changes take effect immediately.
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The General Tab

Device: PRTGZZOCSIZ2 (10.255.11.176)
General | Interfaces |
Mame: [FRTE22I0C5032

| Description: Gigabit Rouling Swilch |
Location: [Far RENT. 11707 E.Sprague Sulle 106 Spokane Wa-932  Condact: [Bill_NMSIab_siealel Intemetwarking,
Up Time: 455 days 4 hours § minutes 1 sgconds

Kl [ | [+]

| oo || updote || bein |

!

Click Update to poll the switch and refresh
the screen with current information.

Click to write ch to the switch.
Al mmys iAo g
Interfaces Tab (OmniCore Devices)

The Interfaces tab provides status for all interfaces on the switch. Click once in any column
header to display the Down Arrow and sort table information in ascending order. Click a second
time to display the Up Arrow and sort in descending order. Each field is described below.

The Interfaces Tab

Dervice: PRTG2XOCS0Z2 (10,255.11.176)
‘General | Imerfaces |

Index

Click Update to poll the switch and refresh

the screen with current information.

A unique value that identifies this interface.

Interince Status Table fisns 2 [_Q_[ﬁ]ﬁ{
Index | Diescriplion | Type MTU | Speed | Prysical Addiess | Aderin S

301 1000Mbp=-311 Efemet Inferface !ETHERNET-CSMA'CD | 1500 Q)00 ebb] 4823 BT jup -

202{1000Mbg2-207 EFemel Imérface |ETHERMET-CEMAICD | 1500 D00elpl L4203 B8 |up

AD1 1 00Enps-dr) Ethamet inlerface | 1500/ 000 o0 bl 4Th3 et lup

E, b prs-d (2 elintrste  |ETHERD MAICD | 1500 0j00&Bb1 47h3 62 fup

40310068 ps- 413 Elhamat intorface |[ETHERMET-CSMAICT | 1500] 100 MEs 00 a0 b1 4T B3 63 |up

404:|unuaps-4r_4 Ethemedinterfare  |ETHERMET-CSMALD | 1500 ﬂ;IJEI elbl 4Th3ed jup

405[100kapa-415 Elhemed nledace  |[ETHERMET-CSMAICD | 1500| 000 elbl 4TB2 85 |up

406 100Wbps- 416 Ethamet inteifsre  |ETHERNET-CSMAICD | 0/00 8051 470366 [up

407 100WDps-4i7 Ethemelinlerare ([ETHERMET-CSMAICD: | Q00 ebpd ATDIET |up

4081 00Mnps- 47 Elhomet inlefaco  |ETHERNET-CEMAICD | 0j00 elibl 470308 |up

409 1006Dps- 48 Ethamet interfara  |ETHERMET-CEMAICD | aj00eipl 470380 |up

410 100pe-4(10 Ememet iImerface |ETHERMET-CEMAICT D00 ebbl 4Th2 ea |up

4111100Mbps- 4111 EWemetinterfice |ETHERNET-COMAICD | 0100 elibl 47h3eb Jup

412)100MDpe-411 3 Ememat irerface [ETHERNET CSMACD | 0j00ebn1 47h36c (up

413/ 10060 ps- 4713 ERemot Interface |[ETHERMET-CSMAICD Q00 elknt 4TH20d |up

A4 1006mps-drt 4 Efemet Interface [ETHERMET-CSMAICT: | ﬂ;IJEI alibl 4Th38e |up

415 1006Dpe-4715 EMemet Inerface |ETHERMET-CSMAICD Dol elbl 4TDI &l |up

416 100Wbps-4/16§ Ehemet interface [ETHERNET-CSMACD | 1500/ 0100 elibi 47380 fup_

417 100MDps-411 7 EMemat iMerface [ETHE SMAICD | 1500 0[00 601 47b3 M [up

418 1006 pe- 471 B Esmpt inorface |ETHERMET-CSMAICD | 1500] OO0 el bl 4TH20  |up |
A9 0nenpe-471 8 Efematinfarface | :‘.JJiEﬂU.EE—R&MB'HHLiU_&_MEM.!_‘I!ﬁ_Q_ LT TR
(18 ] [

[ tee |
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Description
A textual description of the interface.

Type
The type of the interface, identified according to the physical or link protocol(s) immediately
"below" the network layer in the protocol stack.

MTU

The size, in octets, of the largest datagram that can be sent or received on this interface. This is
the size of the largest network datagram that can be transmitted on interfaces used for
transmitting network datagrams.

Speed

An estimate of the interface's current bandwidth. Speed is displayed in bits-per-second if less
than 1,000,000 bits-per-second. Speeds of 1,000,000 bits-per-second or greater are displayed in
terms of Mbs (megabits-per-second). If an interface does not vary in bandwidth, or if no accurate
estimation can be made, the nominal bandwidth is displayed in this field.

Physical Address

The interface address at the protocol layer (the layer immediately "below™ the network layer).
This field displays no value for interfaces that do not have such an address (for example, a serial
line).

Admin. State

The administrative state of the interface: Up indicates the interface is administratively enabled to
pass packets; Down indicates the interface is administratively disabled from passing packets;
Testing indicates the interface is in a test mode and no operational packets can be passed.

Oper. Status

The operational state of the interface: Up indicates the interface is able to pass packets; Down
indicates the interface is not able to pass packets; Testing indicates the interface is in a test mode
and no operational packets can be passed.

LastChange

The amount of time since the interface entered its current operational state. This field will
display a zero if the current operational state was entered prior to the last reinitialization of the
application.

OutQueue
The length of the output packet queue (in packets).
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6024 Devices

When you connect to a 6024 device, switch information is displayed in a series of tabs, as shown
below. These tabs can be used to view/configure the device.
6024 Devices

Device: OEM - OmniStack 6024 (10.255.211.125)
General | Ports | Inerfaces

Sysbam
Name: [OEM - OrniStack GO24 Description: Alcabel Omn|Stack 6024
Locatlon: |WME Laboratary Contact: |[Daren Sharenkn

Up Time: 124 days 10 hours 36 minudes 52 seconds

Update Help

- T

Device Configuration
You can navigate through the tabs listed below to view/configure 6024 devices:

e General - General device information. Used to specify the device name and location. It
also displays the system up time (the period of time that has elapsed since the switch was
last rebooted).

e Ports - Information on the physical ports on the switch.

o Interfaces - Information on each physical interface in the switch.

General Tab (6024 Devices)

The General tab for 6024 devices provides general system information, as explained below. To
change a configurable parameter, edit the field as desired and then click Apply to write the
change to the switch. All changes take effect immediately.
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The General Tab

Device: OEM - OmniStack 6024 (10.255.211.125)
Genaral | Ports | Interfaces

Systam
Nama: [OEM - OmniStack G2 Descriptione Alcabel Omn|Stack G024
Locatlon: |NME Laboratory Contact: |[Daren Sharenkn

Up Time: 124 days 10 hours 36 manudas 52 seconds

: Pl Lipdate Help
L =
Click Update to poll the switch and refresh
the screen with current information,

Click Apply to write changes to the switch.
All changes take effect immediately.

Name
A user-defined name for this switch.

Description
A description of the switch as defined by the manufacturer.

Location
A user-defined description of the switch's physical location.

Contact
A user-defined parameter stating who is responsible for this switch.

Up Time
The period of time that has elapsed since the switch was last rebooted.

Ports Tab (6024 Devices)

The Ports tab devices provides information on the physical ports on the switch. Click once in any
column header to display the Down Arrow and sort table information in ascending order. Click a
second time to display the Up Arrow and sort in descending order. Each field is described below.
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The Ports Tab

Dendce: OEM - DmniStack G024 (10.255.211,125)
General Poris | inferfaces
Poit Infest mation Table T i_éi}—ﬂ]i‘j
Unitld | Poartld Par Typir g Adrrin Flew Cordrol | Opar Flow C Y
1 1| undredBageTe |aul digabl=d nong -
2 undredBaseTx :.u, 210 nong |

3 hundredBase Ty Juplex1 0 Fing

4| hundredB I lCuplexi0 _nang

haindredd | hallDuplex10 nong

6| hundredB halMuplexi 0 nong

hundridB; I alMiuplex10 nang

& hundredB haluplex10 Rilng

| rundredB: A |auioiegot alican I allDuplexid nong

10/ hundredb: # _[auioNegoliation haliDuplex10 mOngE

11 indreds A |ButoMNegotiation Fealugplex1 0 LTyl

12/ hundredBaseTe | autohegotialion ThalDuplex0 nane

13 hurdredBaseTE | awoNegotation [halDuplexin none

14 hurdredBaseTs _:L-‘..INL- qodialicn I alMuplexid g

1% hundredB » i ¥ n | halCuplex10 nan!

fred healMugplex1 0 nang

dre ¥ f halDuplexil (e

18/ hundredBaseTy | awtoNeqotiation |halDuple1 0 e

19 hurdredBageTy f 210 nong

20| hundredBase T nani

21 hundredB T MOne
22 hindrédB asaT) e b

Click Update to poll the switch and refresh
the screen with current information,

Port ID
An ID number that identifies the port within this switch.

Port Type
The type of the port.

Admin Speed and Mode

The speed and duplex mode to which the port is set administratively. The value in this field may
be halfDuplex1000 (1000 Mbps and half duplex mode), fullDuplex1000 (1000 Mbps and full
duplex mode), or autoNegotiation (allow the switch to negotiate duplex mode and speed with
the other end of connection).

Oper Speed and Mode
The speed and duplex mode at which the port is actually operating. The value in this field may
be halfDuplex1000 or fullDuplex1000.

Admin Flow Control

The administrative state of flow control for the port: either enabled or disabled. When flow
control is enabled, and the port is operating in halfDuplex mode, the backPressure flow control
mechanism is used. When flow control is enabled, and the port is operating in fullDuplex mode,
the IEEE 802.3x flow control mechanism is used. Flow control can eliminate frame loss by
"blocking" traffic from end stations or segments connected directly to the switch when switch
buffers fill.

Oper Flow Control
The type of flow control the port is actually using during operation. This field may display the
following values:

backPressure. The backPressure flow control mechanism is in use. The backPressure flow
control mechanism is used when flow control is administratively enabled and the port is
operating in halfDuplex mode at 1000 Mbps.
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dot3xFlowControl. The IEEE 802.3x flow control mechanism is in use. The IEEE 802.3x flow
control mechanism is used when flow control is administratively enabled and the port is
operating in fullDuplex mode at 1000 Mbps.

none. Flow control is disabled.

Interfaces Tab (6024 Devices)

The Interfaces tab provides status for all interfaces on the switch. Click once in any column
header to display the Down Arrow and sort table information in ascending order. Click a second
time to display the Up Arrow and sort in descending order. Each field is described below.

The Interfaces Tab

Omnivista 2500 - Application: Topalogy  Window:D B I:Ilil
E#e Applications Wiew Switches Help
nnEE o Ewax T2 @ 10255211125 |~ =

Denice: OEM - DmniStack G024 (10.255.211,125)
Geespier &l Poris IferTaces |

imrl:u:o Status Table

Indes | Destription ___Typa
11Etharnst 107 D0ME |ETHERMET-CSMAICD

pes 3] | & [ EH|

| MTU | Speed | Physical Address | Admin. S1ate | Oper. Slatus | Last Chang
cks

1500|100 Mh= |7 A1.00 00 00 up lup [0h |=
2/ Ethernel 1011 D0ME |E | 10 mbs w00 00 01 up down [obeks |
3 Etharnat 10100 S00| 10 Mbs AA000002 up |down 0 Beks |
4 Ethernal 10110 SO0 10 Whe AATO00 0003 up |down 0 ks |
& Etharnél 10100 SO0 10 Wb AAT000004 Jup |dewn | 0 Btk
B Etharnal 107100 00| 10 Mbs AAA0000 05 up down |0 bcks |
7| Elfgrnal 1001 00ME 8I 10 Mbs WATO000 08 up ot 0 Btk |
& Etharnal 100 G0ME | 1600] 10 Mg A A100 0007 Tup [down [0 8cks |
9 Etharnat 1001 0 5000 10 Mbs TAT000008 up A 0 e
10 Ethernal 10010 1500 10 WMbs AAAQ00003 up ot 0 Be |
11 Etharnst 107100 S00) _10Mbs ANNO00000a _ up ldzwn | |
12 Ethernel 10100 ETHERMET-C. A 10 Wb NAM00 00 0k up ot I
13/Etharnel 1071 D0ME [ETHERMET- 50010 Mbs A 00 00 Oc up [down [ |
14 Ethernel 1001 0DME |ETHERMET- SO0 10 Whe A00000d up |down |
15 Etharnol 10/100ME |ETHERMET: SO0| 10 Mbs AANO00008  jup [down |
16 Etherral 100100 |ETHERMET- 1500) 10 Mbs 70000 07 up |down |
17 Elhernel 1071 00M2 |[ETHERMET-C 15 10 Mbs TAMO00010 up T =1
18 Etharnal 1001 00ME |ETHERMET- 500] 10 Mo 77000011 Tup [down
19 Etharmst 101 Q0ME |ETHERMET- ai 10 Wbz MAmo0ao1z 1] e
20 Ethernel 10/ 00ME |[ETHERNET-C 500 10Mbs MANOO0D0T3  up [down I
21 Ethernat 100 00ME |[ETHERMET-C3 15000 10Kons AAA000014 up down s

| Updaie | Help |

Click Update to poll the switch and refresh
the screen with current information.
Index
A unique value that identifies this interface.

Description
A textual description of the interface.

Type
The type of the interface, identified according to the physical or link protocol(s) immediately
"below" the network layer in the protocol stack.

MTU

The size, in octets, of the largest datagram that can be sent or received on this interface. This is
the size of the largest network datagram that can be transmitted on interfaces used for
transmitting network datagrams.
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Speed

An estimate of the interface’s current bandwidth. Speed is displayed in bits-per-second if less
than 1,000,000 bits-per-second. Speeds of 1,000,000 bits-per-second or greater are displayed in
terms of Mbs (megabits-per-second). If an interface does not vary in bandwidth, or if no accurate
estimation can be made, the nominal bandwidth is displayed in this field.

Physical Address

The interface address at the protocol layer (the layer immediately "below™ the network layer).
This field displays no value for interfaces that do not have such an address (for example, a serial
line).

Admin State

The administrative state of the interface: Up indicates the interface is administratively enabled to
pass packets; Down indicates the interface is administratively disabled from passing packets;
Testing indicates the interface is in a test mode and no operational packets can be passed.

Oper Status

The operational state of the interface: Up indicates the interface is able to pass packets; Down
indicates the interface is not able to pass packets; Testing indicates the interface is in a test mode
and no operational packets can be passed.

Last Change

The amount of time since the interface entered its current operational state. This field will
display a zero if the current operational state was entered prior to the last re-initialization of the
application.

Out Queue
The length of the output packet queue (in packets).

6100 Devices

When you connect to a 6100 device, switch information is displayed in a series of tabs, as shown
below. These tabs can be used to view/configure the device.

6100 Devices

Dice: OmniSiack S148 (10.255.11.155)
General | Ports | Inferfaces
Systean

Name: OmrcStack 8148 Descripiion: Alcatel OmniStack 6148

Locaion: FME

Up Time: I days

Comact: |ran

minuies 35 sacond AMAP: Acim -

Chassas information Table .E__,'__il_i‘_'_'_
Inithd | Handware Vorgion | Firmwane Version | Agent Hardwars Virsion | Agont Fimmwate Version | POST coda

v
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Device Configuration
You can navigate through the tabs listed below to view/configure 6100 devices:

e General - General system information and specific chassis information. It also enables
you to start and stop the AMAP protocol.

e Ports - Information on the physical ports on the switch.

e Interfaces - Information on each physical interface in the switch.

General Tab (6100 Devices)

The General tab for 6100 devices provides general system information and general chassis
information, as explained below. To change any configurable parameter, edit the field as desired
and then click Apply to write the change to the switch. All changes take effect immediately.

The General Tab

Dyrvice; test (10.255.11224)
Gemeral | Pors | Inlerfaces

Systerm
Hama: | Test Description: Alcatel OmniStack 6124
Locatian: | Lan Contaet: | Johnx-4679
Up Time: 15 days 4 hours 5 minubes 47 Second AMAP: Actbae -
Chaszis information Tabie |5 | B8 S

Unit 1d | Hardware Version | Firmwane Version | Agem Hardwarne Varsion | Agend Firmeare Yersior
1va.0 V1.2 W20 (BS0 GPU) WEADI1

| Apy _. LITEE T ._ Heljp |

Click Update to poll the switch and
refresh the screen with current
information.

Click Apply to write changes to the switch.
All changes take effect immediately.

System Parameters
Name
A user-defined name for this switch.

Description
A factory-defined description of the switch.

Location
A user-defined description of the switch's physical location.

Contact

A user-defined statement identifying the person or organization responsible for the switch.
Up Time

The period of time that has elapsed since the switch was last rebooted.
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AMAP

Set this field to Active or Inactive to enable or disable the AMAP protocol on this switch. By
default, AMAP is enabled. AMAP is a proprietary protocol that learns the connections and links
between switches in the list of All Discovered Devices. This information is used to create a
graphical display of network links when a network region or subnet is viewed. If you disable
AMAP, this switch's connections and links will not be displayed.

Chassis Information Parameters

Unit ID
An ID number that identifies the switch.

Hardware Version
The hardware version of the main board.

Firmware Version
The version of the firmware on the main board.

Agent Hardware Version
The hardware version of the agent board.

Agent Firmware Version
The version of the firmware on the agent board.

POST Code Version
The version of the POST (Power On Self Test) code on the agent board.

Port Count
The total number of ports on the switch, including expansion slots.

Power Status
Indicates whether the switch is using internalPower, redundantPower, or both
internal AndRedundantPower.

Expansion Slot 1
The type of module installed in Expansion Slot 1. If no module is installed, notPresent displays.

Expansion Slot 2
The type of module installed in Expansion Slot 2. If no module is installed, notPresent displays.

Role in System
Indicates whether the switch is functioning as the master, backupMaster, or slave.
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Ports Tab (6100 Devices)

The Ports tab provides information on the physical ports on the switch. Click once in any column
header to display the Down Arrow and sort table information in ascending order. Click a second
time to display the Up Arrow and sort in descending order. Each field is described below.

The Ports Tab

Danvicae: tiest (10.255.11.224)
Ganeral | Porig Interfaces

Port Infarmation Table paca 2] [&[E[H]
Unit & | Port 1d For Type Adnnin Speed and Mode | Oper Spesd and Mode | Admnin Floy
1 1 |hundredBasaTy | sutoMapoliston haHTu ples O enablad =

2 |hundoedBase
d|nuncredBass
4 |hundredBazeTH | suloMagolis

hia D pdes:d O enabled
halDuplax 0 enabled

a
autoagotist

halTuplex] b enabled
5 |hundoedBase ullDunliaet 00 gnabled
& |hundredBase halTruplexi 0 enabled
7 hundoedBa e haleupdesi 0 enabled
8 hundredBasa halTupdaxi 0 enabled
4 |hundedBase TullDwglexd 00 enabled
a5 ha e plii anabled
haTruplex] 0 enabled
haluplexi 0 enabled
halTuplax] D enabled
TullDwglesxd 00 enabled
fullCupled 00 gnabled |
halTuple D enabled
3 u haluplesi 0 Enabled
18 |hundredB: £ halTuplax] 0 enabled
19 hundredBaseTy | suldMagoliaton D plex enabled -
4 L3

Update || el

Click Update to poll the switch and
refresh the screen with current
information.

Port ID
An ID number that identifies the port within this switch.

Port Type
The type of the port.

Admin Speed and Mode

The speed and duplex mode to which the port is set administratively. The value in this field may
be halfDuplex1000 (1000 Mbps and half duplex mode), fullDuplex1000 (1000 Mbps and full
duplex mode), or autoNegotiation (allow the switch to negotiate duplex mode and speed with
the other end of connection).

Oper Speed and Mode
The speed and duplex mode at which the port is actually operating. The value in this field may
be halfDuplex1000 or fullDuplex1000.

Admin Flow Control

The administrative state of flow control for the port: either enabled or disabled. When flow
control is enabled, and the port is operating in halfDuplex mode, the backPressure flow control
mechanism is used. When flow control is enabled, and the port is operating in fullDuplex mode,
the IEEE 802.3x flow control mechanism is used. Flow control can eliminate frame loss by
"blocking" traffic from end stations or segments connected directly to the switch when switch
buffers fill.
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Oper Flow Control
The type of flow control the port is actually using during operation. This field may display the
following values:

backPressure. The backPressure flow control mechanism is in use. The backPressure flow
control mechanism is used when flow control is administratively enabled and the port is
operating in halfDuplex mode at 1000 Mbps.

dot3xFlowControl. The IEEE 802.3x flow control mechanism is in use. The IEEE 802.3x flow
control mechanism is used when flow control is administratively enabled and the port is
operating in fullDuplex mode at 1000 Mbps.

none. Flow control is disabled.

Interfaces Tab (6100 Devices)

The Interfaces tab provides status for all interfaces on the switch. Click once in any column
header to display the Down Arrow and sort table information in ascending order. Click a second
time to display the Up Arrow and sort in descending order. Each field is described below.

The Interfaces Tab

Durvice: st (10.255.11.224)
Gereral | Ports Irterfaces

interface Status Tablo Bezs| D] [G[EEH
Indes Dhescriplorn Type MTU | Spesd | Physical Address | Admin

1 Ethemet 1M 00ME |ETHERMET-CSRACD | 1500, 10Mbs /003017 1513351 |up =

18l 10A00ME |ETHERMET-CEMAICD | 1500 10 Mba|0030M 15 |
Wi00ME |ETHERMET- WCD | 1900 10 Mbs 003011 15
L 10 00ME |ETHERMET-CEMAICD | 1500 10Mbs (00301 15
TWI00ME |ETHERMET-CEMACD | 1500) 100 Mbs (00301 156
ME |ETHERMET-CSMACD | 1500 10 Mbs (00301 15

ME |ETHERMET-CSWAICD | 1500 10 Mbs|00 301 151aa7 |up

B |ETHERMET-CSMACD | 1500, 10Mbs 003011 151358 |up

ME |ETHERMET-CEWAICD | 1500) 100Mbs(0030M 151239 |up

ME |[ETHERMET-CESWMARTD | 1500 10Mbs|00 3011 161333 |up

AE |ETHERMET-CSMACD | 1500, 10Mbs /0030171 151aab |up
5
§
5
]
5
5
L]
5§

13482 |up
faak |up
faad |up
faad |up
1aab |up

ME |ETHERMET-CEWAICD | 1500 10Mbs|0030M i51aac |up
ME |ETHERMET-CEWACD | 1500 10Mbs 003017 151aad |up
B |ETHERMET-CEMACD | 1500) 100 Mbs 003017 151a
OME [ETHERMET-CSRAICD | 1500 100 Mbs 00 3011 1

ae  |up
1aaf |up
B |ETHERMET-CEMAICD | 1500 10 Mbs (00301 1

ME |ETHERMET-CEWMATCD | 1500] 10Mbs(00301M 1

t ME |[ETHERMET- WED | 1500 10 Mbs (003011 1
__19jEthemet 101 00ME |ETHERMET-CEMAICD | 1500 10Mbs|00 301 1

Update || Heln

Click Update to poll the switch and
refresh the screen with current
information,

1abl |up
iapl jup
fabd |up
fabd |up -

Index
A unique value that identifies this interface.

Description
A textual description of the interface.

Type
The type of the interface, identified according to the physical or link protocol(s) immediately
"below" the network layer in the protocol stack.

MTU

The size, in octets, of the largest datagram that can be sent or received on this interface. This is
the size of the largest network datagram that can be transmitted on interfaces used for
transmitting network datagrams.
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Speed

An estimate of the interface’s current bandwidth. Speed is displayed in bits-per-second if less
than 1,000,000 bits-per-second. Speeds of 1,000,000 bits-per-second or greater are displayed in
terms of Mbs (megabits-per-second). If an interface does not vary in bandwidth, or if no accurate
estimation can be made, the nominal bandwidth is displayed in this field.

Physical Address

The interface address at the protocol layer (the layer immediately "below™ the network layer).
This field displays no value for interfaces that do not have such an address (for example, a serial
line).

Admin State

The administrative state of the interface: Up indicates the interface is administratively enabled to
pass packets; Down indicates the interface is administratively disabled from passing packets;
Testing indicates the interface is in a test mode and no operational packets can be passed.

Oper Status

The operational state of the interface: Up indicates the interface is able to pass packets; Down
indicates the interface is not able to pass packets; Testing indicates the interface is in a test mode
and no operational packets can be passed.

Last Change

The amount of time since the interface entered its current operational state. This field will
display a zero if the current operational state was entered prior to the last re-initialization of the
application.

Out Queue
The length of the output packet queue (in packets).

6200 Devices

When you connect to a 6200 device, switch information is displayed in a series of tabs, as shown
below. These tabs can be used to view/configure the device.

6200 Devices

Dervvice: 6200 _Stack_of 7 (100285.11.123)

General | Modiles | Pliysical Pert | terfaces | Statistics | Link Agg | Link Agg Ports | System State | Spanning Tree

Syztem
Name: |5200_Stalk_of 7 Descripthole OmniStack LS 6200

Loscation: (MME_Lahoralon Coatact: |Daren_Sharénko

Up Time: 49 minutes 27 seconds AMAP: Acihe -
Comfiguration

Foarnmimg Fram:  master unit (D1 Sipve Configuralion;

Symchrontzation Sate; Snchronmed Synchicnize Stack:
Chassis Information Tabie _&‘:;{I-J

Primany CMM Ung D Binard Temp (G
maslir 1 Pl

backup [ Fl A

Update Help
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Device Configuration
You can navigate through the tabs listed below to view/configure 6200 devices:

e General - General system information and specific chassis information. It also enables
you to start and stop the AMAP protocol and to save, load, copy, and synchronize switch
configuration files.

e Modules - Information about the hardware modules installed on the switch.

e Physical/Port - Information on all physical ports on the switch.

e Interfaces - Information on each physical interface in the switch.

« Statistics - RMON and Ethernet Interface statistics information.

e Link Agg - Information on any Link Aggregates configured on the switch. .Link
aggregation is a way of combining multiple physical links between two switches into one
logical link. information.

e Link Agg Ports - Information about the ports in Link Aggregation groups.

e System State - Information on the system state of the switch (e.g., up-time, memory
utilization).

e Spanning Tree - STP Instance, STP Ports, and MSTP information.

General Tab (6200 Devices)

The General tab for 6200 devices displays general system information and specific chassis
information. It also enables you to start and stop the AMAP protocol and to save, load, copy, and
synchronize switch configuration files, as explained in detail below. You can change user-
defined parameters e.g., Name, Content) by editing the field and clicking Apply to write the
change to the switch. These changes take effect immediately. You can also make configuration
changes (e.g., Save Configuration, Synchronize Stack), by selecting the applicable checkbox and
clicking Apply. Configuration changes may take up to two (2) minutes to complete. When the
operation is complete, the status (e.g., Current State) will automatically update.

Note: If necessary, click the Update button to poll the switch and update the configuration
status information.

The General Tab

Device: 6200_Stack_of ¥ (10.255.11.123)
General | Modubes | Plysical Pori | interfaces | Statistics | Link Agg | Link Agg Poris | System Siate | Spanning Tree
System

Name: [6200_S15

Description: OmniStack LS 62

Locatin: |NME Contaet: |Daren_Sharenka

27 seeonds ABAP: Actbe -

Up Time: 4

Configuration
Fumnming From: master untt 10 1 Sapve ConThgurakion:

Synchronization State; Smchronized Symchronize Stack:

Chassis imformeation Tabie [ [
Primaty CHM Unaio Board Tamp [G) Sensor Slakus

masier 1 P wallable

backup | 2 NiA| unavailabie

Update Help

Click Update to poll the switch and refresh
the screen with current information.

Click Apply to write changes to the switch.
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System Parameters

Name
A user-defined name for this switch.

Description
A factory-defined description of the switch's software.

Location
A user-defined description of the switch's physical location.

Contact
A user-defined statement identifying the person or organization responsible for the switch.

Up Time
The period of time that has elapsed since the switch was last rebooted.

AMAP

Set this field to Active or Inactive to enable or disable the AMAP protocol on this switch. By
default, AMAP is enabled. AMAP is a proprietary protocol that learns the connections and links
between switches in the list of All Discovered Devices. This information is used to create a
graphical display of network links when a network region or subnet is viewed.

Configuration Parameters

The fields in the section are used to save the configuration files, and synchronize the switches in
a stack (stacked configurations only).
Configuration
Hamning Frome mastar unit 100 1 Sanve Lord Wpur ston:

Synchronization State: Meed Synchroniza Synchronize Stack:

Running From
Displays the unit in the stack which is acting as the Master.

Save Configuration
Issues a "Save Configuration” command to the device to save the configuration files.

Synchronization State (Stacked Configuration Only)
Displays the synchronization state for a stacked configuration (Synchronized/Need Synchronize).
This field is only visible in stacked configurations.

Synchronize Stack (Stacked Configuration Only)

Issues a "Synchronize Stack™ command to synchronize the image files (and boot files, if
necessary) of all of the devices in a stack. This checkbox is activated if the Synchronization State
is "Need Synchronize™ (a new switch was added to the stack, new image files were added to the
master). This command copies the latest image files to the working directory on each switch in
the stack. To activate the new image files you must re-boot the Master Switch from the working
directory by right-clicking on the switch in the device tree and selecting Reboot>From
WorkingThis field is only visible in stacked configurations.

Note: This command does not synchronize configuration files between the master and
backup devices. Configuration files are automatically synchronized each time a new
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command is issued by the user. The master unit synchronizes both the running (RAM) and
startup configurations (static).

Chassis Information Parameters

Chassis Informiation Table I TH
Prirmany Gk Linit ID Board Temp ("C) Sansor Slalius
meaStar | 1 'J_l.!"!'rallal.'l!E‘
backup 3 0| unavailable
Primary CMM

This field identifies the switch that is currently functioning as the primary CMM. In a stacked
configuration, the primary switch is identified as "Master", the secondary switch is identified as
"Backup".

Unit ID

The role of the switch in the stack. "1" identifies the Master switch, "2" identifies the Backup
switch (if applicable).

Board Temp (Degrees Celsius)

The current reading of the board temperature sensor, in degrees Celsius, for this chassis.

Sensor Status
Sensor status of the Master and Backup (if applicable) switches in the

Note: Not all fields display for all devices. If a field is not applicable to a device it is not
displayed.

Modules Tab (6200 Devices)

The Modules tab lists the hardware modules installed in the switch. Click once in any column
header to display the Down Arrow and sort table information in ascending order. Click a second
time to display the Up Arrow and sort in descending order. Each column is described below.

The Modules Tab

Device: 6200 Stack _of 7 (10.255,11,12%)
General | Modubes Plwysical Pori | Interisces Statistics Link Agg | Link Agg Poris | Sysiem Siate | Spanning Tree
=]

fizox Madule Tobile 2] [&EH
Siol Hame | Type Seralbumber | Fwiersion

1l OmniStack LS G224L)  Imaster 02050013 10.012 1.5

2| OmniStack LS backug G2050012 t0012 1.5.0.83
3 Omnisack Ls 5lave |G31 54967 10012 15053
4| Omnistack LS | Sl G2050024 10.012 |1.5.0.83
Fil= kLS 6224 |slave |FI9503584 10012 115083
B0 Slack LS 6224L  [slave 02050018 1.0.012 1.5.0.83
7iOmniStack LS 6248 8l FXas0714 10.01% 1.5.083

Click Update to poll the switch and refresh
the screen with current information.
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Slot
The slot in which the module is installed.

Name
The name of the module

Type
The factory-defined physical type of the module.

Description
A description of the module.

Hw Revision
The current revision level of the module hardware

Serial Number
Serial number of the module.

Fw Version

The module's firmware version. All modules should use the same firmware version.

Sw Revision

The module's software version. All modules should use the same software version.

Physical Port Tab (6200 Devices)

The Physical Port tab provides information on all physical ports on the switch. Click once in any
column header to display the Down Arrow and sort table information in ascending order. Click a
second time to display the Up Arrow and sort in descending order. Each field is described below.

The Physical Port Tab

Device: 6200_Stack_af_7 (10.255.11.123)

General  Modubes | Plysical Port | Interfaces | Stafistics | Link Agg | Link Agg Ports

E2ux Phoysical Pert S1ius Table

Systam State

Siot Pot | Media Type | Miss Desription | Admin, Status | Cper. Stalus
1] 1 |ETHERMNET-CSMAICT | Eth B |anakle | clw T
1 2 |ETHERMET-CSMAICD Elh enable oW
1 3|ETHERNET-CAMAICT | Eth |enabio dewr
1] 4 |[ETHERMET-CaMAICD | "Ethernat Intart: |enanle | e
1 {E 0 | Etherreé] Intaface |enasle et
1] Ethorn |enable [owm
1 Ethiernat Intarface |enale o
1 | | Etharnel Inberface |enanle | BT
1 8|ETHERMET-CIMAICD | Etherral Intarface |enakle G
1 10 |ETHERMET-CSMAICD Ethgrmél Inbarface eranle T
1] 1 |[ETHERME | Etharnat Intartace |enable [down
1 THERME B enable oW
1] i "I:F THERMET- { | i :I'n.l?h" :.:awr
1 14 |ETHERMNET-CSMAICD Ethigrmat Infarfac e enahle T
1 15 |ETHERMET-GEMAICD | Ethermél Inbarface |enasle e
1] 16 |ETHERNET-L | |Ethernet Interface |enable [dgwm
1 17 |[ETHERME Elfigrral Intafac e gnakle BT
1 L B.— THERME [Etharnal Inberface :nnanln :r.awr
1 18 |ETHERME D Etfigrmsal Infafac e |Bnasle 0T
1 20| ETHERMET-CSMAICT | Etharmel Inbertac e |enakle | AT
1] 2 [ETHERMNET-CSMAICD | Ethiernat Infarface |Bnahle W
1 | drwr

21 |ETHERNET-CEMAICD | [Ethernel Interface Enable

Lipelate Help |

Click Update to poll the switch and refresh
the screen with current information.

Spanring Trae

fisaoe[ ] [ SHAIES
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Slot/Port
The slot and port for which status is displayed.

MediaType
The physical type of the port.

Alias
The user-defined alias for the port.

Description
A description of the port.

Admin Status

The Administrative (Admin) status of the port: up or down. When the Admin status of a port is
enabled, the port can receive and transmit data as long as a cable is connected and no physical or
operational problems exist. When the Administrative Status of a port is disabled, the port will not
transmit or receive data even if a cable is connected and the physical connection is operational.
Note that physical or operational problems may cause a port to be nonfunctional even when its
Administrative Status is enabled.

OperStatus
The operational status of the port: portUp, portDown, or unknown.

The Interfaces Tab (6200 Devices)

The Interfaces tab provides information about all active interfaces on the 0S6200 switch. Click
once in any column header to display the Down Arrow and sort table information in ascending
order. Click a second time to display the Up Arrow and sort in descending order. Each field is
described below.

Note: In stacked configuration, the table lists all possible physical ports and this leads to
slow response in reading the table.

The Interfaces Tab

Dendce: G200_Stack_of_7 (10.255,11.123)

Genersl | Modules | Physical Port | inlerfaces | Statistics | Link Apg | Link Agg Ports | System Stale | Spanning Troe
Witerface Status Tatile posoa [R] [ G[EH[EH

Indiy | Alas Typi |_Speed | Physical Addrigs | Admin Stabe | Opér Slalus | Lasti
1 ETHERMWET-CEMA/CD | 15 100 Mos|0012¢c73af@ 41 fup LR

F] ¢ [ETHERMWET-CEMACOD | 1500] 100Mos(0012cf 251042  |up ‘dwn JEEELT
3 ETHERRET-CEMACD 100MOs |00 12072343 lup oo Jased |

n & 100 M5 |0012 123719 44 g it [ECETT

] 500] 100MB5[0012 cf2af 45 [up dnwn |38 ed

] 100 i s 2ef3afmdb  |up i 18 sed

il | 100 Ms[00 (2 cr2af@ 47 |up down EERTT

-] 1500] 100Mos 2cf2amdag  up down |38 geq

E 0| 100 M&s /0012 ¢f 2510 49 g Vet 3 seq

Tl 1500] 100 Mag[0012cldafda  |up down |38 5ed

11 100 KEH:{0012 ¢ 10 4b up 0T 18881

12 1 | 1500 1o '\-':u-.:l'lﬂ 12 fdc  |um A JEEELT

13 1500] 100Masi0012cf25M4d  fup Ty 33 san

14 100MDs|0012cl2af@de  |up dovn Jaseq

15] ) | 1500] 100M0s[0013cl2amad  |uo Aown |38 5ed

L] 1005100121238 50 |up oW 38 sel

17, | | 100 Mos (0012 c2am 5] |up diwn |38 sex

E] ) | 1500] t00mMos(0012cf2amal  Jup down |39 520

19 | 100MWos|0012c12af@ 5] |up doven |39 seq

0 1 \[ETHERMET-C o | 1] 100Mas | 0012 cf2afl 54 jup 3w [EEELD
i ETHERWET-CEMACD | 1500| 100 MDs(0012cf2aT055  |up cloweT Jgegw

a (]

Update Hedp

Click Update to poll the switch and refresh
the screen with current information.
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Index
A unique value that identifies this interface internally.

Description
A description of the interface that usually includes the name of the manufacturer, the name of the
product, and the version of the interface's hardware/software.

Type
A description of the type of the interface.

MTU
The size, in octets, of the largest packet that can be sent or received on the interface.

Speed

An estimate of the interface's current bandwidth. Speed is displayed in bits-per-second if less
than 1,000,000 bits-per-second. Speeds of 1,000,000 bits-per-second or greater are displayed in
terms of Mbs (megabits-per-second). If an interface does not vary in bandwidth, or if no accurate
estimation can be made, the nominal bandwidth is displayed in this field.

Physical Address

The physical address of the interface at its protocol sublayer. For 802.x interfaces, the physical
address is a MAC address. No physical address displays for interfaces in loopback mode nor for
serial interfaces.

Admin. State

The administrative state of the interface: up, down, or testing. Admin state up indicates the
interface is administratively enabled to pass packets; down indicates the interface is
administratively disabled from passing packets; testing indicates the interface is in a test mode
and cannot pass operational packets. All interfaces are initialized with the admin state down.
After initialization, either in response to explicit management action or stored configuration data,
the admin state of an interface to changed to up or testing (or may remain down).

Oper. Status
The current operational status of the interface: up, down, testing, unknown, dormant,
notPresent, or lowerLayerDown.

e up. The interface is ready to transmit and receive packets.

o down. The interface is either administratively disabled or there is a fault that prevents it
from going to the up state.

o testing. The interface is in a test mode and cannot pass operational packets.

« dormant. The interface is waiting for external actions (such as a serial line waiting for an
incoming connection).

e notPresent. The interface has missing components (typically hardware components).

o lowerLayerDown. The interface is down due to the state of lower-layer interfaces.

If an interface's administrative state is down its operational status will also be down. When the
administrative state is changed to up, the interface's operational status will change to up if the
interface is ready to transmit and receive packets; or, the operational status will change to
dormant if the interface is waiting for external actions; or, the operational status will remain
down if there is a fault that prevents it going up; or, the operational status will remain
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Last Change

The value of sysUpTime when the interfaces table (ifTable) was last changed because a new
entry was created or an existing entry was deleted. (The sysUpTime MIB variable reports the
time period that has elapsed since the switch was last initialized.) If the interfaces table was not
changed since the last re-initialization of OmniVista, no value will display in this field.

Out Queue
The length of the packet output queue, in packets.

RMON Statistics (6200 Devices)

The RMON Statistics tab, displays RMON (Remote Monitoring) statistics information for 6200
devices. The interfaces that are not connected will be filtered out from the view. Click once in
any column header to display the Down Arrow and sort table information in ascending order.
Click a second time to display the Up Arrow and sort in descending order. Each field is
described below.

Note: In a stacked configuration, the table contains all possible physical ports and this
leads to slow response reading the table.

The RMOMN Statistics Tab

Denvice: G200_Stack_of 7 (10.255,11,12%)
General | Modules | Physical Porl | imferfaces | Stafistics | Link Apg | Link Agp Ports | System Siate | Spanning Tree |
Statistic Tables;

RMON | Ethernet LF
AMOMN Statistics Tabie paaza B ﬂl_:‘F_ZL‘I
| | sso1 | Pont | Dirop Events | Totsd Octets | Totsl Packels | Tols Broadesst Pkls. | Tolsl MuleastPits. | CRC Allgn Errars | Unde
1 1 a 0 a i 1] 0 =
i 2 o [ i [ 0| o
1 3 1] 0| [t o 0 "]}
1 4 o o 1] o 0 £}
1 5 ] 0 [1] [ 1| [
1 ] a 0 a 0 0 o
1 [} 1] 1] [i] 0 q o
1 [l a [ [1] [¥ b [
1 9 a 1] a 0 0 K]
1 0 7] ol ] ol il ol
1 1 a 0 a 1 1] i
1 1 0 [ | i : =
1 13 i [ [ (]| ol [l
1 14 1] l'._ ! 0 ] [E]
1 1 i [ 1] L} Al 2
1|18 0 o [ 0 o] 0
1 17 0 0 1] [i il [k
1 12 f nl al nl nl X
4 L]
Upidate el

Click Update to poll the switch and refresh
the screen with current information,

Slot and Port

The slot and port for which RMON statistics are displayed.

Drop Events

The total number of occasions that packets were dropped by the probe due to lack of resources.
Note that the value in this field is not necessarily the number of packets dropped; it is the number
of times this condition was detected.

Total Octets

The total number of octets received, including those in bad packets. The count includes FCS
(frame check sequence) octets but excludes framing bits. The value in this field can be used as a
reasonable estimate of 10 megabit Ethernet utilization. If greater precision is desired, the Total
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Octets and Total Packets values should be sampled before and after a common interval. In the
following equation, the differences in the sampled values are Octets and Pkts, respectively, and
the number of seconds in the common interval is Interval. The result of this equation is the value
Utilization which is the percent utilization of the Ethernet segment on a scale of 0 to 100 percent.

Phts * (9.6 + 6.4) + [Octets * .
Lrrifization = : ( ] ( i B)

Interval * 10,000

Total Packets
The total number of packets received, including bad packets, broadcast packets, and multicast
packets.

Total Broadcast Pkts
The total number of good packets received that were directed to the broadcast address. Note that
this value does not include multicast packets.

Total Multicast Pkts
The total number of good packets received that were directed to a multicast address. Not that this
value does not include packets directed to the broadcast address.

CRC Align Errors

The total number of packets received with a length between 64 and 1518 octets, inclusive
(excluding framing bits but including FCS [frame check sequence] octets), which had either of
the following errors:

« abad frame check sequence with an integral number of octets, which is an FCS error, or
« abad frame check sequence with a non-integral number of octets, which is an alignment
error.

Undersized Pkts
The total number of packets received that were less than 64 octets in length, excluding framing
bits but including FCS (frame check sequence) octets, and were otherwise well formed.

Oversized Pkts
The total number of packets received that were longer than 1518 octets, excluding framing bits
but including FCS (frame check sequence) octets, and were otherwise well formed.

Fragments
The total number of packets received that were less than 64 octets in length (excluding framing
bits but including FCS [frame check sequence] octets), which had either of the following errors:

e abad frame check sequence with an integral number of octets, which is an FCS error, or
o abad frame check sequence with a non-integral number of octets, which is an alignment
error.

Note that it is entirely normal for the count in this field to increment, because it includes both
runt packets (which are a normal occurrence due to collisions) and noise hits.
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Jabbers
The total number of packets received that were longer than 1518 octets (excluding framing bits
but including FCS [frame check sequence] octets), which had either of the following errors:

e abad frame check sequence with an integral number of octets, which is an FCS error, or
o abad frame check sequence with a non-integral number of octets, which is an alignment
error.

Note that this definition of jabber is different than the definition in IEEE-802.3 section 8.2.1.5
(10BASEDS) and section 10.3.1.4 (10BASEZ2). These documents define jabber as the condition
where any packet exceeds 20 ms. The allowed range to detect jabber is between 20 ms and 150
ms.

Rx Collisions/Tx Collisions

The best estimate of the total number of Receive (Rx) and Transmit (Tx) collisions on this
Ethernet segment. The value returned depends on the location of the RMON probe. Section
8.2.1.3 (10BASE-5) and section 10.3.1.3 (10BASE-2) of IEEE standard 802.3 states that a
station, when in receive mode, must detect a collision if three or more stations are transmitting
simultaneously. A repeater port must detect a collision when two or more stations are
transmitting simultaneously. Thus, a probe placed on a repeater port could record more collisions
than would a probe connected to a station on the same segment.

Probe location plays a much smaller role when considering 10BASE-T. Section 14.2.1.4
(10BASE-T) of IEEE standard 802.3 defines a collision as the simultaneous presence of signals
on the DO and RD circuits (transmitting and receiving at the same time). A 10BASE-T station
can only detect collisions when it is transmitting. Thus, a probe placed on a station and a probe
placed on a repeater should report the same number of collisions.

Note that an RMON probe inside a repeater should ideally report collisions between the repeater
and one or more other hosts (per the IEEE 802.3k definition of transmit collisions) plus receiver
collisions observed on any coax segments to which the repeater is connected.

Pkts 64 Octets
The total number of packets received, including bad packets, that were 64 octets in length. The
count includes FCS (frame check sequence) octets but excludes framing bits.

Pkts 65-127 Octets

The total number of packets received, including bad packets, that were between 65 and 127
octets in length, inclusive. The count includes FCS (frame check sequence) octets but excludes
framing bits.

Pkts 128-255 Octets

The total number of packets received, including bad packets, that were between 128 and 255
octets in length, inclusive. The count includes FCS (frame check sequence) octets but excludes
framing bits.

Pkts 256-511 Octets

The total number of packets received, including bad packets, that were between 256 and 511
octets in length, inclusive. The count includes FCS (frame check sequence) octets but excludes
framing bits.
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Pkts 512-1023 Octets

The total number of packets received, including bad packets, that were between 512 and 1023
octets in length, inclusive. The count includes FCS (frame check sequence) octets but excludes
framing bits.

Pkts 1024-1518 Octets

The total number of packets received, including bad packets, that were between 1024 and 1518
octets in length, inclusive. The count includes FCS (frame check sequence) octets but excludes
framing bits.

Ethernet Statistics (6200 Devices)

The Ethernet I/F tab displays the Ethernet statistics for the 0S6200 device. The interfaces that
are not connected will be filtered out from the view. Only the physical interfaces are displayed.
Click once in any column header to display the Down Arrow and sort table information in
ascending order. Click a second time to display the Up Arrow and sort in descending order. Each
field is described below. Note that discontinuities can occur in statistics values upon re-
initialization of the system.

Note: In a stacked configuration, the table lists all the possible physical ports and this
leads to slow response in reading the table.

The Ethernet Interface Statistics Tab

Device: G200_Stack_of T (10.255,11,123)
General | Modules | Plysical Port | Interfaces | Statistics | Link Agg | Link Agg Ports | System State. | Spanning Tree
| Statistic Tables:
RMON | Ethermet LF

Ethamat Imtarface Statistics Table i1n—|.‘1!|+_i§_| el L'_
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Upsifate Help

Click Update to poll the switch and refresh
the screen with current information.

Slot and Port
The slot and port of the interface.

Index
A unique value that identifies the interface internally.

Type
The type of the interface.

Rx Octets
The total number of octets received on the interface, including framing characters.
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Tx Octets
The total number of octets transmitted out of the interface, including framing characters.

Rx Unicast Pkts
The total number of unicast packets received on this interface and delivered to a higher layer.
This value does not include packets addressed to a multicast or broadcast address.

Tx Unicast Pkts

The total number of unicast packets that higher-level protocols requested be transmitted from
this interface, including packets that were discarded or not sent. This value does not include
packets addressed to a multicast or broadcast address at this sublayer.

Rx I/F Discards

The number of received packets that were discarded even though no errors were detected in the
packets that would have prevented them from being delivered to a higher-layer protocol. One
possible reason for discarding such packets would be the need to free buffer space.

Tx I/F Discards

The number of outbound packets that were discarded even though no errors were detected in the
packets that would have prevented them from being transmitted. One possible reason for
discarding such packets would be the need to free buffer space.

Rx I/F Errors
The number of received packets that contained errors preventing them from being delivered to a
higher-layer protocol.

Tx I/F Errors
The number of outbound packets that could not be transmitted because of errors.

Unknowns
The number of received packets that were discarded because of an unknown or unsupported
protocol.

Link Agg Tab (6200 Devices)

The Link Agg tab displays all active Link Aggregate information for the 0S6200 device. Link
Aggregate interfaces that are not connected are not displayed.

Link aggregation is a way of combining multiple physical links between two switches into one
logical link. The aggregate group operates within Spanning Tree as one virtual port and can
provide more bandwidth than a single link. It also provides redundancy. If one physical link in
the aggregate group goes down, link integrity is maintained.

There are two types of aggregate groups: static and dynamic. Static aggregate groups are
manually configured on the switch with static links. Dynamic groups are set up on the switch but
they aggregate links as necessary according to the Link Aggregation Control Protocol (LACP).
OmniVista's Link Agg tab provides information about each link aggregation group defined on
the switch. Each field in the tab is described below.
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The Link Agg Tab

Denace: G200 _Stack_of 7 (10.255.11.123)
General | Modules | Physical Port | Interfaces | Statistics  Link Agg | Link Agg Ports | Systern State | Spanning Tros

Link Agg Table TS

[H
Murnber | MAC Addrass | Actor Priorty | ActoriD | Aggregabe | Actor sdmin By | Actor Opar Key | Pardner ID | Paréner Priovil F

[ update || Hep

Click Update to poll the switch and refresh
the screen with current information.

Number

A reference number assigned when the link aggregation group was created.
Size

The maximum number of links that may belong to this link aggregation group.
Name

The name of the link aggregation group. This is an alphanumeric string up to 255 characters
long.

Description
The standard MIB name for this link aggregate group.

LACP Type

The type of this link aggregation group. lacpOff means the group is static. lacpOn means the
group is dynamic and is using the LACP protocol. (LACP is the Link Aggregation Control
Protocol.)

Admin State

The administrative state of this link aggregation group: either enable (the group is active and is
able to aggregate links) or disable (the group is inactive). The group's administrative state is
configured by the network administrator.

Oper State

The current operational state of this link aggregation group: either up (the group is operational)
or down (the group is not operational). This field may also display logicPortCreatFailed or
gReservationFailed.

Selected Ports
The number of ports that could possibly attach to this link aggregation group at the moment.

Attached Ports
The number of ports actually attached to this link aggregation group at the moment.
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Primary Port

The slot/port number of the primary port in the link aggregation group used to send BPDUs and
flooding frames. The switch uses the first port to join the group as the primary port. If the first
port to join the group is no longer part of the group, the switch automatically assigns another port
in the group to be the primary port.

MAC Address
The MAC address assigned to this link aggregation group.

Actor System ID
The MAC address for the local port associated with a dynamic link aggregation group, which is
used as a unique identifier for the system that contains this link aggregation group.

Actor System Priority

A value from 0 - 65535 that indicates the priority value associated with the Actor System ID.
This defines the priority of the switch's dynamic aggregate group in relation to other aggregate
groups

Actor Admin Key
The administrative key value configured for the dynamic aggregate group. Possible values are 0 -
65535.

Actor Oper Key
The current operational value of the key for the dynamic link aggregation group.

Partner System ID

The MAC address of the remote aggregate group to which this aggregate group is attached. A
value of zero indicates that there is no known partner. If the group is manually configured, the
value in this field is assigned by the local system.

Partner System Priority

The priority of the remote system to which the aggregation group is attached. Possible values are
0 - 65535. If the group is manually configured, the value in this field is assigned by the local
system.

Partner Admin Key

The administrative key for the aggregation group's remote partner. Possible values are 0 - 65535.
If the group is manually configured, the value in this field is assigned by the local system. The
administrative key may differ from the operational key.

Partner Oper key
The operational key of the remote system to which the aggregation group is attached. If the
group is manually configured, the value in this field is assigned by the local system.
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Link Agg Ports Tab (6200 Devices)

The Link Agg Ports tab displays all active Link Aggregate Ports information for the 0S6200
device. Link Aggregate Ports that are not connected are filtered from the view. Each field is
described below.

The Link Agg Ports Tab

Dendce: G200 _Stack_of T (10.255.11.123)
Gervaral Modubes Plwsical Port Iteriaces Statistics Link &g Link Agn Ports | Systam State Spanning Traa
Link Agg Ports Tahle Ik &I.LL":'_'I

SlobParl | Agoregale 10 | Aclor Priority | Actor IG | Actor 8dmin Kay | Actor Opsr Key | Pardner Prionty | Parner Oper Priordy | Parfnes

1
update || Help

|
Click Update to poll the switch and refresh
the screen with current information,

Slot/Port
The slot and port number of a port in the link aggregation group.

Aggregate ID

The ID of the static aggregate group to which the port is attached. This field does not apply to
dynamic aggregate groups. The Aggregate ID can be any value from -1 to 31. The -1 value
displays when this field is not significant.

Admin State

The administrative state of this port: either enable (the port is ready to pass packets) or disable
(the port is administratively disabled). The port's administrative state is configured by the
network administrator.

Oper State

The operational status of the port: either up (the port is passing traffic), down (the port is unable
to pass traffic) notAttached (the port is not attached to the aggregate group), or notAggregable
(the port cannot be aggregated, perhaps because the key is not set or is incorrect).

Port State

The current aggregation status of the port. When a port is attached to a group, attached will
display in this field. Other possible port states are created, configurable, configured, selected,
and reserved.

Link State
The operational status of the link: up or down.
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Primary
This field displays yes if the port is the primary port in the aggregate group and displays no if it
is not. This field may also display notSignificant.

Actor System ID
The System ID (i.e., the MAC address) of the system that contains this port.

Actor System Priority
A value from 0 - 255 that defines the priority value associated with the Actor's System ID.

Actor Admin Key
The actor administrative key value for this port.

Actor Oper Key
The current operational value of the actor key.

Partner Admin System ID

The administrative MAC address associated with the remote partner's system ID. This value is
used along with Partner Admin System Priority, Partner Admin Key, Partner Admin Port, and
Partner Admin Port Priority to manually configure aggregation.

Partner Oper System Priority
The operational priority of the remote system to which this port is attached.

Partner Admin Key

The administrative value of the key for the remote partner. This value is used along with Partner
Admin System Priority, Partner Admin System ID, Partner Admin Port, and Partner Admin Port
Priority to manually configure aggregation.

Partner Oper Key
The current operational value of the key for the protocol partner.

Selected Agg ID

The Aggregator ID associated with the dynamic aggregate group to which the port is attached.
Zero indicates that this port has not selected an aggregate group, either because it is in the
process of detaching from a group or because there is no suitable group available for it to select.

Attach Agg ID
The Aggregator ID associated with the dynamic aggregate group to which the port is attached.
Zero indicates that this port is not currently attached to a group.

Actor Port
The port number locally assigned to this port. The port number is communicated in Link
Aggregation Control Protocol Data Units (LACPDUS) as the Actor_Port (a read-only value).

Actor Port Priority
The actor priority value assigned to the port. The actor priority value can range from 0 - 255.

Partner Admin Port

The administrative value of the port number for the protocol partner. This value is used along
with Partner Admin System Priority, Partner Admin System ID, Partner Admin Key, and Partner
Admin Port Priority to manually configure aggregation.
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Partner Oper Port
The operational port number assigned to the port by the port's protocol partner.

Partner Admin Port Priority

The administrative port priority of the protocol partner. This value is used along with Partner
Admin System Priority, Partner Admin System ID, Partner Admin Key, and Partner Admin Port
to manually configure aggregation.

Partner Oper Port Priority
The priority value assigned to this port by the partner.

Actor Admin State

The administrative state of the port. The Actor Admin State is a string of eight bits that
correspond to the administrative values of Actor_State, as transmitted by the Actor in Link
Aggregation Control Protocol Data Units (LACPDUS). The bits of Actor Admin State are as
follows:

The first bit corresponds to bit 0 of Actor_State, which is Activity. When this bit is set, the
dynamic aggregate group is able to exchange LACPDU frames.

The second bit corresponds to bit 1 of Actor_State, which is Timeout. When this bit is set, a
short timeout is used for LACPDU frames. When this bit is disabled, a long timeout is used for
LACPDU frames.

The third bit corresponds to bit 2 of Actor_State, which is Aggregation. When this bit is set, the
system considers this port to be a potential candidate for aggregation. If this bit is not enabled,
the system considers the port to be individual (it can only operate as a single link).

The fourth bit corresponds to bit 3 of Actor_State, which is Synchronization. The system always
determines the value of this bit. When bit 3 is set by the system, the port is allocated to the
correct dynamic aggregation group. If this bit is not set by the system, the port is not allocated to
the correct dynamic aggregation group.

The fifth bit corresponds to bit 4 of Actor_State, which is Collecting. The system always
determines the value of this bit. When bit 4 is set by the system, incoming LACPDU frames are
collected from the individual ports that make up the dynamic aggregate group.

The sixth bit corresponds to bit 5 of Actor_State, which is Distributing. The system always
determines the value of this bit. When bit 5 is set by the system, distributing outgoing frames on
the port is disabled.

The seventh bit corresponds to bit 6 of Actor_State, which is Defaulted. The system always
determines the value of this bit. When bit 6 is set by the system, it indicates that the actor is using
defaulted partner information administratively configured for the partner.

The eighth bit corresponds to bit 7 of Actor_State, which is Expired. The system always
determines the value of this bit. When bit 7 is set by the system, the actor cannot receive
LACPDU frames.
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Actor Oper State

The operational state of the port. The Actor Oper State is a string of eight bits that correspond to
the operational values of Actor_State, as transmitted by the Actor in Link Aggregation Control
Protocol Data Units (LACPDUSs). The bits are allocated as described for Actor Admin State
(see above).

Partner Admin State
The administrative state of the partner's port. The Partner Admin State is a string of eight bits
that correspond to the administrative value of Actor_State for the protocol Partner.

The first bit corresponds to bit 0 of Actor_State for the Partner, which is Activity. When this bit
is set, the dynamic aggregate group is able to exchange LACPDU frames.

The second bit corresponds to bit 1 of Actor_State for the Partner, which is Timeout. When this
bit is set, a short timeout is used for LACPDU frames. When this bit is disabled, a long timeout
is used for LACPDU frames.

The third bit corresponds to bit 2 of Actor_State for the Partner, which is Aggregation. When this
bit is set, the system considers this port to be a potential candidate for aggregation. If this bit is
not enabled, the system considers the port to be individual (it can only operate as a single link).

The fourth bit corresponds to bit 3 of Actor_State for the Partner, which is Synchronization.
When this bit is set, the port is allocated to the correct dynamic aggregation group. If this bit is
not enabled, the port is not allocated to the correct aggregation group.

The fifth bit corresponds to bit 4 of Actor_State for the Partner, which is Collecting. The system
always determines the value of this bit. When bit 4 is set by the system, incoming LACPDU
frames are collected from the individual ports that make up the dynamic aggregate group.

The sixth bit corresponds to bit 5 of Actor_State for the Partner, which is Distributing. The
system always determines the value of this bit. When bit 5 is set by the system, distributing
outgoing frames on the port is disabled.

The seventh bit corresponds to bit 6 of Actor_State for the Partner, which is Defaulted. The
system always determines the value of this bit. When bit 6 is set by the system, it indicates that
the partner is using defaulted actor information administratively configured for the actor.

The eighth bit corresponds to bit 7 of Actor_State for the Partner, which is Expired. The system
always determines the value of this bit. When bit 7 is set by the system, the partner cannot
receive LACPDU frames.

Partner Oper State

The current operational state of the partner's port. The Partner Oper State is a string of eight bits
that correspond to the current values of Actor_State in the most recently received Link
Aggregation Control Protocol Data Unit (LACPDU) transmitted by the protocol Partner. The bits
are allocated as described for Partner Admin State (see above).
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System State Tab (6200 Devices)

The System State tab, displays system state information for each module of the stack.
The System State Tab

Denice: 6200_Stack_of_7 (10.255.11.123)

General | Modubes | Plysical Port | inferfaces | Statistics | Link Agg | Link Agg Ports | System State | Spanning Tree
System State Information
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Power Supply (redumdant}: 1ot Present

Unit. [D: ¥l

System Lip Time: = hours 11 pesstes 46 seconds 43 Hoks
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| N T fe' 3 b

Uitz Help |

Click Update to poll the switch and refresh
the screen with current information,

CPU Utilization (60 seconds)

The average device-level CPU utilization, expressed as a percent, in the primary (active) CMM
module over the last 60 seconds.

Unit ID
(TBD)

System Up Time
The time period that has elapsed since the switch was last initialized. (Each tick is .01 second.)

Unit Temperature

This field indicates whether the chassis temperature is within the acceptable temperature range
for the switch.

Power Supply
Displays the status of the primary power supply.

Power Supply (redundant)
Displays the status of the redundant power supply.

Spanning Tree Instance Tab (6200 Devices)

The Spanning Tree Instance tab displays basic Spanning Tree information. The Spanning Tree
Algorithm and Protocol (STP) is a self-configuring algorithm that maintains a loop-free topology
while providing data path redundancy and network scalability. The Alcatel-Lucent STP
implementation distributes the Spanning Tree load between the primary management module
and the network interface modules. In the case of a stack of switches, the STP load is distributed
between the primary management switch and other switches in the stack. This functionality
improves network robustness by providing a Spanning Tree that continues to respond to BPDUs
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and port link up and down states in the event of a fail over to a backup management module or
switch.
The STP Instance Tab
Dendce: G200_Stack ol T (10.255.11.123)

General |~ Modudes | Plysical Perl | iferfaces | Statistics | Link Agg | Link Agg Ports | System Siate | Spanning Tree
| Instance | Ports | MSTP

Type: 0362001724 STP Moda: STP (1EEE 802.1D)
Name: 6200 Stack of 7  Base MAC Address: 0012cflafi40

TP Adddress:
[10.255.01.023 12212 [3333 4444

CIST information
Stp Operatlon Mode Classic STP Path Cost Short
Stp Priority 3I6E Hells Time 1 seconds
Iinx Age 2 seconds Farward Delay 15 seconds
Eridge MAC nddress (011cf 240 Root Bridge ID 64-00d005:8]1el 38
Root Pari M Koot Path Cost 19
Topalogy Changes 10 Last Topology Change 4 hours 24 munules 18 seconds 50 teles

Upeate Hedp

Click Update to poll the switch and refresh
the screen with current information.

Type
The switch model type (e.g., 0S6850-24).

Name
The user-defined name for the switch.

STP Mode
The Spanning Tree operating mode for the switch:

e 802.1D - (1x1 or Flat)
e 802.1W - RSTP (1x1 or Flat)
e 802.1Q - MSTP.

Base MAC Address
The MAC address of the switch.

IP Address
The IP address of the switch.

CIST Information
STP Operational Mode
The Spanning Tree operating mode for the switch (1x1 or flat).

STP Priority
The Spanning Tree bridge priority for the instance. The lower the number, the higher the priority.

Max Age
The amount of time (in seconds) that Spanning Tree Protocol information is retained before it is
discarded.
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Bridge MAC Address
The Bridge MAC address.

Root Port
The port that offers the lowest cost path from this bridge to the root bridge for this Spanning Tree
instance.

Topology Changes
The number of topology changes detected by this Spanning Tree instance since the management
entity was last reset or initialized.

Path Cost
The path cost for this STP instance.

Hello Time
The amount of time (in seconds) between the transmission of Configuration BPDUs on any port
that is the Spanning Tree root or is attempting to become the Spanning Tree root.

Forward Delay

The amount of time (in seconds) that a port will remain in the Listening state and then the
Learning state until it reaches the forwarding state. This is also the amount of time used to age
out all dynamic entries in the Forwarding Database when a topology change occurs.

Root Bridge ID
The bridge identifier for the root of the Spanning Tree for this instance.

Root Path Cost
The cost of the path to the root for this Spanning Tree instance.

Last Topology Change
The amount of time since the last topology change was detected by this Spanning Tree instance.

Spanning Tree Ports Tab (6200 Devices)

The Spanning Tree Ports tab displays Spanning Tree Ports information. The Spanning Tree
Algorithm and Protocol (STP) is a self-configuring algorithm that maintains a loop-free topology
while providing data path redundancy and network scalability. The Alcatel-Lucent STP
implementation distributes the Spanning Tree load between the primary management module
and the network interface modules. In the case of a stack of switches, the STP load is distributed
between the primary management switch and other switches in the stack. This functionality
improves network robustness by providing a Spanning Tree that continues to respond to BPDUs
and port link up and down states in the event of a fail over to a backup management module or
switch
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The STP Ports Tab

Device: 6200_Stack_af_7 (10.255.11.123)

General | Modules | Plasical Porl | Imlerfaces | Statistics | Link Apg | Link Agg Ports | System Siate | Spanning Tree
| mstance | Ports | M
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Uipelate Hedp

Click Update to poll the switch and refresh
the screen with current information,

Port
The slot number for the module and the physical port number or a logical port. If the slot number
is 0, then the port number refers to a link aggregate logical port number (e.g., 0/31).

Priority
The Spanning Tree priority for the port. The lower the number, the higher the priority.

Path Cost

The contribution of this port to the path cost towards the Spanning Tree root bridge that includes
this port. Path cost is a measure of the distance of the listed port from the root bridge in the
number of hops.

Designated Bridge ID
The bridge identifier for the designated bridge for this port’s segment.

Designated Root Bridge ID
The bridge identifier for the root of the Spanning Tree for this port.

Spanning Tree MSTP Tab (6200 Devices)

The Spanning Tree MS Ttab displays Multiple Spanning Tree (MSTP) region information. The
Spanning Tree Algorithm and Protocol (STP) is a self-configuring algorithm that maintains a
loop-free topology while providing data path redundancy and network scalability. The Alcatel-
Lucent STP implementation distributes the Spanning Tree load between the primary
management module and the network interface modules. In the case of a stack of switches, the
STP load is distributed between the primary management switch and other switches in the stack.
This functionality improves network robustness by providing a Spanning Tree that continues to
respond to BPDUs and port link up and down states in the event of a fail over to a backup
management module or switch.
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The STP MSTP Tab

General | Ports | MSTP

MSTP Region information
Number | Config Config Digest Name | Revision | MST CIST Max
Format Level List Instance | Hops
1 1] dd 63 b0 FF 59 30 af 3540 a 1] 20
B3 16 al Pe 33 fl dh

MSTP Instance information

Nurier MNare | VLAN List
0 [vtt-v1290, w1301-v4004
4 |30

X Close

Number

This number identifies an association between a range of VLANSs and a single Spanning Tree
instance. In addition, it is possible to assign an optional name to the MST] for further
identification.

Config Format
The MSTP configuration format.

Config Digest
An MST region identifier consisting of a 16 octet hex value (as per the IEEE 802.1Q 2005
standard) that represents all defined MSTIs and their associated VLAN ranges.

Name

Defines the name for a Multiple Spanning Tree (MST) region. One of three attributes (name,
revision level, and a VLAN to MST instance association table) that defines an MST region as
required by the IEEE 802.1Q 2005 standard. Switches that share the same attribute values are all
considered part of the same MST region.

Revision Level
A numeric value (0-65535) that identifies the MST region revision level for the switch.

CIST Instance

The number of the CIST instance, which is currently zero as there is only one region per switch.
Therefore, only one CIST exists per switch Note that this instance is also known as the flat mode
instance and is known as bridge 1 when using STP or RSTP.

Max Hops
The number of maximum hops authorized for region information.

Number

This number identifies an association between a range of VLANSs and a single Spanning Tree
instance. In addition, it is possible to assign an optional name to the MST] for further
identification.
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Name
An alphanumeric value that identifies the MSTI.

VLAN List
The range of VLAN IDs that are associated with this MSTI.

6300 Devices

General Tab (6300-24 Devices)

The General tab for 6300-24 devices provides general system information and general chassis
information, as explained below. To change any configurable parameter, edit the field as desired
and then click Apply to write the change to the switch. All changes take effect immediately.

The General Tab

Do NRIS_1250 (10.255.11.925)
General | Ports | nlermaces

System
Mame: NS 135 Degcriplion: OmniSlack®24 1040001 000
Location: HMS LAB Contact:
Up Tirmes 19 dies 4 howrs 1 minutes 19 seconds ARAP: Inacthee -
Chazsis Information Table élu!ljlﬂ
Unit Id | Hardware Vargion | Firmwang Version | Loader Version | Bool ROM Version | Op code version | Por Count
1R 21.0.0 10235 22013 2

Apply || Update || Help

Click Update to poll the switch and
refresh the screen with current
information.

Click Apply to write changes to the switch.
All changes take effect immediately.

System Parameters
Name
A user-defined name for this switch.

Description
A factory-defined description of the switch.

Location
A user-defined description of the switch's physical location.

Contact

A user-defined statement identifying the person or organization responsible for the switch.
Up Time

The period of time that has elapsed since the switch was last rebooted.
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AMAP

Set this field to Active or Inactive to enable or disable the AMAP protocol on this switch. By
default, AMAP is enabled. AMAP is a proprietary protocol that learns the connections and links
between switches in the list of All Discovered Devices. This information is used to create a
graphical display of network links when a network region or subnet is viewed. If you disable
AMAP, this switch's connections and links will not be displayed.

Chassis Information Parameters

Unit ID
An ID number that identifies the switch.

Hardware Version
The hardware version of the main board.

Firmware Version
The version of the firmware on the main board.

Loader Version
The version number of the loader code on the main board.

Boot ROM Version
The version number of the Boot ROM and POST (Power On Self Test) code on the main board.

Op Code Version
The version number of the operation (runtime) code on the main board.

Port Count
The total number of ports on the switch, including expansion slots.

Power Status
Indicates whether the switch is using internalPower, redundantPower, or both
internal AndRedundantPower.

Expansion Slot 1
The type of module installed in Expansion Slot 1. If no module is installed, notPresent displays.

Expansion Slot 2
The type of module installed in Expansion Slot 2. If no module is installed, notPresent displays.

Role in System
Indicates whether the switch is functioning as the master, backupMaster, or slave.
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Ports Tab (6300-24 Devices)

The Ports tab provides information on the physical ports on the switch. Click once in any column
header to display the Down Arrow and sort table information in ascending order. Click a second
time to display the Up Arrow and sort in descending order. Each field is described below.

The Ports Tab

Deace: NES_125 (10L.235.11.125)
General Ports Interfaces

Port Information Table peea| B [&]EEEH
Pofld | Mame Type Speed Cfy. | Flow Control Cfig. | Auty Negotision | Spesd Stalus | Flow Co
1 thorzandBaseT |fullDuplex 00 |disable enabled fulDuplexi 000  none -
2 thausandBaseT |[MullDupléxt 00 |dig 4 Endhled NADuplet 000  Aons |
4 thausandBaseT [TulDupleed 00 |disabied enzbled fAQuplext 000 nong
thousandBaseT |fllDupled 00 |dizabled enabiled flDuplexi 000 mone
4] fhagsandBaseT |[MulDuplexi 0D |disabled anahled NADuplexi 000 rong
6 thasandBaseT | fullOupleed 00 enahled lDuplet 000 none
7 IhousandBaseT |MulDupled 00 |dis enabled NADuplexi 000 mone
8 thorsandBaseT |[fullDupled 00 [dis enahbled fl0uplex 000 none
] thousandBaseT |[TullDuphexd 00 enabled
1] fhapsandBaseT |[fulDuplext (0 anabled
11 thasandBaseT |TullDupleet 00 ensbled
12 fhousandBaseT |fullDuplet 00 enahled
13 thoussndBaseT |fullCiuple 00 ] enahled
14 thovzandBaseT |fullDuplex 00 |disabled enabled
aseT |[TullDuplext 00 d gnahled

nnnnnnnnnnnnnnnnnnnnnnnnn

ITI g

Click Update to poll the switch and
refresh the screen with current
information.

Port ID
An ID number that identifies the port.

Name
The name of the port. This name is the ifAlias in the IF-MIB (RFC2863 or later).

Type
The type of the port.

Speed Cfyg.
The speed and duplex mode to which the port is set.

Flow Control Cfg
The flow control mechanism to which the port is set. This field may display:

enabled. Flow control is enabled.
disabled. Flow control is disabled.

backPressure. Flow control mechanism is backPressure when the port is in fullDuplex
mode.This flow control mechanism will not function.

dot3xFlowControl. Flow control mechanism is IEEE 802.3x flow control when the port is in
halfDuplex mode. This flow control mechanism will not function.

Auto Negotiation
The status of auto negotiation: enabled or disabled.
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Speed Status

The speed and duplex mode at which the port is operating. If this port is operating as a trunk, the
speed is the speed of its individual members. If this port is operating as a trunk and the result is
inconsistent among its member ports, this field will display error.

Flow Control Status
The flow control mechanism that the port is actually using. This field may display:

error. This is a trunk and the result is inconsistent among its member ports.
backPressure. The BackPressure flow control mechanism is being used.
dot3xFlowControl. The IEEE 802.3 flow control mechanism is being used.
none. Flow control is disabled.

Forced Mode
The forced mode of a combination port (ports 21 - 24). If this port is not a combination port, this
field displays none. If the port is a combination port, this field may display:

copperForced. Always uses the built-in RJ-45 port.

copperPreferredAuto. Uses the built-in RJ-45 port if both combination types are functioning
and if the RJ-45 port has a valid link

sfpForced. Always uses the SFP port (even if the module is not installed)

sfpPreferredAuto. Uses the SFP port if both combination types are functioning and if the SFP
port has a valid link

Interfaces Tab (6300-24 Devices)

The Interfaces tab provides status for all interfaces on the switch. Click once in any column
header to display the Down Arrow and sort table information in ascending order. Click a second
time to display the Up Arrow and sort in descending order. Each field is described below.

The Interfaces Tab

Device: NMS_125 (10.255.11.925)
General | Poms | nlerfaces

Interface Status Table pees| B [&]FE[EH
I Destiiplion Speed | Physical Addiess | Admin. State
1 [EtherMet Port on wnit 1, poet1 S5I2| 1000 Mbs 003011 89 b3 g |up =
2| Etherte Pord an il 1, podt 2 F2| 1000 Mbs 00300 9963 dd  |up

Med Fort on it 1, poet 3
thertlel Port on it 1, podtd
el Port on il 1, podt§
el Port on wit 1, poet 6
E Porl o6 whil 1, podl 7
Ether™ed Fort on wnit 1, post &
3 Port on it 1, poet 3
et Poel on wnil 1 post 10
Med Port on it 1, poet11 |E
Mt Pord on wnil 1, poet12 [ET
Aherted Port on it 1, post 13
Port on wnit 1, podt14
FPord on it 1 pod 15

ra——

P P e ————

SI2) 1000 Mbs 00 30 11 99 b3 g |up
522 1000 Mbs 00 3011 89 b3 67 |up
F2| 1000 Mbs |00 30 A 38 b3 el |up
532 1000 Mbs 0D 301 89 b3 el |up
F2| 1000 Mbs |00 30N 39 b3 &2 Jup

SE2) 1000 Mbs QD301 9903 ed  |up
52| 1000 Mbs 00 3011 89 b3 ed  |up
32| 1000 Mbs |00 30 A 3 b3 e |up
52| 1000 Mb= 0D 30f 89 b3 b |up
2| 1000 Mbs |00 30 M 39 b3 &7 up

= o | =
I 1T

SI2) 1000 Mbs 003011 99 b3 68  |up
SI2) 1000 Mbs 00301 89b3 el |up
F2| 1000 Mbs |00 30M 3 b3 ea  |up

LArn bl O A P Y

Click Update to poll the switch and
refresh the screen with current
information.
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Index
A unique value that identifies this interface.

Description
A textual description of the interface.

Type
The type of the interface, identified according to the physical or link protocol(s) immediately
"below" the network layer in the protocol stack.

MTU

The size, in octets, of the largest datagram that can be sent or received on this interface. This is
the size of the largest network datagram that can be transmitted on interfaces used for
transmitting network datagrams.

Speed

An estimate of the interface's current bandwidth. Speed is displayed in bits-per-second if less
than 1,000,000 bits-per-second. Speeds of 1,000,000 bits-per-second or greater are displayed in
terms of Mbs (megabits-per-second). If an interface does not vary in bandwidth, or if no accurate
estimation can be made, the nominal bandwidth is displayed in this field.

Physical Address

The interface address at the protocol layer (the layer immediately "below™ the network layer).
This field displays no value for interfaces that do not have such an address (for example, a serial
line).

Admin State

The administrative state of the interface: Up indicates the interface is administratively enabled to
pass packets; Down indicates the interface is administratively disabled from passing packets;
Testing indicates the interface is in a test mode and no operational packets can be passed.

Oper Status

The operational state of the interface: Up indicates the interface is able to pass packets; Down
indicates the interface is not able to pass packets; Testing indicates the interface is in a test mode
and no operational packets can be passed.

Last Change

The amount of time since the interface entered its current operational state. This field will
display a zero if the current operational state was entered prior to the last re-initialization of the
application.

Out Queue
The length of the output packet queue (in packets).
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8008 Devices

When you connect to an 8008 device, switch information is displayed in a series of tabs, as
shown below. These tabs can be used to view/configure the device.

8008 Devices

Desice: DmniStack BO08_301 {10.255.11.201)

General | Poris | Interfaces

Sysiem
Mame; CemniStack 8008_201 Description: Alcstal OmnStack 008
Locatiomn: WNME LARDRATORY Comact: Alcatal_aND
Up Time: 15 days 1 hours 2 minules 53 seconds
Chassis Information
Hardware Varsion; V4 0860 CPLY Famware Version: V2 5005
POST code version: V1.08 Part Cound: 8
Prorvner Stadus: internalP rwer
Updaie Help

Device Configuration
You can navigate through the tabs listed below to view/configure 8008 devices:

e General - General device information. Used to specify the device name and location. It
also displays the system up time (the period of time that has elapsed since the switch was
last rebooted).

e Ports - Information on the physical ports on the switch.

o Interfaces - Information on each physical interface in the switch.

General Tab (8008 Devices)

The General tab for 8008 devices provides general system information and general chassis
information, as explained below. To change any configurable parameter, edit the field as desired
and then click Apply to write the change to the switch. All changes take effect immediately.
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The General Tab

Dendce: DmAiStack B00B_201 (10.255.11.201)
General | Porls | Wnterfaces

Sysiem
Mame; CroniStack 8008_201 Dascription; Alcatal OmniEtack G008
Location: |HWS LABORATORY Comact: Alcatal_sMD

Up Time: 15 days 1 hours 2 rinutées 53 seconds

Chassis Information
Hardware Version: V4.0 (860 CFLY Fnmveare Version: V250,09
POST coie version: V1.04 Port Count: &

Power Stafus: intemalP ower

ooy [ e

Click Update to poll the switch and
refresh the screen with current
information.
Click Apply to write changes to the switch.
All changes take effect immediately.

System Parameters
Name
A user-defined name for this switch.

Description
A description of the switch as defined by the manufacturer.

Location
A user-defined description of the switch's physical location.

Contact

A user-defined parameter stating who is responsible for this switch.
Up Time

The period of time that has elapsed since the switch was last rebooted.

Chassis Information Parameters
Hardware Version
The version number of the main hardware board.

Firmware Version
The version number of the system firmware in flash ROM.

POST Code Version
The version number of the POST (Power-On Self-Test) code in ROM.

Port Count
The total number of ports on the switch.
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Power Status
Displays the type of power the switch is using: internalPower, redundantPower, or
internalAndRedundantPower.

Ports Tab (8008 Devices)

The Ports tab provides information on the physical ports on the switch. Click once in any column
header to display the Down Arrow and sort table information in ascending order. Click a second
time to display the Up Arrow and sort in descending order. Each field is described below.

The Ports Tab

Desdces OrrniStack B00E_201 (10.255.11.201)
General Poris Interfaces

Part Infosmation Take Ba B & |10 e
Forl id Fart Type Admin Speed and Mode | Opar Spoed snd Moda | Admin Flow Control
1|1he X |auln aliaticn disabled
W |3 dizabled
dizakbile
disabig
dizable

A[thousandEase Sy

K
7(thoussndSaseSi | au V 1D ke D0 dizable
BlthousandSasesy |auloMegatialion Tt 10 s 000D digabie

AR A AT

Click Update to poll the switch and
refresh the screen with current
information.

Port ID
An ID number that identifies the port within this switch.

Port Type
The type of the port.

Admin Speed and Mode

The speed and duplex mode to which the port is set administratively. The value in this field may
be halfDuplex1000 (1000 Mbps and half duplex mode), fullDuplex1000 (1000 Mbps and full
duplex mode), or autoNegotiation (allow the switch to negotiate duplex mode and speed with
the other end of connection).

Oper Speed and Mode
The speed and duplex mode at which the port is actually operating. The value in this field may
be halfDuplex1000 or fullDuplex1000.

Admin Flow Control

The administrative state of flow control for the port: either enabled or disabled. When flow
control is enabled, and the port is operating in halfDuplex mode, the backPressure flow control
mechanism is used. When flow control is enabled, and the port is operating in fullDuplex mode,
the IEEE 802.3x flow control mechanism is used. Flow control can eliminate frame loss by
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“blocking” traffic from end stations or segments connected directly to the switch when switch
buffers fill.

Oper Flow Control
The type of flow control the port is actually using during operation. This field may display the
following values:

backPressure. The backPressure flow control mechanism is in use. The backPressure flow
control mechanism is used when flow control is administratively enabled and the port is
operating in halfDuplex mode at 1000 Mbps.

dot3xFlowControl. The IEEE 802.3x flow control mechanism is in use. The IEEE 802.3x flow
control mechanism is used when flow control is administratively enabled and the port is
operating in fullDuplex mode at 1000 Mbps.

none. Flow control is disabled.

Interfaces Tab (8008 Devices)

The Interfaces tab provides status for all interfaces on the switch. Click once in any column
header to display the Down Arrow and sort table information in ascending order. Click a second
time to display the Up Arrow and sort in descending order. Each field is described below.

The Interfaces Tab

Device: OriwSiack BO0KE_201 (10.255.11.201)
General | Ports | Inlerdfaces

Interface Status Table [ R 2 & FH
Ind i Descriptian MWTL | Spiéd Piysical Addrss [ Agherai]
1 RMON Paet 1 on Unit 1 1500| 1000 Mbs |00 d095 4607 M |up
2 | RMON JanUnif 1 1A00| 1000 Mbs |00 d0 95 46 0T 22 (up
3|RMON Port 3 on Ui 1 1500( 1000 Mbs 00 d095 40 0T 33 |up

4 |RMON Porl 4 onUnil 1
& | RMOH Port & an Unil
B RMON Port & on Unil 1

1500 1000 Mbs 004095 £b 07 24 |up
1500 1000 MEs 004095 &b 0T 2% |up
1500 1000 Mbs 004095 b 0T 26 |up

T RMOKNPord T onlUnil 1 | ETI - EMAS 1500( 1000 Mbs 00 A0 A5 4607 27 |up
8 RMON Fort § onUnil 1 |ETHERNET-CEMAICD | 1500| 1000 MEs |00 a095 46 07 28 |up
1001 |Consale pot 31 1500 ] up
1101 |Management Port COTHER 1600 10 Mbs |00 dD 95 s6 07 20 [up

s

Click Update to poll the switch and
refresh the screen with current
information.

Index
A unique value that identifies this interface.

Description
A textual description of the interface.

Type
The type of the interface, identified according to the physical or link protocol(s) immediately
"below" the network layer in the protocol stack.
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MTU

The size, in octets, of the largest datagram that can be sent or received on this interface. This is
the size of the largest network datagram that can be transmitted on interfaces used for
transmitting network datagrams.

Speed

An estimate of the interface’s current bandwidth. Speed is displayed in bits-per-second if less
than 1,000,000 bits-per-second. Speeds of 1,000,000 bits-per-second or greater are displayed in
terms of Mbs (megabits-per-second). If an interface does not vary in bandwidth, or if no accurate
estimation can be made, the nominal bandwidth is displayed in this field.

Physical Address

The interface address at the protocol layer (the layer immediately "below™ the network layer).
This field displays no value for interfaces that do not have such an address (for example, a serial
line).

Admin State

The administrative state of the interface: Up indicates the interface is administratively enabled to
pass packets; Down indicates the interface is administratively disabled from passing packets;
Testing indicates the interface is in a test mode and no operational packets can be passed.

Oper Status

The operational state of the interface: Up indicates the interface is able to pass packets; Down
indicates the interface is not able to pass packets; Testing indicates the interface is in a test mode
and no operational packets can be passed.

Last Change

The amount of time since the interface entered its current operational state. This field will
display a zero if the current operational state was entered prior to the last re-initialization of the
application.

Out Queue
The length of the output packet queue (in packets).

LSMS Devices

When you connect to an LSMS device, switch information is displayed in a series of tabs, as
shown below. These tabs can be used to view/configure the device.
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The General Tab

Device: SHVAFLLAB (10.255.207.56)
General | Bricks | inferfaces
LSMS

Name: SHVAFI-LAR Mpmi Address: 10.255 207 56
Softwinre Versiom: 91249 Brick Count: 1
Alagm Cournt: 0 Last Marm Time: 0 ficks
Update Help

Click Update to poll the switch
and refresh the screen with
current information.

Device Configuration
You can navigate through the tabs listed below to view/configure LSMS devices:

e General - General information about the device hosting the Brick software as well as
basic Brick software and alarm information.

e Bricks - Information for Bricks devices.

o Interfaces - Information on each physical interface in the switch.

General Tab (LSMS Devices)

The General tab for LSMS devices provides general information about the device hosting the
Brick software as well as basic Brick software and alarm information, as explained below. To
update the information, click Update to poll the switch and refresh the information.
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The General Tab

Device: SHVAFL-LAB (10.255.207.56)
General | Bricks | inferfaces
LSMS

Name: EFNAFL-LAR Mgmi Address: 10.255 307 58
Software Version: 91 2449 Brick Countl: *
Alarm Court; 0 Last Marm Time: 0 licks
Update Help

Click Update to poll the switch
and refresh the screen with
current information.

Name
A user-defined name for the device hosting the Brick software.

Mgmt Address
The IP address of the device hosting the Brick software.

Software Version
The software version of the Brick software on the device.

Brick Count
The number of Brick devices connected to the host device.

Alarm Count
The number of alarms generated by the Brick device.

Last Alarm Time
The number of seconds since the last Brick alarm was received.

Bricks Tab (LSMS Devices)

The Bricks tab provides information for Brick devices. Click once in any column header to
display the Down Arrow and sort table information in ascending order. Click a second time to
display the Up Arrow and sort in descending order. Each field is described below.
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The Bricks Tab
Dedice: SHVAF-LAB {10,255 207 56)

General | Bricks | Interfaces

Brick Table ]2 0 [ & [
bl | Wi Type 05 Version | Marmf Address | (PSac Cand Cownd | Stat Collec, Inberval
4 |eystam |Model 1200 bnck 9.0.328 10,255 207 56 1 30

L] *

gw)f!-u | Help

Click Update to poll the switch
and refresh the screen with
current information,

Index
A unique value that identifies this interface.

Name
The user-configured name for the Brick device.

Type
The Brick model type.

OS Version
The Brick operating system software version.

Mgmt Address
The IP address of the device hosting the Brick software.

IPSec Card Count
The IPSec Card count.

Stat Collec Interval
The statistics collection interval.

Port Count
The port count.

Tunnel End Count
The tunnel end count.
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Interfaces Tab (LSMS Devices)

The Interfaces tab provides information for all interfaces on the switch. Click once in any
column header to display the Down Arrow and sort table information in ascending order. Click a
second time to display the Up Arrow and sort in descending order. Each field is described below.

The Interfaces Tab

Device: SHYAFLLAB {10.255.207.56)

General | Bricks | Interfaces

Interface Status Table poze | 3] = [& [
Index | Brick index | Description Type IP Address | Oper. Status Phyzloal
1 4 |Ethird ethematcsmacd | 10.255.207.148 |up | 303031 39 64 31 2d

2 4 |Ethert |ethemat-csmacd [10.255.207.149 |up 30 30 &5 30 &5 64 2d

3| 4 |Ether2 ethemet-camacd |10.255.207.149 [up 065 64 2d

4] 4|Ether3 |ethemet-casmacd (10,255,207 148 |down 06564 2d

5 -l-_.=|hi'r-1 glhemat-csmacd 110,255,207 149 lljrrnn 0 65 64 2d

B 4 |Ethars |ethemat-camacd |10.255.207 149 |down 64 30 65 64 2d

il 4 |Ether |ethemat-csmacd | T 5 30 65 64 2d

8| 4 |Ether? ethemat-camacd 313964 31 2d

9 4 |Etherg elhemat-camacd 31328330 2d

10 4 |Etherd il c s rmacd 5 | 3 326330 2d

11] 4 [Ethart 0 |ethemet-csmacd |10.255.207 148 [up | 3003031 32 63 30 2d
12{ 4 |Ethert 1 |ethemet-csmacd [10.255.207 148 [up |30 30 31 32 63 30 2d

13 4|Ethert 2 | other 0.0.00 |up 313216330 2d
14] 4|Ether1 3 | other 0.0.0.0 Jup 313263302d
15) 4 |[Ethert 4 | oilhr 0.0.0.0 | dorwm 55 30 65 64 2d
16| 4 |Ethert 5 | ot 0.0.00 | deewm | 0 65 64 2d

17 4 |Etherl b | oithier 0.0.0.0 | domm | 0 6564 2d

18] 4|Ethen 7 | other 0.0.00 |dorwm 30 65 30 65 64 3d

19| 4 |Etherl g | ot 0,000 | down | 30 65 54 2d

) 4 |Ethert 8 | other 0.0.00 | dorwr |30 30 65 30 65 64 2d

4] | ¥

JLpdaie ]| Hew

Click Update to poll the switch
and refresh the screen with
current information,

Index
A unique value that identifies the interface on the device hosting the Brick software.

Brick Index
A unique value that identifies the interface connected to the Brick device.

Description
A textual description of the interface.

Type
The type of the interface, identified according to the physical or link protocol(s) immediately
"below" the network layer in the protocol stack.

IP Address
The IP address of the device hosting the Brick software.

Oper Status

The operational state of the interface: Up indicates the interface is able to pass packets; Down
indicates the interface is not able to pass packets. Testing indicates the interface is in a test mode
and no operational packets can be passed.

Physical Address
The MAC Address of the interface.
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Speed

An estimate of the interface’s current bandwidth. Speed is displayed in bits-per-second if less
than 1,000,000 bits-per-second. Speeds of 1,000,000 bits-per-second or greater are displayed in
terms of Mbs (megabits-per-second). If an interface does not vary in bandwidth, or if no accurate
estimation can be made, the nominal bandwidth is displayed in this field.

Configured Speed
The configured speed of the interface.

Transmission Mode
The transmission mode of the interface.

Configured Transmission Mode
The configured transmission mode of the interface.

Flow Control
The operational state of flow control on the interface.

Configured Flow Control
The configured flow control state for the interface.

Third-Party Devices

When you connect to a Third-Party device, switch information is displayed in a series of tabs, as
shown below. These tabs can be used to view/configure the device.

Third-Party Devices

DA OAW-A308 (1025511, 157}
General | Interfaces
Sysiem
Mame: [O8%-4308 Description: AXE-W (MODEL QAW 4 P0E), Version 2.4.2.0
Location: aublic-public mdhs g udar w public’ b usd Cotact: [configure o wilh ‘public' rap uges o v2 Iraps

Up Timec 4 days 7 howrs 5 minules 11 seconds

Update | Help |

Device Configuration
You can navigate through the tabs listed below to view/configure Third-Party devices:

e General - General device information. Used to specify the device name and location. It
also displays the system up time (the period of time that has elapsed since the switch was
last rebooted).

e Interfaces - Information on each physical interface in the switch.
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General Tab (Third-Party Devices)

The General tab for third-party devices enables you to specify the device name and location of
the third-party device. It also displays the system up time (the period of time that has elapsed
since the switch was last rebooted). To change the device name or location, edit the respective
fields as desired and then click Apply to write the change to the switch. All changes take effect
immediately.

The General Tab

Dace; OAVW-308 [10L254,11,191)
General | Intenfaces
Syratem
Mame: 0A-4303 Descriplion: ADE-W (MODEL OAW-4 308), Version 2.4.2.0
Location: public-public md5«des user w public’ Fap a5 Contact: |configur oowilh public' rag ws e ior w2 lraps

Up Timez 4 days T hours 5 minutas 11 seconds

| Hpdate Help

Click Update to poll the switch and
refresh the screen with current
information.

Click Apply to write changes to
the switch. All changes take
effect immediately.

Interfaces Tab (Third-Party Devices)

The Interfaces tab provides status for all interfaces on the switch. Click once in any column
header to display the Down Arrow and sort table information in ascending order. Click a second
time to display the Up Arrow and sort in descending order. Each field is described below.
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The Interfaces Tab

Deace: QRW-308 (10.255.11,151)
General Inteffaces

Interiace Status Table e[ (& [EE[EE

Index Dascriplion Typa MTU | Speed | Physical Address | Admin. Slabe
4007 fe1/0 AERNET-CSMAIC] 1500 100 Wb: 85 S0 6feb  wp
4082\ fe1ii 1500 100 i) 00 0k T lup
4008 1e112 1500) 100 Moz 00 0 daf |un
410012173 1500 100Wbs el up
4101 a4 15400 100 Wns| 00 b 85 50 6 ea |
4102 12175 1500 100 sDs 5 ab |up
4103 re1/6 1500) 100 Wos|00 06 85 50 6 ec |
4104 o7 15400 100 Wns| 00 0 ded |wn
2105 g il 1500| 1000 Whe & e |up
1500 Of00 i 85 50 B eS  wp
1500 0| 00 0o 00 00 00 00 Juap

Update Hedp

Click Update to poll the switch
and refresh the screen with
current information.

Index
A unique value that identifies this interface.

Description
A textual description of the interface.

Type
The type of the interface, identified according to the physical or link protocol(s) immediately
"below" the network layer in the protocol stack.

MTU

The size, in octets, of the largest datagram that can be sent or received on this interface. This is
the size of the largest network datagram that can be transmitted on interfaces used for
transmitting network datagrams.

Speed

An estimate of the interface's current bandwidth. Speed is displayed in bits-per-second if less
than 1,000,000 bits-per-second. Speeds of 1,000,000 bits-per-second or greater are displayed in
terms of Mbs (megabits-per-second). If an interface does not vary in bandwidth, or if no accurate
estimation can be made, the nominal bandwidth is displayed in this field.

Physical Address

The interface address at the protocol layer (the layer immediately "below™ the network layer).
This field displays no value for interfaces that do not have such an address (for example, a serial
line).

Admin. State

The administrative state of the interface: Up indicates the interface is administratively enabled to
pass packets; Down indicates the interface is administratively disabled from passing packets;
Testing indicates the interface is in a test mode and no operational packets can be passed.

189



OmniVista 3.5 Topology Help

Oper. Status

The operational state of the interface: Up indicates the interface is able to pass packets; Down
indicates the interface is not able to pass packets; Testing indicates the interface is in a test mode
and no operational packets can be passed.

LastChange

The amount of time since the interface entered its current operational state. This field will
display a zero if the current operational state was entered prior to the last reinitialization of the
application.

OutQueue
The length of the output packet queue (in packets).

Importing MIBs

The Import MIBs menu item on the File menu, shown below, enables you to import new or
updated MIB files into OmniVista. All MIB files are imported to the OmniVista server.

Before You Begin

Before you import MIBs, it is important to understand that the the purpose of this function is to
import MIB files that reside somewhere on your local file system into OmniVista. The end result
of this operation is that the imported MIBs will reside in the installationroot/data/mibs directory
on the server. A mibs.txt ASCII file lists the order in which the MIBs will be compiled. It is
NOT recommended that you manually copy MIB files that you want to import into the
installationroot/data/mibs directory.

All MIB files that you import must have a file extension of .mib.

If you create a new MIB directory for a new device, note that you must import a complete set of
MIBs into that directory. This means that if any proprietary MIBs you are using have imports of
standard MIBs, the standard MIBs must be included and imported into that directory also.

In order for the MIBs to compile correctly, you are strongly advised to order them so that all the
referenced MIB files are compiled before the files that reference them. MIB compilers follow
import references from one MIB to another on the fly, and do not strictly require that the MIBs
be compiled in any particular order. For this to work successfully, however, the MIB filenames
must match the import statements exactly, and unfortunately this is almost never the case. To
avoid these problems, as stated above, order the MIB files so that all the referenced MIB files are
compiled before the files that reference them. You can specify the order in which the MIB files
will be compiled by using the Move Up and Move Down buttons in the Import MIBs window,
as shown and described in the procedure below. MIB files will be compiled in the order that the
files are listed in the Import MIBs window.

It is not advisable to add new MIB files to a MIB directory supplied by default with OmniVista.
It is preferable to create a separate new directory for each new third-party device you want to
support. This will ensure proper operation of the OmniVista MIB Browser. If you add a new
MIB file to an existing MIB directory, you will need to re-import the existing MIB files in order
for them all to display in the OmniVista MIB Browser.

Once you have completed the MIB importation process, OmniVista does not immediately parse
the MIBs. When you discover a device with an OID that is specified for the MIB directory into
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which you imported the new MIBs, OmniVista will poll the device for standard MIB-11 objects.
If the standard MIB-Il1 MIBs are not included in the directory, error messages will be written to
file server.txt (which can be viewed from the Audit application). Any proprietary MIBs that you
imported into the directory will not be parsed until you load the MIB Browser for a device with
an OID that is specified for that directory. However, if you close the OmniVista client and
completely stop the OmniVista server after completing the MIB importation process, then start
the server, the MIBs will be parsed when the server starts.

How to Import MIBs

1. Execute the Topology application and select Import MIBs on the File menu. The Import
MIBs window displays, shown below.

Select Import MIBs on the File menu.

The Import MIBs window displays.
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2. Set the MIBset to be Updated combo box (shown below) to the MIBset to be imported. (If you
entered a new directory name in the Third-Party Device Support tab, the name is displayed for
your selection.) Then click the Add button. The Select a Directory window displays.
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3. Within the Select a Directory window, navigate to the location where the MIBset resides.
When the correct MIB directory is displayed in the window, click the Select button. The Select a
Directory window closes and the MIB files are listed in the Import MIBs window, as shown

below.
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4. If any files listed in the Import MIBs window are unnecessary, select them and click the
Remove button. Files that you remove will not be imported.

5. The MIB files will be loaded into OmniVista in the order the files are listed in the the Import
MIBs window. You can adjust this order by selecting individual files and clicking the Move Up
and Move Down buttons until files are listed in the correct order.

6. Click the Import button. The MIB files are imported to the OmniVista server. A message
displays in the Status Panel when the import operation is complete.

Multiple Virtual Routing and Forwarding

The Multiple Virtual Routing and Forwarding (VRF) feature allows the user to configure
separate routing instances on the same switch. Similar to using VLANS to segment Layer 2
traffic, VRF instances are used to segment Layer 3 traffic. Each VRF instance is in essence a
virtual LAN for Layer 3 traffic. Some of the benefits of using the Multiple VRF feature include:

« Multiple routing instances within the same physical switch. Each VRF instance is
associated with a set of IP interfaces and creates and maintains independent routing
tables. Traffic between IP interfaces is only routed and forwarded to those interfaces that
belong to the same VRF instance.

o Multiple instances of IP routing protocols, such as static, RIP, IPv4, BGPv4, and OSPFv2
on the same physical switch. An instance of each type of protocol may operate within one
or more VRF instances.

o The ability to use duplicate IP addresses across VRF instances. Each VRF instance
maintains its own IP address space to avoid any conflict with the service provider
network or other customer networks.

o Separate IP routing domains for customer networks. VRF instances configured on the
Provider Edge (PE) are used to isolate and carry customer traffic through the shared
provider network.

This implementation of VRF functionality does not require a BGP/MPLS configuration in the
provider network. Instead, VRF instances can route and forward IP traffic between customer
sites using point-to-point Layer 3 protocols, such as IP-IP or GRE tunneling.

Note: The Multiple VRF feature is only available on 97000E and 9800E Series Switches,
Release AOS 6.4.1.R01. SNMPv3 is required to manage VRF instances; SNMPv1 and v2
are not supported. If OmniVista finds Multiple VRFs configured on a device using
SNMPV2 during Discovery polling, OmniVista warns the user about presence of Multiple
VRFs in the Status Panel and logs the message.

Configuring the Multiple VRF Feature

VREF instances are created using the Command Line Interface (CLI) or WebView application.
Configuring the Multiple VRF feature consists of creating a VRF instance, assigning one or
more IP interfaces to the instance, and configuring routing protocols to operate within a specific
instance.

The initial configuration of an Alcatel-Lucent switch consists of a default VRF instance, which is
always active when the switch starts up and is not removable from the switch configuration. Any
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subsequent configuration of switch applications applies only to the default instance. To provide
multiple, independent IP routing domains on the same switch, configuring additional VRF
instances is required.

Creating a VRF Instance Using the CLI

Use the CLI vrf command to create a VRF instance. A VRF instance is identified by a name,
which is specified at the time the instance is configured. For example, the following command
creates the IpOne instance:

-> vrf IpOne

Use the vrf command to configure additional instances on the switch. Once you configure VRF
instances, they will appear in the VRF ID drop-down field on the View/New IP Router Panels.

Note: See the "Configuring Multiple VRF" Chapter in the OmniSwitch AOS Release 6
Network Configuration Guide for detailed instructions on configuring VRF instances.

Creating a VRF Instance Using the WebView Application

Go to Networking - IP - VRF to bring up the Virtual Routing and Forwarding Instances Table.
Use this page to create a new VRF instance or select an existing instance for configuration.
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Note: See WebView Help for detailed instructions on configuring VRF instances using the
WebView application.
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